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1. Uvod do Helion OpenStack

1.1. HPE Helion OpenStack jako produkt

HP Helion OpenStack je produkt postaveny na open source projektu OpenStack a je zaméfeny na automatizaci IT
infrastruktury, tedy Infrastructure as a Service (laaS). Spojuje virtualizaci serverd, sité i storage do jednoho
orchestrac¢niho ramce a muZete tak velmi rychle z jednoho mista ziskat jednoduchou i sloZitou infrastrukturu na
vyzadani.

1.2. HPE a open source OpenStack

HPE neni pouze v roli nékoho, kdo sesbird open source komponenty a zabali je do produktového provedeni, které
jednoduse nasadite véetné potiebné podpory, ale je i jednim z nejaktivnéjsi vyvojara v ramci celého projektu.

Z verejné dostupnych zdroji (www.stackalytics.com) se mizZete presvédCit o aktualnich pFispévcich rliznych firem —
HPE je obvykle na prvnim nebo druhém misté. Zakaznik tak ziskava nejen OpenStack v odladéné a supportovatelné
formé, ale reseni od firmy, ktera pfimo provadi vyvoj. Dostavate tedy skutecny produkt vytvoreny na zakladé
hlubokych znalosti samotného kédu — Zadné experimenty. HPE ma v OpenStack komunité témér 200 svych vyvojari
a predseda radé projektl. HPE Helion OpenStack nenahrazuje open source komponenty svym proprietarnim kodem
— ziskavate skute¢nou otevienost a prenositelnost aplikaci, znalosti, zkusenosti i skriptd.

1.3.  HPE Helion portfolio
Kromé HPE Helion OpenStack je v Helion rodiné k dispozici i fada dalsich nastroja:

e HPE Helion CloudSystem — integrované reSeni zahrnujici Helion OpenStack a komercni nadstavby jako je HPE
Cloud Service Automation a HPE Operation Orchestration. Toto feSeni navic pfinasi interface pro laické
uzivatele, servisni katalog, velkou orchestraci (véetné procesnich zaleZitosti typu schvalovani zdrojl
nadrizenym apod.) a skutecné hybridni vlastnosti s podporou nejen Helion OpenStack, ale i OpenStack
tfetich stran, Amazon, Azure nebo VMware

e HPE Helion Stackato — platforma jako sluzba pro vyvoj modernich aplikaci postavena na Docker kontejnerech
a Cloud Foundry Paa$, kterou si mlzZete nainstalovat kamkoli — do OpenStack, na bare metal, do VMware i
Amazonu.

e HPE Development Platform — Paa$S nadstavba pro Helion OpenStack pfindsejici prostredi pro vyvoj a provoz
modernich aplikaci (HPE Helion Stackato) spolecné s integrovanymi OpenStack projekty pro Paa$ jako je
DBaaS nebo MSGaas a Helion Cloud Engine pro integrovany Cl/CD vyvoj a provoz aplikaci

e HPE Helion Eucalyptus — open source on-premise cloud postaveny na Amazon API (vase lokalni kopie
Amazonu)

e HPE Helion Content Depot — integrované feseni hardware+software pro objektovou storage postavenou na
OpenStack Swift

e HPE Helion Rack — integrované feseni hardware+software pro rychlé ziskani kompletni Helion OpenStack +
Development Platform cloudu pro vase datové centrum

e HPE Helion CloudSystem pro HPE ConvergedSystem — integrované reSeni hardware+software pro kompletni
enterprise laaS+PaaS feseni véetné 3PAR storage

1.4. HPE Helion v kombinaci s dalsimi produkty HPE
HPE Helion je moZzné kombinovat s dalsi nabidkou HPE produkt(. Kromé logického moZnosti pouZit precizni HPE
hardware pro storage, compute i networking se nabizi fada dalSich navaznosti:

e HPE OneView (nastroj pro fizeni fyzické Composable Infrastructure) je integrovany s Helion CloudSystem

e HPE Cloud Service Automation a Operation Orchestration umi ovladat HPE Helion OpenStack

e HPE Distributed Cloud Networking (overlay SDN pro naro¢né zakazniky) podporuje integraci s Helion
OpenStack

e HPE Virtualization Perfomance Viewer podporuje sledovani vykonu vaseho OpenStack prostredi
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2. Zakladni prace s Helion OpenStack GUI

2.1. IP adresy a pfistup do labu
Pro lab budete potfebovat jméno a heslo do svého projektu a ddle pocita¢ s webovym prohlizeCem a programem
Putty (nebo jinym SSH klientem).

Aktualni adresace je nasledujici:

Helion OpenStack — https://16.21.188.203

labServer (SSH) — 16.21.188.201 na portu 9022

labServer (RDP) —16.21.188.201

2.2. Ziskejte VM béhem chvilky
Otevrete prohlizec, zadejte URL z ¢asti lab guide 2.1 a pfihlaste se do Helion OpenStack jménem a heslem, které
v ramci labu dostanete. Ten je namapovan na projekt (nékdy se pouZiva terminologie ,tenant”, ale jde o totéz).

HP Helion OpenStack®

Log In

User Name

Password

Ptivita vas dashboard s prehledem vaseho projektu. V levé casti jsou dvé zakladni polozky menu — Project, kde se
budeme pohybovat celou dobu a Identity, kde v prvni ¢asti labu nemate prava néco ménit. V rdmci ¢asti Project je
soucasti Helion OpenStack polozka Compute, Network, Object Store a Orchestration. Ostatni polozky (pokud tam
budou) patti do Helion Development Platform (dodatecnd nadstavba), ktera se zaméruje na Platform as a Service a
neni predmétem dnesniho labu.
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HP Helion OpenStack®

Project -~
Compute -~
Overview

Instances

Volumes

Images

Access & Security

Network v
Object Store v
Orchestration v
Identity v

= demo ~
Overview

Limit Summary

Instances VCPUs RAM

Used 0 of 40 Used 0 of No Limit Used 0Bytes of 15GB
Volumes Volume Storage

Used 0 of 10 Used 0Bytes of 1000GB

Usage Summary

Select a period of time to query its usage:

From: | 2015-11-01 To: | 2015-11-12

Floating IPs.

Allocated 1 of 50

m The date should be in YYY-mm-dd format.

& demo ~

y

Security Groups
Used 1 of 10

Active Instances: 0 Active RAM: 0Bytes This Period's VCPU-Hours: 22 47 This Period's GB-Hours: 22.47 This Period's RAM-Hours: 11503.64

Usage
Instance Name VCPUs Disk RAM

Mo items te display

Displaying 0 items

Time since

created

& Download CSV Summary

Nejprve si vytvofme néjakou privatni sit, ktera bude jen pro nas. Jdéte do zalozky Network a kliknéte na Networks.

HP Helion OpenStack®
Project -~
Compute &
Network ~

Network Topology

Routers

Firewalls

VPN

Object Store v
Orchestration ~
Identity ~

= demo ~

Networks

Name Subnets Associated Shared

Mo items to display.

Displaying 0 tems

Kliknéte na Create Network. Dejte siti ndzev a kliknéte na Next.
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Status

Admin State

& demo ~

Q + Create Network

Actions



Create Network

Subnet * Subnet Details

Network Name
Create a new network. In addition. a subnet associated

| mojeSit| with the network can be created in the next panel

Admin State * @

up v

Cancel « Back m

Pojmenujte novy subnet a zadejte jeho IP rozsah. Protoze jde o vasi privatni sit, mizete volit zcela libovolné nezavisle
na ostatnich projektech/tenantech. Pak kliknéte na Next.

Create Network

-m Subnet Details

¥ Create Subnet Create a subnet associated with the new network, in
which case "Network Address” must be specified. If you
Subnet Name wish to create a network without a subnet, uncheck the
"Create Subnet” checkbox
mujSubnet

Network Address * @

192.168.1.0/24

IP Version *

IPv4 M

Gateway IP @

[J Disable Gateway

Cancel « Back m

MuzZeme definovat pouze urcité rozsahy, posilat VM specidlni routy, ale my pouze definujeme DNS server na adrese
16.110.135.51. Kliknéte na Create.

Create Network

-‘ Subnet Details

[# Enable DHCP Specify additional attributes for the subnet

Allocation Pools @

DNS Name Servers @

16.110.135.51|

Host Routes @

Cancel « Back

Sit mame pfipravenu.
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Networks

Q =+ Create Network | el EER I T
O Name Subnets Associated Shared Status Admin State Actions

O | mojeSit mujSubnet 192 168.1.0/24 Mo Active up Edit Network | =

Displaying 1 item

Ted uz mUZeme vytvorit néjaké instance VM. Jdéte do zalozky Compute, Instances a kliknéte na tlacitko Launch
Instance.

HP Helion OpenStack® = demo « & demo -
Project . Instances
Compute 2 Instance Name ¥ Filter | & Launch Instance
Overview

Instance Name  Image Name  IP Address  Size Key Pair Status Availability Zone  Task Power State  Time since created Actions

Instances No items to display

Volumes Displaying 0 items

V prlivodci zadejte nazev instance a vytvofime si rovnou dvé.

Launch Instance

Please provide the initial host name for the instance, the availability zone where it will be deployed, and the instance count. Increase the

Flavor Count to create multiple instances with the same settings.
Networks
Instance Mame * Availability Zone Count
) ) Total Instances (40 Max)
Security Groups mojeVM nova r 2
0,
Key Pair 0%
0 0 Current Usage
Configuration 0 Added

40 Remaining

Instance Source

Instance source is the template used to create an instance. You can use a snapshot of an existing instance, an image, or a volume (if
enabled). You can also choose to use persistent storage by creating a new volume.

Select Boot Source Create New Volume

Image v Yes “

Allocated
Name Updated Size Type Visibility
Select a source from those listed below.
ss Auailahln % Saelert nne v

MuzZeme se vybrat, zda chceme instanci vytvofit z Image, Instance snapshotu, z existujici Volumu (tedy boot ze
storage) nebo Volume snapshotu. Pfepinacem také mlzeme fict, zda se ma v jednom kroku vytvofit bootovaci
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Volume ve storage, nebo zda chceme nastartovat VM z image, ktery se lokalné vytvofi v compute nodu, ktery
OpenStack vybere.

PouzZijeme vychozi hodnoty — tedy boot z Image, ktera se dostane lokalné do compute nodu.
Instance Source

Instance source is the template used to create an instance. You can use a snapshot of an existing instance, an image, or a volume (if
enabled). You can also choose to use persistent storage by creating a new volume.

Select Boot Source Create New Volume

Image v Yes “

Vyberte si Sablonu OS, kterou chcete nabootovat (pfidejte ji kliknutim na symbol +). V nasem pfipadé to bude Cirros
(mini-Linux vhodny pro prvni zkouseni).

Allocated
Name Updated Size Type Visibility
» cimos-0.3.3-x86_64 11/11/15 11:24 AM 12.59 MB QCcowz Public E]
v Available @ Select one
Q
Name « Updated Size Type Visibility
» Ubuntu 14.04 11/12/15 9:56 AM 246.44 MB QCowz Public

Ted uz mdzeme kliknout na Next.

Launch Instance

Select Source Flavor 9
Flavors manage the sizing for the compute, memory and storage capacity of the instance
Flavor A

Allocated
Networks
Name VCPUs RAM Total Disk Root Disk Ephemeral Disk Public
Security Groups
Select an item from Available items below
Key Pair
) + Available @ Select one
Configuration
Q
Name VCPUs RAM - Total Disk Root Disk Ephemeral Disk Public
> miting 1 512MB 16GB 1GB 0GB Yes (+]
» mi.small 1 1024 MB 3GB 3GB 0GB Yes (+]
> mimedum 2 409 MB 8CB 8CB 0GB Yes (+]
> milarge 4 8192 MB 80 GB 80 GB 0GB Yes
> m1.xlarge 8 16384 MB 160 GB 160 GB 0GB Yes

V tomto kroku si vyberte jak velkd ma VM byt. To co vidite bylo pro vas, tedy uZivatele v néjakém projektu/tenantu,
definovano administratorem. OpenStack vam také ukazuje, ktera velikost se jesté vejde do zdroju, které vam zbyvaji
(administrator vsemu projektu pridélil néjakou kvétu na rGzné zdroje — vCPU, pamét, storage, sité, ...). Vyberte
m1.tiny kliknutim na symbol +.
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Allocated

Name VCPUs RAM Total Disk Root Disk Ephemeral Disk Public

v mitiny 1 512MB 1GB 1GB 0GB Yes (-]

Impact on your quota

Total Instances (40 Max) Total VCPUS (2 Max) Total RAM (15360 Max)
[l 0 Current Usage [ 0 Current Usage I 0 Current Usage

5% 2 Added 0% 2 Added 7% 1024 Added
38 Remaining Unlimited 14336 Remaining

Muzeme kliknout na Next. V nasledujicim dialogu vyberte nasi novou sit.

Launch Instance

Select Source Networks

Networks provide the communication channels for instances in the cloud
Flavor

+ Allocated @ Select networks from those listed below.
Networks

Network Subnets Associated Shared Admin State Status
Security Groups
$ 1 > mojeSit mujSubnet No Up Active E]
Key Pair
Configuration v Avaiable @ Select at least one network
a
Network Subnets Associated Shared Admin State Status

No available items

Dalsi polozky nejsou povinné a budeme se jim vénovat pozdéji. Ted' uz tedy mizeme kliknout na zelené tlacitko
Launch Instance.

< Back & Launch Instance

Instance se zacinaji vytvaret, nez budou pIné spusténé, pozadi bude Zluté.

Instances

Instance Name ¥ Filter & Launch Instance % Terminate Instances Mare Actions »

Instance IP . Key Availability Power Time since .
= Name Image Name Address =) Pair S Zone Task State created et
[ mojeVM-2 S s m1.tin - Build nova ! No State 0 minutes Associate Floating IP
- ! x86_64 -ny Spawning g M
[ | mojeVM-1 S m1.tin - Build nova I ! No State 0 minutes Associate Floating IP
- ! x86_64 -ny Spawning g M

Displaying 2 tems

OpenStack scheduler si v nasem pfipadé vybral vhodny compute node, kde je dostatek zdroj(, pak prekopiroval
image soubor na jeho lokalni disk a z toho image nabootovala VM.

Po néjaké dobé budou VM pfipravené.
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Instances

Instance Name ¥ Filter
Instance Image Name IP Address  Size Ke}( Status Availability
Name Pair Zone
mao ig;ojijg} 192.168.1.4 mltiny - Active  nova
moje\ iglﬂiﬂw 192.168.1.3  mltiny - Active  nova

Displaying 2 items

& Launch Instance

Power

Task State

Mone  Running

Mone  Running

More Actions -

Time since

Actions
created
1 minute Create Snapshot | -
0 minutes Create Snapshot | -

Vsimnéte si IP adres. Podivejme se do konzole jedné z VM. Kliknéte na symbol Sipky a vyberte Console.

Create Snapshot@

Associate Floating IP

Di

iate Floating IP
Edit Instance

ity Groups

Pause Instance
Suspend Instance

tInstance

Rebuild Instance

Terminate Instance

V konzoli se mizete prihlasit uctem cirros s heslem cubswin:)

HP Helion OpenStack® = demo ~
Project - Instance Details: mojeVM-2
Compute ~

log = Console | Actio

Instance Console

Volumes.

If console is not responding to keyboard input: click the grey status bar below.
mages To exit the fullscreen mode, click the browser's back button

Access & Security

Network
) further output written to sdev/ttySe
Object Store
Orchestration - login as “cirros’ user. default password: ’cubswin:)’. use ’sudo’ for root
mo jevm-2 login: cirros
Passuord :
Identity - Login incorrect

mo jeum-2 login: cirros

Passuord :

Login incorrect

mo jeum-2 login: cirros

Passuord :

$ ip a

1: lo: <LODPBACK,UP,LOMER_UP> mtu 16436 gdisc noqueue
Tink-loopback ©6:00:00:00:00:00 brd 66:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
inet6 ::1,128 scope host

valid_Ift forever preferred_Ift forever

2: eth®: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1400 gdisc pfifo_fast glen 1000
link/ether fa:16:3e:eb:0b:de brd £F:FF:ff 18548
inet 192.168.1.4,24 brd 192.168.1.255 scope global etho
inetb feBO::fB16:3eff :feeb:bdesb4 scope link
valid_1ft forever preferred_lft forever

Ptrikazem ,,ip a“ se mlZete podivat svoji IP adresu.

Co se to vlastné praveé ted stalo?

9|HPE Helion OpenStack

Create Snapshet

& demo ~

Send CtrAltDel




e Helion OpenStack vzal v Gvahu potfeby zdroju (pfichut) a nasel vhodny compute node (tedy zelezo) pro
vytvoreni VM

e Ndami vybrany image (Cirros) se nakopiroval na compute node, aby z néj VM mohla nabootovat

e Vytvofila se pfislusnd VM v compute node (v nasem labu KVM hypervisor)

e Poutzila se nase privatni sit aniz by bylo nutné néco nastavovat ve fyzické siti (VXLAN enkapsulace je
transparentni vici fyzické siti kterou spolu mohou komunikovat tyto dvé VM i kdy?Z jsou tfeba na dvou
rlznych compute nodech)

e Virtualni sitova karta VM kouka do této privatni sité

2.3. Blokova storage, Volume a diskové obrazy

2.3.1. Blokova storage jako datovy disk

Instance z predchoziho prikladu pouziva ephemeral disky, tedy ,jak pfijde, tak odejde”. V okamziku, kdy instanci
zrusite, vygumuji se vSechny zabrané zdroje a vrati se k dalSimu vyufZiti. Z toho je patrné, Ze miZeme chtit aplikaéni
stav ukladat na néjaké trvalejsi misto — databazi, objektové UloZisté nebo blokovy volume na storage. A to si pravé
ted vyzkousime na pfikladu StoreVirtual VSA (ale ovladani je identické pti pouziti 3PAR nebo storage treti strany).

Navstivte zalozku Volumes a kliknéte na Create Volume

HP Helion OpenStack® = demo + & demo
Projoct - Volumes
Compute ~ Volumes Volume Snapshots Volume Backups
Overview .
Q + Create Volume, = Accept Transfer
nstances
Name Description Size Status Type Attached To Availability Zone Bootable Encrypted Actions

No items to display

mages Displaying 0 items
Access & Security

Network

Dejte disku jméno, jako zdroj nic nepouzivejte (zatim nechame volume prazdny) a zvolte Typ (ten pfipravil
administrator HP Helion OpenStack — v nasem pfipadé jde o Volume na StoreVirtual s tenkym provosioningem a bez
adaptivni optimalizace — vic o tom, jaké storage lze takto nabidnout v pozdé;jsi ¢asti labu). Jesté si v pravé ¢asti
vS§imnéte, Ze vas projekt ma urcita omezeni, kterd byla definovana administratorem Helion OpenStack.
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Create Volume

Volume Name

mujVolume

Description

Volume Source

No source, empty volume
Type

vsa_thin
Size (GB) *

1

Availability Zone

Any Availability Zone

Description:

Volumes are block devices that can be attached to
instances

Volume Limits
Total Gigabytes (0 GB)

Number of Volumes (0)

Cancel Create Volume

Kliknéte na Create Volume

To bychom méli ...

v rdmci labu nemate pfistup do StoreVirtual konzole, ale klidné pozadejte o nahlédnuti — uvidite

zhruba toto (je to ten nejmladsi a nepfipojeny):

File~ Find~ Tasks~ Help~

HP StoreVirtual Centralized Management Console -0 X

Upgrades Available B2 View Motifications

SAN Status Page
Getting Started
Ll Canfiguration Summary
B HelionGroup

A [ events

&l Servers (2)

g Administration

@ Sites

= helioncluster
Performance Monito

torage Systems (1

=& Molumes (3] and Sn:
o volume-32669
o volume-a3gb2

o volume-fa49e:

Volumes (3) and Snapshots (0):
Mame Description Status Adaptive Op...| Data Protec...| C d ... | Provisioni Created
{ﬁﬂ volume-3266987c-5156493d-acd4-750fac3f1b74 Narmal Permitted Network RAI 512 MB Thin 3/18/15 12:1
B[] volume-a39b2a8c-315a-47f3-8be3-bcd59f3d65al Normal Permitted Network RAL.. 512 MB Thin 3/20/15 10:0...
-{ﬁg volume-f449eaa8-0730-46a4-9f31-673429d9ae65 Normal Permitted Network RAL.. | 2.03 GB Thin 3/18/15 12:4...

Pojdme ho tedy pfipojit k instanci. Kliknéte na Edit Atachements

Volumes

Volumes Volume Snapshots Volume Backups
Q + Create Volume = Accept Transfer ¢ Delete Volumes
[ | Name Description Size  Status Type Attached To Availability Zone Bootable Encrypted Actions
O mujVolume - 1GB  Available vsa_thin nova No No Edit Volume @

Displaying 1 tem
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Encrypted Actions

No EditWolume |

Extend Volume
Create Snapshot
Create Backup
Change Volume Type
Upload to Image
Create Transfer

Delete Wolume

Vyberte jednu z nasich instanci a kliknéte na Attach Volume

Manage Volume Attachments

Instance Device Actions
No items to display

Displaying 0 items

Attach To Instance

Attach to Instance * @

| mojeVM-1 (2ab500f0-6244-4ca9-83f6-9378070d0081) v

Device Name @

Cancel Attach Volume

Prohlédnéte si vysledek

Volumes

Volumes Volume Snapshots Volume Backups

Q + Create Volume = Accept Transfer x Delete Volumes
[ Name Description  Size Status Type Attached To ;Z:Zability Bootable Encrypted Actions
O mujVolume - 1GB  In-use wsa_thin Attached to mojeVh-1 on nova No No EditVolume | -

Idevivdb

Displaying 1 tem

Podobné to vypada ve StoreVirtual konzoli (tam v ramci labu pfistup nemate, ale vas privodce vam vysledek m(ize
ukazat).
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2

File= Find~ Tasks+ Help~

SAN Status Page
Getting Started
* ):'*' Configuration Summary

) HelionGroup

£ Ewents

&l servers (2)
EAdministraticn
@ sites

=
= helioncluster

Performance Monite
(=] Storage Systems (1
Sl Volumes (3) and Sn:

£ volurne-32669

i3 olume-a3gb3a

£@n volumne f449e:

HP StoreVirtual Centralized Management Console + -3 X
i Upgrades Available [ View Notifications
Details || Snapshots | Rermote Snapshots | Schedules |[ Assigned Servers | iSCSI Sessions || Map View 2
[& Assigned Servers (1)

Description Controlling SErv...l iSCSI1 Mode | Initiator Node N... CHAP Name Load Balancing Permission

[& overcloud-nov..

CHAP required ign.1993-08.org.d... | ign.1993-08.0org....  Enabled Read/Write

Pojdme ted na disk néco zapsat. Skocte do konzole prislusné VM, vytvorte na disk file systém, pfimountujte si ho,
vytvorte na ném soubor a vypiste si obsah disku.

sudo fdisk /dev/vdb

nasledné pouZijte volbu pro vytvofeni nové partition — zmacnéte n + enter a na nasledujici otazky pouze odklepnéte
vychozi hodnotu. Nakonec zmacknéte w + enter, ¢imz se zmény zapisi.

Pokracujeme dal — vytvorime filesystem, pfimountujeme si ho, vytvofime néjaky soubor a presvédc¢ime se, Ze tam je.

sudo
sudo
sudo
sudo
1s /mujdisk

mkfs.ext3 /dev/vdb
mkdir /mujdisk

mount /dev/vdb /mujdisk
touch /mujdisk/mujsoubor.txt

Udélejte snapshot — spravné bychom méli disk odpojit, aby byla zajisténa aplikaéni konzistence dat. V naSem ptipadé
tam ale aplikace nebézi a pole pro nds udéla crash konzistentni snapshot, coZ ndm v tuto chvili staci.

Volumes

Volumes Volume Snapshots Volume Backups
Q + Create Volume = Accept Transfer |
Name Description Size Status Type Attached To ;;:i;ability Bootable Encrypted Actions
mujVolume 1GB  In-use  wvsa_thin ;ﬁ:?:;sm mojeVM-1 on nova No Mo Edit Volume @

Displaying 1 tem

Encrypted Actions

No

Edit Volume

Manage Attachments

Create Snapshot

Change Volume Type

Upload to Image
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Create Volume Snapshot

This volume is currently attached to an
instance. In some cases, creating a
snapshot from an attached volume can result
in a corrupted snapshot.

Snapshot Name *

mujSnapshot|

Description

Description:

From here you can create a snapshot of a volume

Snapshot Limits

Total Gigabytes { 1 GB)

Number of Snapshots (0 )

Cancel | |

Kliknéte na Create Volume Snapshot. Dostanete se na seznam snapshot.

Volumes

Volumes Volume Snapshots Volume Backups

O Name Description Size Status

[ | mujSnapshot -

Displaying 1 item

Vytvorime z néj dalsi volume

Actions

Create Volume -

1GB Available

Create Volume

Volume Name

| druhyVolume]

Description

Use snapshot as a source

Type
vsa_thin
Size (GB)* ©

1

mujSnapshot (1GB) v

Description:

Volumes are block devices that can be attached to
instances.

Volume Limits
Total Gigabytes (1 GB)

Number of Volumes (1)

Cancel Create Volume

Kliknéte na Create Volume

14| HPE Helion OpenStack

Volume Name

mujVolume

% Delete Volume Snapshots

Actions

Create Volume

-



Volumes Volume Snapshots Volume Backups

Volumes Filte: Q' Fier + Create Volume
Name Description  Size Status Type Attached To Q;’:’::ﬂhi"‘)‘ Bootable Encrypted Actions
1GB  Available StoreVirtual_thin nova No No EditVolume =
TomasVolume 1GB  In-Use StoreVirtual_thin Adt;am;f to MojePrvnilnstance on nova No No EditVolume -

Displaying 2 flems

Vsimnéte si, Ze s nepfipojenym Volume Ize délat jesté dalsi véci — naptiklad ho zvétsit nebo provést jeho backup (to
se uloZi jako objekt do objektové storage — o tom pozdéji), pfevést do jiného projektu apod. Dal$i moZnost je
z Volume vytvofit novy startovaci image, ale o tom pozdéji.

Ptipojte Volume k nasi druhé VM — uz vite jak na to.

. . Availabili .
Name Description  Size Status Type Attached To Z:zlea Oility Bootable Encrypted Actions
o - ) Attached to mojeVM-2 on ) )
thyVolume | - 1GE  In-use wvsa thin ’ nova Mo Io EditVolume | -
Idevivdb
; - ) Attached to mojeVM-1 on ) )
mujVolume - 1GE  In-use  wvsa_thin ldevivdb ’ nova Mo Io EditVolume | -

Displaying 2 items

Jdéte do konzole, pfimapuijte si file systém a podivejte se, jestli tam je nas soubor.

S sudo mkdir szasedisk
S sudo mount sdewvrsudb szasedisk
S 1= szasedisk

mu jsoubor.txt

9

2.3.2. Bootovani VM ze storage
Vytvofme si dal$i VM a tentokrat budeme chtit, aby se vytvofil bootovaci volume v nasi storage, obraz se do néj
nakopiroval a VM z néj nabootovala.

Jdéte do zdloZzky Compute, Instances a kliknéte na Launch Instance.

HP Helion OpenStack® = demo ~ & demo ~
Project -~ Instances
LompUts " Instance Name v Filter( ~ & Launch Instance Mare Actions
Overview ] K Availabili P Ti q
nstance . e vailabili ower ime since .
Image Name IP Address Size y Status &l Task Actions
L Name Pair Zone State created
A cirros-0.3.3- = . . . S
Volumes mojeVM-2 86 64 192.168.1.8 m1tiny - Active | nova None  Running 56 minutes Create Snapshot |«
mages - cimos-0.3.3- . ) e
o mojeVM-1 86 64 192.168.1.7  mltiny - Active  nova MNone = Running 56 minutes Create Snapshot
Access & Security
Displaying 2 items
Network &
Dhiart Stara ~

Pojmenujte vasi novou VM.
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Launch Instance

Select Source A
A

Flavor
Netwarks
Security Groups
Key Pair

Configuration

Instance Details 0

Please provide the initial host name for the instance, the availability zone where it will be deployed, and the instance count. Increase the
Count to create multiple instances with the same settings

Instance Name * Availability Zone Count
Total Instances (40 Max)
bootSAN nova v 1

-

5%

1 2 Current Usage
0 Added
38 Remaining

Budeme chtit bootovat z image, ale tak, Ze se vytvori Volume v nasi storage. Dale mizZeme definovat, zda se ma
Volume automaticky zrusit v pfipadé, Ze smazeme nasi instanci (VM).

Instance Source

Instance source is the template used to create an instance. You can use a snapshot of an existing instance, an image, or a volume (if
enabled). You can also choose to use persistent storage by creating a new volume.

Select Boot Source

Image

Create New Volume Size (GB)  Delete Volume on Terminate

= -

Vyberte si Cirros a kliknéte Next

Allocated

Name

> cirros-0.3.3-x86_64

v Available @

Q

Name

» Ubuntu 14.04

Updated Size Type Visibility

11/11/15 11:24 AM 12.59 MB QCOW2 Public E]
Select one

Updated Size Type Visibility

11/12/15 9:56 AM 246.44 MB QCOW2 Public E]

Pouzijte velikost m1.tiny a kliknéte na Next
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Launch Instance

Select Source

Networks A
Security Groups

Key Pair

Configuration

® Cancel

Flavor

Flavors manage the sizing for the compute, memory and storage capacity of the instance.

Allocated

Name VCPUs RAM Total Disk Root Disk
2> mi.tiny 1 512 MB 1GB 1GB
v Available @

Q

Name VCPUs RAM + Total Disk Root Disk
2 mi.small 1 1024 MB 3GB 3GB
> m1.medium 2 4096 MB 8 GB 8 GB
2> mi.large 4 8192 MB 80 GB 80 GB
> mil.xlarge 8 16384 MB 160 GB 160 GB

< Back

Ptidejte sit a kliknéte na zelené Launch Instance.
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Ephemeral Disk

0GB

Ephemeral Disk

0GB
0GB
0GB

0GB

Public

Yes

(-]

Select one

(+] [+]




Launch Instance

Select Source Networks 9

Metworks provide the communication channels for instances in the cloud.

Flavor
w Allocated o Select networks from those listed below.
Networks
Network Subnets Associated Shared Admin State Status
Security Groups
# 1 > mojeSit mujSubnet No Up Active E]
Key Pair
Configuration v Available @ Select at least one network
Q
Network Subnets Associated Shared Admin State Status

No available items

Pockejte az VM nabootuje.

. Instance Key Availability Power Time since

O Name Image Name IP Address  Size Pair Status Zone Task S created Actions

. cirmes-0.3.3- . . . .

O | bootSAN <86 64 192.168.1.9  m1ltiny | - Active  nova Mone  Running 1 minute Create Snapshot |
_ . cirros-0.3.3- . . . 1 hour,

[ mojeVM-2 x86_64 192.168.1.8 m1ltiny @ - Active  nova None  Running 2 minutes Create Snapshot | =
- , cirros-0.3.3- . ) , 1 hour,

O mojeVM-1 X86_64 192.168.1.7  mltiny | - Active  nova Mone  Running 5 minutes Create Snapshot |

Displaying 3 tems

Podivejte se na Volume, ktery vam privodce vyrobil.
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Volumes

Volumes Volume Snaps Volume B
Q + Create Volume = Accept Transfer
A . Availability .
Name Description Size Status Type Attached To Zone Bootable Encrypted Actions
. Attached to bo
- 1GB  In-use  vsa_thin i nova Yes EditVolume | =
- on [dev/vda
. Attached to mojeVM-
\ e - 1GB  In-use  wsa_thin T nova No Edit Volume | =
2 on /devivdb
. Attached to mojeVM- )
nujVolume - 1GB  In-use  vsa_thin : nova No EditVolume | =

| on /devivdb

Displaying 3 items

Skocte do konzole této nové VM. Ted bychom si mohli tfeba néco nainstalovat nebo jinak si operacni systém upravit.
My délame jedinou véc — vytvorime v ném néjaky soubor.

[ 0.4529771 registered taskstats version 1

[ ©.454468]1 input: AT Translated Set 2 keyboard as rdevicessplatformrsiB04Z-se
riod@/inputsinputl

[ 0.4580761
[ 0.4588471
[ 0.4596481
1447409799)

Magic number: 7:785:274
tty ttyll: hash matches
rtc_cmos 00:01: setting system clock to £2015-11-13 16:16:39 UTC ¢

[ .4611931
.4627161
.5907031
.5927201
.6023581
.b104491

further output

login as 'cirros’

bootsan login:
Password:

5 1s

BIDS EDD facility v0.16 2004-Jun-25, O devices found
EDD information not available.

Freeing unused kernel memory: 924k freed
Write protecting the kernel read-only data:
Freeing unused kernel memory: 1600k freed
Freeing unused kernmel memory: 1188k freed

12288k

written to sdevrsttysSe

user. default password: ’'cubswin:)’. "sudo’

cirros

use

S touch byl_jsem_tu.txt

1s

byl_jsem_tu.txt
$

Instanci ted vypnéte.

Instances

Instance
Name

Displaying 3 tems

Instance Name ¥

Image Name IP Address  Size Ke}r Status
Pair
imos-0.3.3-
i;'rfii'"'” 19216819 m1 : Active
iros-0. 3.3
ig'fsrf 192.168.1.8 mitiny - Active
troe 03 3
ig'r“rf 192.168.1.7 m1 - Active
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for root.

Filter
Availability
Zone
nova
nova
nova

& Launch Instance

Task E?::r
Mone  Running
Mone  Running
Mone  Running

Time since

More Actions -

Actions

created

9 minutes

1 hour,
12 minutes

1 hour,
12 minutes

Create Snapshot@

Create Snapshot

Create Snapshot

-

-



Create Snapshot | =

Associate Floating IP
Disassociate Floating IP |
Edit Instance

Edit Security Groups |
Console

View Log

Pause Instance

Suspend Instance

Soft Reboot Instance

Hard Reboot Instance
Rebuild Instance

Terminate Instance

Prvni co si zkusime je udélat snapshot tohoto Volume a z néj vyvofime novy bootovatelny Volume — uz vite jak na to.

Vytvorte snapshot.

Create Volume Snapshot

This volume is currently attached to an

instance. In some cases, creating a Descr|pt|0n:

snapshot from an attached volume can result From here you can create a snapshot of a volume.
in a corupted snapshot

Snapshot Limits
Snapshot Name * Total Gigabytes ( 4 GB)
| bootSnap| ‘

Number of Snapshots ( 1)
Description

Cancel
A ze snapshotu dalsi Volume.
Create Volume
Volume Name
| bootvol | Description:
Volumes are block devices that can be attached to

Description instances

Volume Limits
Total Gigabytes (3 GB)

Use snapshot as a source Number of Volumes (3)
bootSnap (1GB) v

Type
vsa_thin v

Size (GB) " @

1

Cancel Create Volume
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Volumes

Volumes Volume Snapshots Volume Backups
Q + Create Volume = Accept Transfer X Delete Volumes
| Name Description Size Status Type Attached To ;:::ﬂblhw Bootable Encrypted Actions
O | bootVol - 1GB  Available wvsa_thin nova Yes No Edit Volume | -
Attached to
a 4Beiribd-cdb-adal-abrl- - 1GB  In-use vsa_thin | bootSAN on nova Yes No Edit Volume | -
bc930e50602c
Idevivda
Attached to
[ | druhyVolume - 1GB  In-use vsa_thin | mojeVM-2 on nova No No EditVolume | -
/devivdb
Attached to
O | mujVolume - 1GB  In-use vsa_thin | mojeVM-1 on nova No No EditVolume | =
Idevivdb

Displaying 4 items
Spustime si novou instanci, ktera bude bootovat z tohoto pfipraveného Volume ve storage. Jdéte do Compute,
Instances, Launch Instance.

Launch Instance

Please provide the initial host name for the instance, the availability zone where it will be deployed, and the instance count. Increase the

Flavor A Count to create multiple instances with the same settings.
Networks
Instance Name * Availability Zone Count
Total Instances (40 Max)
Security Groups bootSANZ nova v 1 —
0,
Key Pair 8%
1 3 Current Usage
Configuration 1 0 Added

37 Remaining

Uvedte, Ze chcete startovat z Volume a vyberte ho.
Instance Source
Instance source is the template used to create an instance. You can use a snapshot of an existing instance, an image, or a volume (if

enabled). You can also choose to use persistent storage by creating a new volume.

Select Boot Source Delete Volume on Terminate

Volume v | Yes Ii!

Allocated
Name Description Size Type Availability Zone
> bootVol 1GB  Qcowz nova (-]
v Available @ Select one
Q
Name Description Size Type Availability Zone

No available ifems
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Dokoncete privodce tak jako v pfedchozich ¢astech. Po nabootovani se podivejte do konzole — je tam nas soubor?

0.4448521 NET: Registered protocol family 17

0.445484]1 Registering the dns_resolver key type

0.446818] registered taskstats wversion 1

0.4479481 input: AT Translated Set 2 keyboard as ~sdevicess/platform-iB04Z/se
io@/inputsinputl

0.4506851 Magic wnumber: 7?:97:578

0.451697]1 platform pcspkr: hash matches

0.452625]1 rtc_cmos 00:01: setting system clock to 2015-11-13 10:33:00 UTC «
447410780)

0.4541631 BIOS EDD facility v0.16 2004-Jun-25, 0 devices found

0.4552611 EDD information not awvailable.

©.5866931 Freeing unused kernel memory: 924k freed

0.588669]1 Write protecting the kernel read-only data: 12288k

0.5982921 Freeing unused kernel memory: 1600k freed

0.606323]1 Freeing unused kernel memory: 1188k freed

[
[
[
[
r
[
[
[
1
[
[
[
[
[
[

further output written to ~dev/ttyso

login as ‘cirros’ user. default password: ’'cubswin:)’. use 'sudo’ for root.
bootszanZ login: cirros

Password:

S 1s

gg 1_jsem_tu.txt

2.3.3. Novy Image z Volume

Tak to se nam povedlo. Dokonce tak, Ze bychom z toho chtéli vytvofit novy image, ktery mGzZeme pouzivat dal — bez
ohledu na to, jestli bude ve storage nebo lokalné. ZpUsobl, jak to udélat, je vic — zvolime mozZnost vytvoreni obrazu
z Volume.

Volumes Volume Snapshots
Q =+ Create Volume = Accept Transfer
4o A Availabili .
Name Description  Size Status Type Attached To Zone ty Bootable Encrypted Actions
- 1GB  In-use  vsa_thin nova Yes EditVolume | =

. Attached to bootSAN
- 1GB  In-use vsa_thin ° nova Yes Edit Volume
- on /devivda

\ . Attached to n ) )
folume - 1GB  In-use  vsa_thin acned o m nova No lo EditVolume | =
- 2 on /devivdb
\ - . Attachedtom : )
mujVolume - 1GB  In-use  vsa_thin i nova No lo EditVolume | =

I on /dev/vdb

Displaying 4 tems

0 Edit Volume

1

Manage Attachments
Create Snapshot

Change Volume Type

; Upload to Image

Dejte mu néjaké hezké jméno. Bylo by lepsi disk odpojit z VM, ale protoZe vime, Ze je stejné vypnuta, udélame to na
silu (a zaskrtneme Force).
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Upload Volume to Image

Volume Name *

4BcfTi6d-cdB2-44a0-a6f1-bc930e50602c Description:
Upload the volume to the Image Service as an image.
Image Name * This is equivalent to the cinder upload-to-image
command.
| mujlmage |

Choose "Disk Format” for the image. The volume images
are created with the QEMU disk image utility.

Disk Format
QCOW? - QEMU Emulator . When the volume status is I"in—use". you can use "Force”
to upload the volume to an image.
# Force

Cancel Upload

Podivejte se do Compute, Images. Rovnou odtud mizZeme spustit privodce vytvorenim instance — kliknéte na

Launch.
HP Helion OpenStack® = demo ~ & demo ~
Project . Images
Compute - #& Project(1) | [ Shared with Me (0) | 3 Public(2) + Create Image :]
Cvenicw (| Image Name Type Status Public Protected Format Size Actions
Instances
O  mujlmage Image Active No No Qcowz2 18.5 MB
Volumes
Displaying 1 item
Images

Access & Security

Uz vite dobre jak se to déla — vytvorte instanci z tohoto obrazu a aZ nastartuje, pfipojte se na konzoli.
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Launch Instance

Select Source

Flavor
Networks
Security Groups
Key Pair

Configuration

® Cancel

Instances

Instance

Instance Details

Please provide the initial host name for the instance, the availability zone where it will be deployed, and the instance count. Increase the
Count to create multiple instances with the same settings.

Instance Name * Availability Zone Count
- Total Instances (40 Max)
vlastniObraz| nova v 1

~,

13%

0 4 Cumrent Usage

1 1 Added
35 Remaining

Instance Source

Instance source is the template used to create an instance. You can use a snapshot of an existing instance, an image, or a volume (if
enabled). You can also choose to use persistent storage by creating a new volume

Select Boot Source Create New Volume

Image v | Yes I!!

Allocated
Name Updated Size Type Visibility
> mujlmage 11/13/15 10:38 AM 18.50 MB Qcow2 Private B

IP Address  Size Key Status | SVallabiliy Power Time since

O Name Image Name

[J | vlastniObraz = mujlmage

O | bootSANZ -

. cirros-0.3.3-

0  bootSAN x86_64

. . cirros-0.3.3-

O | mojeVM-2 %8664

. . ciros-0.3.3-

O mojeVM-1 x86_64
Displaying 5 tems

Task Acti
Pair Zone as State created fons

192.168.1.11  ml.tiny - Active  nova None  Running 0 minutes Create Snapshot
192.168.1.10  mltiny - Active  nova None  Running 8 minutes Create Snapshot
192.168.1.9  mltiny - Active  nova Mone  Running 25 minutes Create Snapshot
192.168.1.8 m1.tin - Active  nova None  Runnin 1 hour, Create Snapshot

o ny 9 27 minutes P
192.168.1.7 m1tiny = - Active  nova None  Runnin 1 hour, Create Snapshot

T iny 9 27 minutes P
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7077161 EFI Variables Facility v@.08 ZO04-May-17

.7094851 TCP cubic registered

.7107841 NET: Registered protocol family 10

.7128791 NET: Registered protocol family 17

. 7142751 Registering the dns_resolver key type

.7158661 registered taskstats version 1

.7211441 Magic number: 7:200:679

. 7225621 rtc_cmos 00:01: setting system clock to 2015-11-13 10:41:26 UTC (
447411286

. 7250811 BIOS EDD facility v0.16 Z2004-Jun-25, 0 devices found

.726Y95]1 EDD information not available.

. 7909281 Freeing unused kernel memory: 924k freed

. 7928991 Write protecting the kernel read-only data: 12288k

.8025£241 Freeing unused kernel memory: 1600k freed

.8104941 Freeing unused kernel memory: 1188k freed

[
[
[
[
[
[
[
[
1
[
[
[
[
[
[

further output written to ~sdevrsttyse

login as ’'cirros’ user. default password: ’cubswin:)’. use ’'sudo’ for root.
vlastniobraz login: cirros
Password:
1=
byl_jsem_tu.txt

2.3.4. Volume backup

7

Na zavér jesté odpojte nds Uplné prvni volume s ndzvem mujVolume — urcité uz vite jak.

Volumes

Volumes Volume Snapshots

Q + Create Volume = Accept Transfer

Availability Bootable

Name Description Size Status Type Attached To Zone Encrypted Actions
Attached to
1GB  In-use vsa_thin  bootSANZ on nova Yes Edit Volume
/devivda
Attached to
N 1GB  In-use vsa_thin  bootSAN on nova Yes Edit Valume
/devivda
Attached to
yVolume - 1GB  In-use vsa_thin WVM-2 nova No Edit Volume
nujVolume - 1GB  Available wvsa_thir ova Mo Edit Volume
Displaying 4 items
Udéjte jeho backup.
mujVolume - 1GB | Available vsa_thin nova Mo Edit Volume
Displaying 4 tems Extend Volume

Manage Attachments
Create Snapshot
Change Volume Type
Upload to Image
Create Transfer

Delete Volume
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Create Volume Backup

Backup Name *

mujBackup|

Description

Container Name

Volume Backup: Volume Backups are stored using the
Object Storage service. You must have this service
activated in order to create a backup.

If no container name is provided, a default container
named volumebackups will be provisioned for you.
Backups will be the same size as the volume they
originate from.

Cancel Create Volume Backup

Backup bude po néjaké dobé hotovy.

Volumes Volume Snapshots Volume Backups
Name Description Size Status Volume Name
mujBackup 1GB Available mujVolume

Displaying 1 item

Actions

Restore Backup | =

MiZete si ho i stdhnout k sobé — soubor se uloZil do objektové storage, kterd je soucasti OpenStack (podrobnéji
pozdéji). Najdete je v Object Store, Containers a v kontejneru volumebackups.

HP Helion OpenStack® = demo -
Project -
e Containers
Compute v
Network ~

Object Store ~
volumebackups

Containers

. Displaying 1 item

Orchestration e

Identity ~

+ Create Gontainer Q  +Create Pseudo-folder

Object Count: 23
Size: 3.3 MB View Details | «
Access: Private

volume_b7d4a385-e40f-404d-9040-15e6edeaecd9d

Displaying 1 item

2 Upload Object |

pseudo-folder

& demo ~

Delete Object

Proc pouzit Backup misto Snapshot? V pfipadé Snapshot jde o velmi rychlou operaci, ale Volume, z kterého vznikl,
neni mozné smazat (a nechat si jen Snapshot). Mozna potrebujete disk skute¢né zazalohovat a nechcete, aby
prislusné Volume déle existovaly — pfesto chcete mit moznost tfeba za p(l roku ze zdlohy Volume znovu vytvofrit.

Jsme na konci této ¢asti. Pojdme si prostfedi trochu vydistit, at mame dostatek zdrojl pro dalsi praci. Z instanci
ponechejte jen ty prvni dvé, které jsme vytvofili Uplné na zacatku. Ostatni zaskrtnéte a kliknéte na Terminate

Instances.
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Instances

‘ ¥ Terminate Instances ’

Instance Name ¥ Filter & Launch Instance Mare Actions =
Instance Image Name IP Address Size Ke}( Status Availability Task Power Time since Actions
Name Pair Zone State created
¥  vlastniObraz = mujlmage 192.168.1.11  mltiny - Active  nova MNone  Running 8 minutes Create Snapshot | -
¥ | bootSAN2 - 192.168.1.10  m tiny - Active  nova Mone  Running 16 minutes Create Snapshot | -
cirros-0.3.3- . . . .
¥ | bootSAN <86 64 192.168.1.9  ml.tiny - Active  nova MNone  Running 33 minutes Create Snapshot | -
o cirros-0.3.3- . . ) 1 hour,
mojeVM-2 x86_64 192.168.1.8 = ml.tiny - Active  nova None  Running 35 minutes Create Snapshot | =
v cirmos-0.3.3- e . ) 1 hour,
mojeVM-1 x86_64 192.168.1.7  mltiny - Active  nova MNone  Running 35 minutes Create Snapshot | -

Displaying 5 items

Dale vymazte vSechny Volume Backup, Volume Snapshot a nakonec samotné Volume (nejdfiv je odpojte).

2.4.  Networking, smérovani a firewalling
V ramci nasSeho projektu potfebujeme vytvaret virtualni sité a mame nasledujici pozadavky:

e Nejsme néjak zasadné omezeni na pocet siti, které takto vytvorime

e Neni potfeba zadna dohoda s vlastniky jinych projektl — mGzZeme mit jakékoli IP rozsahy, nefesime Cisla
VLAN ani nic podobného

e Neni potfeba zadna interakce s fyzickou siti, tedy vSechny popsané kroky musi byt mozné realizovat zcela bez
zasahu do nastaveni fyzické sité (tedy bez zavolani sitare)

e Chceme mit moZnost smérovat mezi témto sitémi, tedy mit router

e Chceme pro svUj projekt dostat seznam IP adres, které maji obecnou platnost ve firmé nebo na Internetu
(tedy chceme spojeni s redlnym svétem)

e MuzZeme chtit pouzivat firewallova pravidla na Urovni jednotlivych VM, ale i subnet( a routert

e MulzZeme potiebovat fesit VPN pripojeni pobocek do aplikaci béZicich v OpenStack prostredi

e Mozind budeme potfebovat load balancer, ktery pod jednou virtualni IP bude rozhazovat zatéz na jednotlivé
virtualni servery

To vSe je soucdsti HPE Helion OpenStack. Vyzkousejme si to.

2.4.1. Per-VM stavovy firewall

Nejprve si pfipravme mikrosegmentacni pravidla (Security Groups). Jde o stavovy firewall, ktery je implementovany
pfimo v compute node a aplikuje se hned, jak provoz s VM pokracuje dal. Podivejme se na vychozi Security Group.
Jdéte do Compute, Access & Security, kde uvidite vychozi SG default. Kliknéte na manage rules a podivejte, jaké tam
jsou.

HP Helion OpenStack® = admin = & demo
Projoct - Access & Security
Compute A Security Groups Key Pairs Floating IPs APl Access

Overview

Q + Create Security Group

Instances
Name Description Actions.

Volumes
default Default security group Manage Rules

Images

I o
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Vychozi SG povoluje provoz iniciovany z VM smérem ven pro IPv4 a IPv6 — instance tak napfiklad mize stahovat
soubory z Internetu, protoZe to je provoz iniciovany zevnitt. Dalsi pravidla fikaji, Ze do VM muZe vstupovat jakykoli
provoz z jinych VM, které jsou sucasti stejné Security Group a to zase pro IPv4 i IPv6.

Manage Security Group Rules: default (73162dde-5c71-4e37-a302-

964e6fdg876b)

Direction Ether Type IP Protocol Port Range
Ingress IPvG Any Any
Ingress 1Pvd Any Any
Egress IPvd Any Any
Egress IPvE Any Any

Displaying 4 tems

Remote IP Prefix

0.0.0.0/0

+ Add Rule |

Remote Security Group

default

default

Actions

Delete Rule

Delete Rule

Delete Rule

Delete Rule

My si ale budeme chtit trochu pohrat, takze vytvorime jinou security group. Jdéte zpét a kliknéte na Create Security

Group a zadejte néjaké jméno.

Create Security Group

Name *

mejePravidla Description:
Security groups are sets of IP filter rules that are applied
Description to the network settings for the VM. After the security

group is created, you can add rules to the security group.

Cancel Create Security Group

Kliknéte na Manage Rules
Name Description
default Default security group

mojePravidla

Displaying 2 tems

Actions

Manage Rules

Povolena je komunikace ven, ale smérem dovnitt viibec nic. Takhle to pro zacatek budeme chtit.

Direction Ether Type IP Protocol Port Range
Egress IPv4 Any Any
Egress IPvE Any Any

Displaying 2 tems
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Remote IP Prefix

0.0.0.0/0

Remote Security Group

Manage Rules | =

Actions

Delete Rule

Delete Rule



U nasich bézicich VM ted budeme chtit zménit prifazenou Security Group. Jdéte do Compute, Instances a kliknéte na
Edit Security Groups.

) cirros-0.3.3- 10 hours,
mnoia\V/MM-7 (v} [ 1 tin - W va H =
1ojeVM-2 x86_64 192.168.1.8 | m1.tiny Active  nova Mone  Running 24 minutes Create Snapshot
. iate Floating IP
) cirros-0.3.3- 10 hours, Aesocia
10je x86_64 192 1681 11 Active  nova Mone  Running 24 minutes Disassociate Floating IP

Edit Instance

Edit Security Groups

Console

Displaying 3 tems

View Log

Pause Instance
Suspend Instance
Soft Reboot Instance
Hard Reboot Instance
Shut Off Instance
Rebuild Instance

Terminate Instance

default dejte pry¢ a naopak prifadte mojePravidla.

Edit Instance
nformation Security Groups
Add and remove security groups to this project from the list of available security groups

All Security Groups Q Instance Security Groups

default mojePravidla .

Jo)

E:a‘]‘:h:l m

Zopakujte totéz i pro druhou VM.

Skocte ted do konzole jedné z VM a zkuste ping na tu druhou. Neprochazi.

S ping 192.168.1.8
PING 192.168.1.8 (192.168.1.8): 56 data bytes

--— 192.168.1.8 ping statistics -—
3 packets transmitted, O packets received, 1002 packet loss
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Pojdme do Manage Rules nasi Security Group a pridejme pravidlo povolujici ICMP (tedy ping).

Add Rule
Rule *
All ICMP .| Description:
Rules define which traffic is allowed to instances
Direction assigned to the security group. A security group rule
consists of three main parts:
ngress v

Rule: You can specify the desired rule template or use
Remote * @ custom rules, the options are Custom TCP Rule, Custom
UDP Rule. or Custom ICMP Rule.

Open Port/Port Range: For TCP and UDP rules you may
choose to open either a single port or a range of ports.
CIDR@ Selecting the "Port Range" option will provide you with
00000 space to provide both the starting and ending ports for the
S range. For ICMP rules you instead specify an ICMP type
and code in the spaces provided.

Remote: You must specify the source of the traffic to be
allowed via this rule. You may do so either in the form of
an IP address block (CIDR) or via a source group
(Security Group). Selecting a security group as the
source will allow any other instance in that security group
access to any other instance via this rule.

Zkuste ping znovu — tentokrat projde.

$ ping 192.168.1.8
PING 192.168.1.8 (192.168.1.8): 56 data bytes

——— 192.168.1.8 ping statistics ——

3 packets transmitted, © packets received, 100« packet loss
$ ping 192.168.1.8

PING 19Z2.166.1.8 (192.16

.1.8): 56 data bytes

Li]
64 bytes from 192.168.1.8: seq=0 ttl=64 time=2.367
b4 bytes from 192.168.1.8: seq=1 ttl=64 time=0.535
bytes from 192.168.1.8: seq=2Z ttl=64 time=0.567
bytes from 192.168.1.8: seq=3 tt1=64 time=0.556
bytes from 19Z.168.1.8: seq=4 ttl=64 time=0.501
bytes from 192.168.1.8: seq=5 ttl=64 time=0.596

——— 192.168.1.8 ping statistics —

b packets transmitted, 6 packets received, 0x packet loss
round-trip minsavg/smax = ©.501,0.853-2.367 ms

$

Jedna VM mze byt soucasti vice Security Group. Tak naptiklad vytvorte Security Group, kterou oznacime Web

frontend a pravidla budou vypadat néjak takhle.

Direction Ether Type IP Protocol Port Range Remote IP Prefix
Egress IPv4 Any Any 0.0.0.0/0

Egress IPvE Any Any =0

Ingress IPv4 TCP 80 0.00.0/0

Ingress IPv4 TCP 443 0.0.0.0/0

Displaying 4 tems

Prifadte k jedné z VM jesté tuto dalsi Security Group (Compute, Instances, Edit Security Groups).
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Actions

Delete Rule

Delete Rule

Delete Rule

Delete Rule



Edit Instance

nformatien * Security Groups

Add and remove security groups to this project from the list of available security groups.

All Security Groups Q Instance Security Groups Q
default mojePravidla .
webFront .

Cancel Save

Na rozdil od ACL je Security Group feSena jako vycet toho, co je povoleno a neobsahuje explicitni zdkazy. Diky tomu
je moZné bez problému spojit vice Security Group s jedou VM. Kdy7 si rozkliknete detaily vasi instance kliknutim na
jeji ndzev uvidite, Ze pravidla jsou tam vSechna.

Instance Details: mojeVM-1

Overview Log Console Action Log

Instance Overview

Information

Name mojeVM-1

ID 2ab500f0-6244-4ca9-836-9378070d0081
Status Active

Availability Zone nova

Created Nov. 13, 2015, 913 am

Time Since Created 10 hours, 44 minutes

Host -

Specs

Flavor m1.tiny

Flavor ID 44224Th3-88b-4ead-B379-943471dB0 111
RAM 512MB

VCPUs 1VCPU

Disk 1GB

192.168.1.7

ojesit

Security Groups

ALLOW IPv4 to 0.0.0.0/0
ALLOW IPv4 80/tcp from 0.0.0.0/0
ALLOW IPv4 443/tcp from 0.0.0.0/0
ALLOW IPv6 to /0
mojePravidla ALLOW IPv4 to 0.0.0.0/0
ALLOW IPv6 to /0

ALLOW IPv4 icmp from 0.0.0.0/0

webFront

2.4.2. Sité a smérovani
Jdéte do zélozky Network, Networks, kde najdete sit, kterou jsme spoleéné vytvofili na zac¢atku labu. Dejme tomu, ze
v této siti provozujeme webové servery a ted chceme pridat servery aplikaéni a vytvofit pro né dalsi sit.

Pro zalozZeni dalsi sité kliknéte na Create Network.
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HP Helion OpenStack® =l demo + & demo

E— - Networks

Compute v

+ Create Network

Network ~
1 Name Subnets Associated Shared Status Admin State Actions

Network Topology
O | mojeSit mujSubnet 192 168 1.0/24 No Active up Edit Network |~

Networks
Displaying 1 item

Routers

Firewalls

VPN

Pojmenuijte ji a kliknéte na Next.

Create Network

Subnet * Subnet Details

Network Name
Create a new network. In addition, a subnet associated

| dalsiSil| with the network can be created in the next panel

Admin State * @

up v

Cancel « Back Next »

Vytvorte subnet — jiny, neZ ve vasi prvni siti (nicméné nezavisle na ostatnich tenantech/projektech, ktefi mohou
klidné pouzivat adresy Uplné stejné). Kliknéte na Next.

Create Network

-m Subnet Details

[« Create Subnet Create a subnet associated with the new network, in
which case "Network Address” must be specified. If you
Subnet Name wish to create a network without a subnet. uncheck the

"Create Subnet" checkbox
dalsiSubnet

Network Address * @

192.168.2.0/24

IP Version *

IPvd v

Gateway IP @

[ Disable Gateway

Cancel « Back Next »

Vyplrite DNS a kliknéte na Create.
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Create Network

-‘ Subnet Details

[# Enable DHCP Specify additional attributes for the subnet

Allocation Pools @
DNS Name Servers @

16.110.135.51

Host Routes @

Cancel « Back

Vytvofte jednu dalsi instanci s Cirros image a pfifadte ji do této nové sité a jako Security Group poutzijte
mojePravidla. Uz znate vse potiebné, takze si ukazme jen vysledek.

Instances

Instance Name ¥

O :':I:?:CQ Image Name IP Address Size :;'{:‘i’r Status Zone
O dalsiVM i;;)_ssg:}a m1.tiny = - Active  nova
O mojeVM-2 :gg}_séis'} 192.168.1.8  mitiny - Active | nova
O | mojeVM-1 igg’_ss'gs'} 192.168.1.7  mitiny - Active  nova

Displaying 3 items

Filter

Availability

& Launch Instance

Task

MNone

None

None

Podivejme se na obrdzek topologie — Network, Network Topology, Normal
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Power
State

Running

Running

Running

Time since
created

1 minute

2 hours,
17 minutes

2 hours,
17 minutes

Mare Actions -

Actions

Create Snapshot | =

Create Snapshot | -

Create Snapshot =



HP Helion OpenStack® =l demo ~ & demo ~

Project - Network Topology

Compute 7 #E Small | =8 Normal & Launch Instance + Create Network + Create Router
Network ~
Metwork Tepology

Networks

Routers

Instance

Firewalls

VPN

Object Store v

Orchestration v

Instance

Identity v

PTI0°L'B9LEG)
FEOT B9 E6)

Mdme co jsme chtéli — nase dvé sité jsou zcela oddélené a nemaiji pfistup kamkoli ven. V naSem pfipadé to ale neni
co pottebujeme. Budeme chtit obé sité propojit routerem a také je obé pfipojit do venovni sité, aby bylo mozné
stahovat tfeba néjaké balic¢ky z Internetu apod. (tedy chceme, aby vidéli ven a router provadél SNAT, tedy preklad
adres tak, jak to tfeba déla vas domaci Internetovy router).

Bud' jdéte do zaloZzky Routers a nebo pfimo z topologie kliknéte na Create Router. Dejte mu néjaké jméno a také
vyberte externi sit. Tim zafidime, Ze router bude NATovat provoz smérem ven do této sité, takze se VM tfeba
dostanou na Internet. Potvrdte kliknutim na Create Router.

Create Router

Router Name *

mujRouter

Admin State

up v

External Network

ext-net v

Cancel Create Router

Jak se obrazek zménil? Mame novy virtudlni router a ten je pfipojen na venkovni sit.
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Router

Instance

iomm

Instance

LT

Instance

FTI0'1L'891 T6 L
FI0T 891 TEL

Pfipojme do néj nase vnitfni sité. Potfebujeme vytvofit na routeru porty (interface) a do néj je ptipojit. Mlzete bud
jit do zalozky Routers a kliknout na néj a udélat to tam. Nebo v topologii kliknéte mysi na router a pak na Add
Interface.

»

1c73811-c203-4290-b7b4-T694a3 1701
@ ACTIVE

Interfaces + Add Interface

gateway68af Mone Mone

» View Router Details Delete Router

mujRouter

Router

-

Instance

L

Instance

EI0°L'BILEEL
FEIOTRILTEL

Pfipojte prvni sit.
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Add Interface

Subnet*

Description:

You can connect a specified subnet to the router.

‘ mojeSit: 192.168.1.0/24 (mujSubnet) v

IP Address (optional) @
The default IP address of the interface created is a

gateway of the selected subnet. You can specify
another IP address of the interface here. You must
select a subnet to which the specified IP address

Router Name *
belongs to from the above list

mujRouter

Router ID *
1c73811f-c203-4299-bTh4-7694a31f0f91

Cancel Add interface

Druhou pro zménu pfidejte tfeba ze zalozky Interfaces na Routeru kliknutim na tlacitko Add Interface.

HP Helion OpenStack® = demo ~ & demo ~
Project . Router Details
Compute ~ Clear Gateway [&d
Network ~ Overview Interfaces
Neturork Topology + Add Interface | [ p
Networks _ . "
[ | Name Fixed IPs Status Type Admin State Actions
Routers
[  (20da24cd-O6ce) 192.168.1.1 Down up Delete Inferface
Firewalls

Displaying 1 item
VPN

Pfidejte druhou sit.

Add Interface

Subnet*

Description:

You can connect a specified subnet to the router

‘ dalsiSit: 192.168.2.0/24 (dalsiSubnet) v

IP Address (optional) @
The default IP address of the interface created is a

gateway of the selected subnet. You can specify
another IP address of the interface here. You must
select a subnet to which the specified IP address

Router Name *
belongs to from the above list

mujRouter

Router ID *

1c73811f-c203-4299-b7b4-7694a31f0f91

Cancel Add interface

Podivejme se ted na vyslednou topologii.
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Network Topology

21 Small 22 Normal & Launch Instance + Create Network + Create Router

mujRouter

Router

dalsiviv

Instance

192.168.1.8 mojeVi-2

Instance

192.168.1 'moje\*’r-.-1—1

Instance

¥E/0°L 891 TEL
FE/0T89LTEL

Ted' uz to stadi jen vyzkouset. Skocte do konzole jedné z prvotnich VM a pingnéte do nasi nové sité. Zjistite, Ze
smérovani skute¢né funguje.

Instance Details: mojeVM-1

Create Snapshot =

Overview Log Console Action Log

Instance Console

f console is not responding to keyboard input: click the grey status bar below. Click here to show only console
To exit the fullscreen mode, click the browser's back button

Send CtrdAltDel

9 ping 192.168.2.3

PING 192.168.2.3 (192.168.2.3): 56 data bytes

64 bytes from 192.168.2.3: =seq=0 tt1=63 time=1.765
64 bytes from 192.168.2.3: seq=1 tt1=63F time=0.575
64 bytes from 192.168.2.3: =seq=2 tt1=63 time=0.601

-—- 192.168.2.3 ping statistics ——
3 packets transmitted, 3 packets received, 02 packet loss
round-trip minsavgsmax = 0.575-0,980-1.765 ms

Tato komunikace je feSena distribuovanym virtudlnim routerem. Nejedna se tedy o centralizovany router, ktery by
byl zkym hrdlem. Funkce smérovani je distribuovand pres vSechny compute nody, kde je néjaka VM tohoto
tenantu.
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Vyzkousime take pfistup do skute¢né externi sité. V nasem pfipadé pljde o SNAT, tedy dojde k prekladu na jednu
adresu z externiho subnetu (napfiklad Internetu nebo firemni sité). Tento provoz je v aktualni verzi OpenStack fesen
centralné na fidicich nodech.

Jdéte do konzole a zkuste ping na adresu fyzického routeru, ktery je mimo vas OpenStack cloud (napf. 16.21.188.1).

S ping 16.21.188.1

PING 16.21.1BB.1 (16.21.188.1): 56 data bytes

64 bytes from 16.21.188.1: seq=0 tt1=252 time=2.694
b4 bytes from 16.21.188.1: seq=1 tt1=252 time=1.407
64 bytes from 16.21.188.1: seqg=2 tt1=25Z2 time=1.313
b4 bytes from 16.21.188.1: seq=3 tt1=252 time=1.304

——— 16.21.188.1 ping statistics ——

4 packets transmitted, 4 packets received, 0« packet loss
round-trip minsavgsmax = 1.304-1.6V9/2.694 ms

$

2.4.3. Pristup ke sluzbam v cloudu z venku (Floating IP)

V predchozi ¢asti labu jsme nasemu routeru pfifadili jednu z externich siti, kterymi jsou existujici sité v infrastrukture,
DMZ nebo Internet apod. Vyzkouseli jsme si, Ze je moZné se z naSich VM dostat ven diky SNAT prekladu adres na
routeru). To ndm muZe stacit pro stahovani bali¢k(, ale pro front end servery to bude malo. Pokud je to mozné,
budeme chtit drzet backend komunikaci uvnitf tenantu (databdaze, aplikacni server apod.), nicméné naptiklad k web
serveru potrebujeme dat pfimo pristup nasim uZivateldm (externim sitim).

Helion OpenStack toto fesi prekladem 1:1, tedy Floating IP. V rdmci tenantu/projektu si zazadate o pridéleni redlné
IP adresy z vybrané externi sité a tuto svaZete s néjakou z vasich VM. Jinak fe¢eno vase instance vnitfné nema tuto IP
adresu nastavenou na své sitové karté. Tam z(stava interni adresa virtualni sité, ale pfi komunikaci ven dojde

k jejimu preloZeni na externi (a pfi cesté od uZivatel naopak). Toto se odehrava distribuovanym zplsobem
(Distributed Virtual Router), takZe pfimo na compute node, kde je VM hostovana (provoz nemusi jit do centralniho
routeru, pfimo z compute node je pfeadresovan a odchazi do externi sité — podle toho jak to administrator cloudu
udélal tfeba néjakou specifickou VLAN nebo dedikovanou sitovou kartou). Protoze adresa neni nastavena pfimo
uvnitf VM je oznacovdna za plovouci (Floating) — mlzete ji pridélit jedné z VM, ale pak zménit nazor a této ji
odejmou a dat jiné (mUlZete tak napriklad bokem instalovat novou verzi aplikace, zkouset si ji a aZz budete spokojeni,
rychle a snadno prehodit IP adresy).

Abychom mohli efektivné zkouset, povolme si pfistup do nasich VM pres SSH. Jdéte do Compute, Access & Security a
kliknéte na spravu pravidel v nasi SG mojePravidla.

HP Helion OpenStack® = demo ~ & demo ~
Project . Access & Security
Compute ~ Security Groups {ey Pairs Floating IPs APl Access

Q + Create Security Group

nstances
Name Description Actions
Volumes
webFront Manage Rules | «
mages
mojePravidla Manage Rules
Network - default Default security group Manage Rules
Object Store v Displaying 3 tems

Pridejte pravidlo povolujici SSH protokol, tedy TCP port s Cislem 22.
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Add Rule

Rule *
Custom TCP Rule v Descrlptlon'
Rules define which traffic is allowed to instances
Direction assigned to the security group. A security group rule
consists of three main parts
Ingress A

Rule: You can specify the desired rule template or use
Open Port * custom rules, the options are Custom TCP Rule, Custom
UDP Rule, or Custom ICMP Rule

Port M Open Port/Port Range: For TCP and UDP rules you may

choose to open either a single port or a range of ports.
Port @ Selecting the "Port Range” option will provide you with
space to provide both the starting and ending ports for the

2 range. For ICMP rules you instead specify an ICMP type
and code in the spaces provided.
Remote * @
Remote: You must specify the source of the traffic to be
CIDR v allowed via this rule. You may do so either in the form of
an IP address block (CIDR) or via a source group
CIDR© (Security Group). Selecting a security group as the
source will allow any other instance in that security group
0.000/0| access to any other instance via this rule.

Po pridani jdéte zpét a podivejte se na zalozku Floating IPs. Tady si mliZeme pro nas projekt vzit néjaké realné IP
adresy z vnéjsiho svéta, jejichz maximalni pocet je dan kvétou, kterou pro nas tenant/projekt urcil administrator.
Kliknéte na Allocate IP to Project.

HP Helion OpenStack® = demo ~ & demo ~

Project - Access & Security

Compute ~ Security Groups Key Pairs APl Access
Overview 9% Allocate IP To Project

lsfErees IP Address Mapped Fixed IP Address Pool Status Actions
Volumes No items to display.
Images Displaying 0 items
I Access & Security

Vyberte si externi subnet a kliknéte na Allocate IP

Allocate Floating IP

Pool *

Description:

Allocate a floating IP from a given floating IP pool

‘ ext-net v

Project Quotas
Floating IP (0)

Cancel Allocate IP

Vyborné, adresu jsme dostali. MUZeme ji vratit zpét nebo pfiradit néjaké VM, cozZ Ize rovnou udélat. Kliknéte na
Associate.
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Access & Security

Security Groups Key Pairs Floating IPs APl Access

% Allocate IP To Project | |

IP Address Mapped Fixed IP Address Pool Status Actions

10.201.0.14 - ext-net Down v

Displaying 1 item

Priradte externi plovouci IP k jedné z nasich VM a kliknéte na Associate.

Manage Floating IP Associations

IP Address *
IP Add "
ress Select the IP address you wish to associate with the
10.201.0.14 v + selected instance or port

Port to be associated *

mojeVM-1: 192.168.1.7 v

Cancel Associate

Jdéte do Compute, Instances a uvidite informaci o pfifazené plovouci adrese.

Instance Name ¥ Filter & Launch Instance More Actions -
Instance Image Name IP Address  Size Ke‘.f Status Availability Task Power Time since Actions
Name Pair Zone State created
. cirros-0.3.3- . . -
dalsiVM <86 B4 192.168.23  miltiny | - Active  nova None  Running 2 days, 8 hours Create Snapshot | «
. ciros-0.3.3- . . .
majeVM-2 <86 64 192.168.1.8  mltiny - Active  nova Mone  Running 2 days. 10 hours Create Snapshot | -
192.168.1.7
. ciros-0.3.3- Floating . ) .
mojeVM-1 <86 64 IPs: m1.tiny - Active  nova MNone  Running 2 days, 10 hours Create Snapshot |

Displaying 3 items
Vyzkousejme si to. ProtoZe tato venkovni sit je zamcend uvnitf naseho lab prostredi, nejprve se pfipojte na

labServer. Jeho IP adresu a port najdete na zacatku tohoto dokumentu v ¢asti 2.1. PouZijte Putty nebo jiného svého
oblibeného SSH klienta.
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Category:
[=)- Session | Basic options for your PuTTY session |
[ Logging Specify the destination you want to connect to
(=)~ Teminal
T Keyboard Host Name (or IP address) Port
el 16.21.188201 5022
i o Features Connection type
(=l Window (JRaw () Telnet () Rlogin @ SSH () Senial
| Aeosarance Load, save or delete a stored session
Behaviour
- Translation Saved Sessions
- Selection
i i-Colours
i Default Settings
- Connection Loxd
- Data Save
- Proxy
- Telnet
Rlogin
-55H
o Serial Close window on exit _
() Aways  (C)Never  (®)Only on clean exit
About Help Open Cancel

Prihlasovaci jméno a heslo je stejné jako do konzole Helion OpenStack.

Jakmile budete uvnit¥, zkouste pingnout vasi plovouci IP. Pokud se to podafi, zkuste SSH s uzivatelem cirros - heslo je,
jak uz vite, ,cubswin:)“. Pravdépodobné budete dotazani na uloZeni vefejného kli¢e. Az budete uvnitf, napiste
hostname, aby byla jistota, Ze jste ve VM, kterou ocekdvate. Pak se odpojte.

tomas@labserver:~$ ping 10.201.0.14

PING 10.201.0.14 (10.201.0.14) 56(84) bytes of data.

64 bytes from 10.201.0.14: icmp seg=1 ttl=61 time=1.09 ms

64 bytes from 10.201.0.14: icmp seg=2 ttl=61 time=0.646 ms

~C

--- 10.201.0.14 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001lms
rtt min/avg/max/mdev = 0.646/0.870/1.095/0.226 ms

tomas@labserver:~$ ssh cirros@10.201.0.14

The authenticity of host '10.201.0.14 (10.201.0.14)"' can't be established.
RSA key fingerprint is b0:44:1f:85:7e:ad:57:e0:23:54:¢c0:a6:73:80:89:fb.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.201.0.14' (RSA) to the list of known hosts.
cirros@10.201.0.14"'s password:

$ hostname

mojevm-1

$ exit

Connection to 10.201.0.14 closed.

tomas@labserver:~$

MuiZeme ted plovouci IP server odebrat a dat ji jinému. Jdéte do Compute, Instances a kliknéte na Disassociate IP.

192.168.1.7
q cimos-0.3.3- Floating : " .
0 mojeVM-1 86 64 \Ps- mitiny | - Active  nova None  Running 2 days. 10 hours Create Snapshot | -
10.201.0.14 Associate Floating IP
Displaying 3 tems Disassociate Floating IP

Edit Instance

Edit Security Groups
Cansole

View Log

Pause Instance
Suspend Instance
Soft Reboot Instance
Hard Reboot Instance
Shut Off Instance
Rebuild Instance

Terminate Instance

Uvolnénou IP pfifadte nékomu jinému a zkuste se opét pripojit. ProtoZe jde o jinou VM, public key se zménil, takze
pro SSH jej budete muset nejprve odstranit. Samoziejmé v pripadé sluzby jako je web server nic takového resit
nemusite.
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Instance Key Availability Power Time since

Name Image Name IP Address  Size Pair Status Zone Task St creatod Actions.
) cimos-0.3.3- ) . .
dalsiVM %86 64 192.168.2.3 | mltiny - Active  nova None  Running 2 days, 8 hours Create Snapshot | -
192.168.1.8
mojeVM-2 cirros-0.3.3- Floating m1_tiny Active  nova Mone  Runnin 2 days, 10 hours Create Snapshot
ety x86_54 IPs: y g ys. p -
10.201.0.14
) cirros-0.3.3- ) . .
mojeVM-1 %86 64 192.168.1.7 | ml.tiny - Active  nova None  Running 2 days, 10 hours Create Snapshot | -

Displaying 3 items

tomas@labserver:~$ ssh cirros@10.201.0.14
cleyeierciercierciciciciciecieicielcielciclciclciclciciercierciercleNclecleclecheche cle cle Rl CREN CREN CRCH CIC!
@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @
deceacecececececececeiceicciceideideideideidciacidcacacdcecicciecieciecieiei
IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!
Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that a host key has just been changed.
The fingerprint for the RSA key sent by the remote host is
cd:ec:f1:13:¢c6:d6:e3:06:8e:79:29:56:£c:80:64:£5.
Please contact your system administrator.
Add correct host key in /home/tomas/.ssh/known hosts to get rid of this message.
Offending RSA key in /home/tomas/.ssh/known hosts:1

remove with: ssh-keygen -f "/home/tomas/.ssh/known hosts" -R 10.201.0.14
RSA host key for 10.201.0.14 has changed and you have requested strict checking.
Host key verification failed.

tomas@labserver:~$ ssh-keygen -f "/home/tomas/.ssh/known_hosts" -R 10.201.0.14
# Host 10.201.0.14 found: line 1 type RSA

/home/tomas/.ssh/known_hosts updated.

Original contents retained as /home/tomas/.ssh/known_hosts.old
tomas@labserver:~$ ssh cirros@10.201.0.14

The authenticity of host '10.201.0.14 (10.201.0.14)"' can't be established.
RSA key fingerprint is cd:ec:£f1:13:c6:d6:e3:06:8e:79:29:56:£fc:80:64:£5.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.201.0.14' (RSA) to the list of known hosts.
cirros@10.201.0.14"'s password:

$ hostname

mojevm-2

S exit

Connection to 10.201.0.14 closed.

tomas@labserver:~$

2.4.4. Provider sité

Pro naprostou vétsinu situaci doporucuji pouzivat virtualni networking tak, jak jsme to délali v tomto labu. Tedy
vytvorit virtudlni sité, virtualni routery a ven se dostavat pres SNAT pro back-end a Floating IP pro servery, ke kterym
maji pristupovat uzivatelé. Smérovani ven (v€etné prekladu na Floating IP) provadite na externi sité, kterych mizete
mic vic (napfiklad jedna externi sit mGze byt Intranet, druhd DMZ). Timto zplsobem ziskate maximalni flexibilitu a
vyhody laaS.

Mohou ale byt situace, zejména pfi pozvolné migraci z pouhé virtualizace k laa$S, kdy chcete VM rovnou pfimo
napojit do externi sité, tedy do néjaké realné VLAN ve vasem datovém centru. Podobné jako u bézné virtualizace
tedy feknete — provoz této VM v okamziku, kdy opousti compute node, ma mit VLAN tag 1001 (a pfedpokladate, ze
vas sitaf takovou VLAN skuteéné ma). Bez multitenance, bez virtualizace, bez flexibility volby IP rozsah( apod.

Tato moZnost neni pfistupna pfimo z GUI, resp. nejprve administrator musi provést deployment této VLAN na
compute nody (na to ma Helion Lifecycle Manager) a zavést tuto Provider VLAN v administratorské ¢asti OpenStack.
Pak mohou uzivatelé (nebo konkrétni projekt) tuto pfimou VLAN vyuZivat.

V nasem labu to zkouset nebudeme a v praxi doporucuji pouZivat spiSe vyjimecné. Nicméné je to relevantni moznost
a z pohledu uZivatele jednoducha a snadno pochopitelna.
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2.4.5. Firewall as a Service

V predchozi ¢asti jsme si ukazovali mikrosegmentaci formou Security Group. Slo o malé stavové firewally
implementované pfimo na urovni hypervisoru (resp. vSwitche) a aplikovali se per-VM. To je mozné doplnit jesté
sluzbou FWaaS$, tedy firewallem aplikovanym na cely tenant/projekt.

Jednou ze zajimavych vyhod FWaaS je moznost pouZzit rizné implementace ¢i chcete-li drivery. Pokud vas dodovatel
firewalll nabizi kvalitni ovladace, miZete je zaclenit do vasi Helion OpenStack instalace a uvedenym zplisobem
ovladat tfeba primo fyzické firewally. Soucasti Helion OpenStack je softwarova open source implementace postavena
na IPtables — tu si vyzkousime. Implementace vyuziva Distributed Virtual Routingu, tedy v pfipadé FloatinglP jsou
pravidla implementovdna na jednotlivych compute nodech bez nutnosti centralizace v néjakém nedistribuovaném
virtudlnim routeru. Z pohledu ovladani ale neni rozdil mezi touto a jinou implementaci.

V ¢em je tedy smysl? Per-VM firewall je velmi vhodny pro mikrosegmentaci, ale mizZete mit pottrebu fidit celé své
prostfedi nebo projekt ,,centralnim” firewallem. Jasné tak definuje co a jakym zplsobem muzZe komunikovat s vasim
projektem.

Jdéte do zdlozky Network, Firewalls. Nahote kliknéte na Firewall Rules a pak na tla¢itko Add Rule.

HP Helion OpenStack® = demo + & demo

Project ~ Firewalls Firewall Policies
Compute ~

Network A
Name Protocol Source IP Source Port Destination IP Destination Port Action Enabled In Policy Actions

Network Topology No items to display.
Networks Displaying 0 tems
Routers

VPN

Pridejte pravidlo pro blokovani Ping, ale zruste jeho aktivitu (zruste zaskrtnuti Enabled) a kliknéte na Add.
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Add Rule

AddRule *

N

ame Create a firewall rule

dropPing Protocol and action must be specified. Other fields are

optional.
Description
Protocol *
v

Action *

Source IP Address/Subnet
Destination |P Address/Subnet
Source Port/Port Range
Destination Port/Port Range

(] Shared

(] Enabled
Cancel m

Pridejte druhé pravidlo povolujici vSechno.

Add Rule

AddRule *

Name X
Create a firewall rule.

allowAll Protocol and action must be specified. Other fields are
optional
Description

Protocol *

q ANY) v

Action ~

Source IP Address/Subnet
Destination IP Address/Subnet
Source Port/Port Range
Destination Port/Port Range

[} Shared

¥ Enabled

Cancel Add
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Vysledek by mél vypadat takhle.

Firewalls Firewall Policies Firewall Rules
+ Add Rule
1 Name Protocol Source IP Source Port Destination IP Destination Port Action Enabled In Policy Actions
O | allowAll ANY - - - - ALLOW Yes EditRule -
[ | dropPing ICMP - - - - DENY No EditRule |«

Displaying 2 items

Pojdme vytvorit firewall politiku. Kliknéte na zalozku Firewall Policies a pak na tlacitko Add Policy.

Firewalls Firewall Policies Firewall Rules

Name Rules Audited Actions

+ Add Policy

No items to display.

Displaying 0 items

Pojmenujte vasi novou politiku a pak kliknéte na Rules.

Add Policy

AddPolicy * Rules

N .
ame Create a firewall policy with an ordered list of firewall
mojeFWpolicy| rules

A name must be given. Firewall rules are added in the

Description order placed under the Rules tab.

[0 Shared
| Audited

Gancel m

Pridejte pravidla ve spravném poradi, tedy nejprve zakaz ping a pak povol vSe. Nakone kliknéte na Add.

Add Policy

AddPolicy * Rules

Choose rule(s) from Available Rules to Selected Rule by push button or drag

Selected Rules and drop. you may change their order by drag and drop as well

dropPing ==
allowAll

7 a

Available Rules

Cancel m

Vysledek bude vypadat takhle.
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Firewalls Firewall Policies Firewall Rules

+ Add Policy
[/ Name Rules Audited Actions
[ | mojeFWpolicy dropPing, allowAll No Edit Policy |

Displaying 1 item

Ted uz miZeme vytvofit firewall pro nas projekt. Kliknéte na zalozku Firewalls a tla¢itko Create Firewall.

Firewall Policies Firewall Rules
+ Create Firewall

Name Policy Associated Routers Status Admin State Actions

No items to display.

Displaying 0 tems

Pojmenujte svuj firewall a vyberte mu policy. Pak kliknéte na Routers.

Add Firewall

AddFirewall * Routers

N
ame Create a firewall based on a palicy
mujFw A policy must be selected. Other fields are optional

Description

Policy *

mojeFWpolicy A

Admin State

up A

Cancel m

Pridejte svUj router a kliknéte na Add.

Add Firewall

AddFirewall Routers

Choose router(s) from Available Routers to Selected Routers by push button or

Selected Routers drag and drop.

ujRouter rmiras
v

Available Routers

Cance‘ m

Pfipojte se na labServer a zkuste ping na FloatinglP, kterou ve svém projektu pouZivate. Ping bude prochazet.

tomas@labserver:~$ ping 10.201.0.14

PING 10.201.0.14 (10.201.0.14) 56(84) bytes of data.

64 bytes from 10.201.0.14: icmp seg=1 ttl=60 time=1.61 ms
64 bytes from 10.201.0.14: icmp seg=2 ttl=60 time=0.972 ms
64 bytes from 10.201.0.14: icmp seg=3 ttl=60 time=0.555 ms
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~C

--- 10.201.0.14 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 0.555/1.047/1.616/0.438 ms
tomas@labserver:~$

Ted zapneme nase per-projekt firewallové pravidlo. Najdéte si pravidlo dropPing a kliknéte na Edit Rule.

Firewalls Firewall Policies Firewall Rules

[ Name Protocol Source IP Source Port Destination IP Destination Port Action Enabled In Policy Actions

<+ Add Rule » Delete Rules

O | allowAll ANY - - - - ALLOW Yes mojeFWpolicy EditRule =

[ | dropPing ICMP - - - - DENY No mojeF\Wpolicy

Displaying 2 items

Kliknéte na Enabled a uloZte zmény.

Edit Rule

Name
dropPing Description:

You may update rule details here.
Description

Protocol @

ICMP v

Action @
DENY v
Source IP Address/Subnet @
Destination IP Address/Subnet @
Source Port/Port Range @

Destination Port/Port Range @

(] Shared

|« Enabled
Cancel Save Changes

Vysledek bude vypadat takhle.

[ MName Protocol Source IP Source Port Destination IP Destination Port Action Enabled In Policy Actions
[ allowAll ANY - - - - ALLOW Yes mojeFWpolicy EditRule | «
[ | dropPing ICMP - - - - DENY Yes mojeFWpolicy EditRule | «

Displaying 2 items

Zkuste ping — nebude prochazet.
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tomas@labserver:~$ ping 10.201.0.14

PING 10.201.0.14 (10.201.0.14) 56(84) bytes of data.

~C

---10.201.0.14 ping statistics ---

5 packets transmitted, 0 received, 100% packet loss, time 4031ms

tomas@labserver:~$

FWaa$S nam funguje. Timto zplisobem muzZete prehledné definovat jak vas projekt komunikuje se svym okolim, tedy
uzivateli. Soucasti Helion OpenStack je open source implementace, ale mlZete pouZit i drivery tfetich stran od
vaseho dodavatele firewallu.

2.4.6. VPN as a service

Helion OpenStack od verze 2.0 nabizi VPN jako sluzbu. Jde o sadu funkci (API, CLI, GUI), které se potom implementuji
driverem. Existuji ovladace pro komercni VPN koncentratory a routery jako je Brocade Vyatta nebo Cisco (Helion
OpenStack vdm umozni tyto nainstalovat a podporovat co do spravného volani jejich funkci, nicméné konkrétni
implementace samotného driveru je na externim subjektu). Soucasti Helion OpenStack od verze 2.0 je implementace
VPNaaS postavend na Strongswan, tedy plné open source, s podporou a v cené produktu.

Jak to funguje? V nasem labu jsme si vytvofili privatni sit mojeSit. Jak jsme schopni k ni pfistupovat zvenci? Vytvofili
jsme router s brdnou do externi sité a sluzbam pro uzivatele ptifadili Floating IP z externiho subnetu. Takto mohou
uzivatelé sluzbu vyuZivat. VPNaaS pfichazi s dalsi moznosti. MiZete nabidnout IPSec pfistup (tedy VPN) do tohoto
subnetu. Napfiklad tedy IPSec router na vasi pobocce muZe vytvofit Sifrovany tunel do vaseho laaS on-premise
prostfedi a dostat se do privatni sité s instancemi. Vyhodou je, Ze to funguje jako sluzba — kazdy tenant/projekt si to
mUzZe ovladat sdm, vSe z jednotného prostredi pfimo z OpenStack, s podporou multi-tenancy apod.

V nasem labu aktudlné nemdme jak VPNaaS zkouset jednoduse, protoze je potfeba néco jako pobockovy router pro
pfipojeni do laaS (pfipravujeme na pozdéji). Pojdme se ale podivat na samotné nastaveni.

Nastaveni najdete v zaloZce Network, VPN. V horni ¢asti pak definujete IPSec velmi podobné, jako u béZného routeru
nebo firewallu — IKE politiku, IPSec politiku a pak to date dohromady.

HP Helion DpenStack® = admin ~ & demo ~
Project - Virtual Private Network
Compute e IKE Paolicies PSec Policies VPN Services PSec Site Connections
Network B + Add IKE Policy

MNetwork Topology

Name Authorization algorithm Encryptien algorithm PFS Actions
Networks Mo items to display.
Routers Displaying 0 tems
Firewalls

\

Nejprve nastavite parametry IKE politiky
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Add IKE Policy

Add New IKE Policy *

Name *

mojelKE

Description

Authorization algorithm *

shal

Encryption algorithm *

aes-128

IKE version *

vl

Lifetime units for IKE keys *

seconds

Lifetime value for IKE keys * @

3600

Perfect Forward Secrecy *

group5

IKE Phase1 negotiation mode ™

main

Create IKE Policy for current project

Assign a name and description for the IKE Policy.

Cance' m

Takhle se nastavuje IPSec politika

Add IPSec Policy

Add New IPSec Policy *

Name *

mujlPSEC

Description

Authorization algorithm *

shail

Encapsulation mode *

tunnel

Encryption algorithm *

aes-128

Lifetime units *

seconds

Lifetime value for IKE keys * @

3600

Perfect Forward Secrecy *

groups

Transform Protocol *

esp

Create IPSec Policy for current project.

Assign a name and description for the IPSec Policy.

Cancel

Add
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Reknéte jak ma vase VPNka vypadat — tedy na jakém virtudlnim routeru se implementuje a do jaké cilové privatni
sité vede.

Add VPN Service

Add New VPN Service *

N -
ame Create VPN Service for current project.

mojeVPNka Specify a name, description, router, and subnet for the

VPN Service. Admin State is Up (checked) by default.
Description

Router *

mujRouter v

Subnet *

192.168.1.0/24 v

Admin State * @

upP v

Caﬂce' m

Nakonec spojte vSechny politiky dohromady do VPN sluzeb tfeba pro pobocky.

Add IPSec Site Connection

Add Mew IPSec Site Connection * Optional Parameters *

Name *
Create IPSec Site Connection for current project.

mojePobocka Assign a name and description for the IPSec Site

Connection. All fields in this tab are required.
Description

VPN Service associated with this connection *

mojeVPNka v

IKE Policy associated with this connection *

maojelKE v

IPSec Policy associated with this connection *
mujIPSEC v

Peer gateway public IPv4/IPv6 Address or FUDN * @

Peer router identity for authentication (Peer ID) * ©

Remote peer subnet(s) " @

Pre-Shared Key (PSK) string *

Cancel m
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2.4.7. Load-balancer as a service

Helion OpenStack od verze 2.0 podporuje sluzbu load-balancingu. Typicky ji pouZijete pro zvyseni vykonu a
dostupnosti webové farmy, rozdéleni zatéze RESTful API na vice nod(l a tak podobné. Ve vychozim stavu instaluje
Helion LBaaSv2. Tato novéjsi generace ma fadu vyhod — napfiklad v brzké dobé bude v Helionu podporovan
OpenStack Octavia (Skalovatelny open source balancer dokonce s podporou terminace TLS/SSL) — dnesni
implementace je postavena na open source HAproxy. Pokud chcete pouzivat referen¢ni open source implementaci,
ktera je v cené feSeni, nebo planujete nasadit komercni balancer vyrobce s podporou LBaaSv2 driver(, rozhodné
zGstante u této verze. Jejim jedinym nedostatkem je prozatimni absence GUI, nastavovani tedy bude z pfikazového
fadku (ale to se brzy zméni). Pokud trvate na GUI nebo vas dodavatel komeréniho balanceru ma zatim pouze drivery
starsi generace, muUZete pfri instalaci Helion OpenStack zvolit LBaaSv1.

Vyzkousejme si balancer v praxi.

Ujistéte se, Ze vase Security Group povoluje port 80. Pokud ne, pfidejte pravidlo.

Direction Ether Type IP Protocol Port Range Remote IP Prefix Remote Security Group Actions
Ingress IPvG Any Any - default Delete Rule
Egress IPvG Any Any =0 -
Ingress 1Pv4 Any Any - default
Egress 1Pv4 Any Any 0.0.0.0/0 -
Ingress 1Pv4 TCP 22 0.0.0.0/0 -
Ingress 1Pv4 TCP 80 0.0.0.0/0 -

Displaying 6 items

Vytvorte dvé instance webového serveru.

Launch Instance

Please provide the initial host name for the instance, the availability zone where it will be deployed, and the instance count
Flavor ncrease the Count to create multiple instances with the same settings
MNetworks
Instance Name * Availability Zone Count
) Total Instances (10 Max)
Security Groups weh nova v 2| *
-
Key Fair 0%
0 0 Current Usage
Configuration 0 Added

10 Remaining

Startujeme z hotové Instance snapshot (s bézicim web serverem).
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Instance Source

Select Boot Source

Instance Snapshot v

Allocated

Name

» webNode

v Available @@

Q

Name «

Updated

Updated

11/21/15 5:52 PM

Pouzijte velikost m1.small a spustte instance.

Instance Name

Instances
Instance Image IP
Name Name Addre
web-2 webNode
web-1 webNode

Displaying 2 items

Prifadte témto instancim Floating IP (uz vite jak).

Instance Image

Name Name
web-2 webNode
web-1 webNode

Displaying 2 ftems

Pfipojte se na labServer, z kterého pouZijeme ,textovy prohlize¢” curl. Ten se pfipoji na nds web server a zobrazi jeho
odpovéd. Na serverech béZi jednoducha sluzba, kterd vrati text a privatni IP (takZe dokazeme rozliSit kdo nam

odpovida).

tomas@labserver:~$
Ja jsem web server
tomas@labserver:~$
Ja jsem web server
tomas@labserver:~$

Size
ess

v

m1small -

mismall -

IP Address

192.168.1.3

Floating
IPs

10.201.0.10
192.168.1.4
Floating
IPs

10.201.0.11

curl 10
192.168
curl 10
192.168

Size

m1.small

m1.small

Status

Build

Build

Key
Pair

Status

Active

Active

.201.0.10
.1.3
.201.0.11
.1.4

Availability
Zone

nova

nova

Power
o=t State

None = Running

None = Running

or a volume

More Actions

Associate Floating P«

u can use a snapshot of an existing instance, an image
g a new volume
Size Type Visibility
112 GB QCOow?2 Public
Size Type Visibility
ailable items
Filter & Launch Instance
Awvailability Power Time since g
Zone s State created Cs
nova . No State 0 minutes
Spawning
nova ! No State 0 minutes
Spawning

Associate Floating IP ~

Time since
created

3 minutes

3 minutes

Actions

Create Snapshot

Create Snapshot

Webovou farmu mame pripravenou, mlzZeme tedy zadit balancovat provoz.

Helion OpenStack 2.0 v pfipadé pouZiti LBaaSv2 (vychozi moznost, velmi doporucuji tuto nové;jsi generaci) zatim
nepodporuje grafické rozhranni. Musime tedy do pfikazové fadky. Podrobné informace o pouzivani CLI ziskate
v druhé pokrocilé ¢asti labu, pro tentokrat se jednoduse pfipojte do labServeru a opiste niZze uvedené prikazy.

Nejprve si nactéte komunikaéni proménné (vysvétlime v druhé ¢asti labu)

tomas@labserver:~$ source stack

52| HPE Helion OpenStack



Vytvorte novy load-balancer. Na konci musite specifikovat nazev subnetu tak, jak jste ho v tomto labu vytvareli (poud
si nepamatujete, doporucoval jsem mujSubnet, nebo si najdéte v GUI ¢i pfikazem neutron subnet-list).

tomas@labserver:~$ neutron lbaas-loadbalancer-create --name mujlb mujSubnet
Created a new loadbalancer:

e it e e et ettt e +
| Field | Value |
o o +
| admin state up | True

| description |

| id | 9d4cd7a8-2d52-40f7-b1d0-45119246e59¢c |
| listeners | |
| name | mujlb |
| operating status | OFFLINE

| provider | haproxy

| provisioning status | PENDING CREATE

| tenant id | d20£fb4c9c0d645b4962484390a3be701

| vip_address | 192.168.1.6

| vip port id | 8ebf59e6-5e97-4b93-866c-51374e5e7b97 |
| vip subnet id | fab467ff-0767-4c8f-aa7d-a211£82360e3 |
e e e e o +

V nasledujicim kroku zaloZime listener (tedy jakou sluzbu/protokol bude balancer nabizet ven).

tomas@labserver:~$ neutron lbaas-listener-create --loadbalancer mujlb --protocol HTTP --protocol-port=80 --name mujlis
Created a new listener:

e o +
| Field | Value |
B it e e e ettt e +
| admin state up | True

| connection limit | -1

| default pool id |

| default tls container id |

| description | |
| id | c443cfe3-977d-49fb-a6£fd-64e8895d4cb0

| loadbalancers | {"id": "9d4cd7a8-2d52-40£f7-b1d0-45119246e59c"} |
| name | mujlis |
| protocol | HTTP

| protocol port | 80

| sni_container ids |

| tenant id | d20£fb4c9c0d645b4962484390a3be701

Rt it L e e o +

Jak budeme rozhazovat zatéz? Vytvofme pool a zvolime jednoduchy balanéni mechanismus round robin.

tomas@labserver:~$ neutron lbaas-pool-create --lb-algorithm ROUND_ROBIN --listener mujlis --protocol HTTP --name mujpool
Created a new pool:

o o +
| Field | Value |
o e +
| admin state up | True

| description | |
| healthmonitor id |

| id | 92ace8aa-4683-42a3-boblc-ac6f8c2507f1

| 1b_algorithm | ROUND_ROBIN

| listeners | {"id": "c443cfe3-977d-49fb-a6fd-64e8895d4cb0"} |
| members | |
| name | mujpool |
| protocol | HTTP |
| session persistence |

| tenant id | d20£fb4c9c0d645b4962484390a3be701

B e e o +

Pfidejme ted'jednotlivé servery identifikované jejich privatni IP adresou.

tomas@labserver:~$ neutron lbaas-member-create --subnet mujSubnet --address 192.168.1.3 --protocol-port 80 mujpool
Created a new member:

Fomm Fo +
| Field | Value

Fomm e Fom +
| address | 192.168.1.3

| admin state up | True

| id | 7bf74eac-7f14-4804-abbe-f16214ba2168 |
I I I

protocol port 80
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| subnet id | fabd67ff-0767-4c8f-aa7d-a211£82360e3 |
| tenant id | d20fb4c9c0d64504962484390a3be701 |
| weight | |

tomas@labserver:~$ neutron lbaas-member-create --subnet mujSubnet --address 192.168.1.4 --protocol-port 80 mujpool
Created a new member:

tom e B ettt TP e +
| Field | Value |
e o +
| address | 192.168.1.4 |
| admin state up | True |
| id | £c8£968d-715f-49%ae-b26a-5252bef7797b |
| protocol port | 80 |
| subnet id | fab467ff-0767-4c8f-aa7d-a211£82360e3 |
| tenant id | d20£fb4c9c0d64504962484390a3be701 |
| weight | 1 |
o o +

Mame skoro hotovo, balancer bézi, ale nema pfifazenu externi adresu. Vypiste si informace o vasem balanceru.

tomas@labserver:~$ neutron lbaas-loadbalancer-show mujlb

o e +
| Field | Value |
e e +
| admin_ state up | True
| description | |
| id | 9d4cd7a8-2d52-40f7-b1d0-45119246e59c |
| listeners | {"™id": "c443cfe3-977d-49fb-a6fd-64e8895d4cb0"} |
| name | mujlb |
| operating status | ONLINE
| provider | haproxy |
| provisioning status | ACTIVE |
| tenant id | d20£fb4c9c0d645b4962484390a3be701 |
| vip_address | 192.168.1.6 |
| vip_port_id | 8ebf59e6-5€97-4b93-866c-51374e5e7b97 \
| vip subnet id | fab467ff-0767-4c8f-aa7d-a211£82360e3 \
o e +
Poznamenejte si vip_address (virtualni IP balanceru).
Zazadejme si o novou Floating IP
HP Helion OpenStack® = tomas ~ & tomas ~
Project . Access & Security
Compute ~ Security Groups Key Pairs APl Access
Drendew % Allocate IP To Project
hteess | IP Address Mapped Fixed IP Address tatus Actions

Volumes
o 10201011 web-1 192 168 1 4 ext-net Active -

Images
(] 10.201.0.10 web-2 192.168.1.3 ext-net Active -
|
Displaying 2 items
Network v

AzZ ji budete mit, kliknéte na Associate.

] IP Address Mapped Fixed IP Address Pool Status Actions

(] 10.201.0.12 - ext-net Down

(] 10.201.0.11 web-1192.168.1.4 ext-net Active
(] 10.201.0.10 web-2 192.168.1.3 ext-net Active

Displaying 3 items

-
-
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Prifadte Floating IP virtudlni IP naseho balanceru (pamatujete z predchoziho vypisu?).

IP Address *

IP Address "

10.201.0.12

Tt to be associated *

Manage Floating IP Associations

Select the P address you wish to asseciate with the
selected instance or port

‘ None: 192.168 16 )

[ ] IP Address

O | 10.201.0.12

[ 10.201.0.11

O | 10.201.0.10

Mapped Fixed IP Address

Load Balancer VIP 192.168.1.6

web-1192.168.1.4

web-2 192.168.1.3

Pool

ext-net

ext-net

ext-net

Status

Down

Active

Active

Actions

Disassociate

Disassociate

Disassociate

-

-

Displaying 3 items

Jdéte do labServer a vyzkousejte si curl na venkovni VIP. Zkuste to nékolikrat. Jak vidite, provoz se nam rozklada!

curl 10.201.0.12
192.168.1.4
curl 10.201.0.12
192.168.1.3
curl 10.201.0.12
192.168.1.4
curl 10.201.0.12
192.168.1.3
curl 10.201.0.12
192.168.1.4
curl 10.201.0.12
192.168.1.3
curl 10.201.0.12
192.168.1.4
curl 10.201.0.12
192.168.1.3
curl 10.201.0.12
192.168.1.4
curl 10.201.0.12
192.168.1.3

tomas@labserver:~$
Ja jsem web server
tomas@labserver:~$
Ja jsem web server
tomas@labserver:~$
Ja jsem web server
tomas@labserver:~$
Ja jsem web server
tomas@labserver:~$
Ja jsem web server
tomas@labserver:~$
Ja jsem web server
tomas@labserver:~$
Ja jsem web server
tomas@labserver:~$
Ja jsem web server
tomas@labserver:~$
Ja jsem web server
tomas@labserver:~$
Ja jsem web server

Samoziejmé jednotlivé nody nemusi mit pfifazenou externi Floating IP, to jsme délali jenom proto, abychom
vyzkouseli, Ze web server funguje v poradku.

Zbyva doresit posledni véc. Pokud jeden ze serverl vypadne, balancer to nepozna a bude na néj nékteré pozadavky i
nadale smérovat. Potfebujeme tedy jesté zapnout health check nasich serverf.

tomas@labserver:~$ neutron lbaas-healthmonitor-create --type HTTP --pool mujpool --delay 1 --max-retries 1 --timeout 1
Created a new healthmonitor:

Fomm o +
| Field | Value

o e e e e e +
| admin state up | True

| delay |1 |
| expected codes | 200

| http method | GET

| id | ©784c85c-5b9%9a-4385-b6e6-2a44470a5c34

| max retries | 1

| pools | {"id": "92ace8aa-4683-42a3-b6lc-ac6f8c2507f1"} |
| tenant id | d20£fb4c9c0d64504962484390a3be701

| timeout | 1 |
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Ted muZete rozjet curl — napriklad napiste do radky jednoduchou smycku, ktera bude pfistupovat na web kazdou
vtefinu. Provoz se balancuje na oba servery. Pak jednu z web instanci zapauzujte nebo vypnéte. Uvidite, Ze balancer
uzZ na tento server nebude dal nic posilat.

tomas@labserver:~$ while true; do curl 10.201.0.12; sleep 1; done
Ja jsem web server 192.168.1.4

Ja jsem web server 192.168.
Ja jsem web server 192.168.
Ja jsem web server 192.168.
Ja jsem web server 192.168.
Ja jsem web server 192.168.
Ja jsem web server 192.168.
Ja jsem web server 192.168.
Ja jsem web server 192.168.
Ja jsem web server 192.168.
Ja jsem web server 192.168.
Ja jsem web server 192.168.
Ja jsem web server 192.168.
Ja jsem web server 192.168.
Ja jsem web server 192.168.
Ja jsem web server 192.168.
Ja jsem web server 192.168.
Ja jsem web server 192.168.

PR R RPRRPRRPRRRR PR RR BB PR
BSOS D D S D D D W W W W W

Tohle je tedy LBaaS, velmi pfijemna funkce. Aktualni implementace je postavena na HAproxy, ale v blizké dobé se
prejde na OpenStack Octavia (vétsi $kala a vykon, moZnost TLS terminace). Rada vyrobcl komerénich balancer(
nabizi svoje drivery, které mlzete v Helion OpenStack vyuZit a ovladat tak komercni balancery jako je F5, Citrix,
Brocade, Radware nebo A10.

2.4.8. DNS as a service
Nasledujici navod je zatim z verze Helion OpenStack 1.1, update cekejte v dalsi verzi lab guide.

Udélali uz jsme hodné prace a na jejim konci mame pfipravenou infrastrukturu véetné startovacich diskovych obrazl
— mUzZeme zadit instalovat a updatovat aplikace a jejich komponenty (o automatizaci téchto krokl ¢astec¢né pozdéji

v tomto labu a v pIné krasé v druhém pokrocilejsSim labu). Nicméné zbyva nam jesté jeden nesvar — komunikovat
budeme pres IP adresu, ale pro realné pouZiti by se vice hodilo DNS jméno. Jak to zafidit? Hledame zpUsob, jak mize
tenant vytvaret DNS zaznamy sam a to konzistentné bez ohledu na to, jaky DNS server je v infrastrukture vyuZzivan
(to je mimo dikci tenanta). Helion OpenStack pro toto nabizi DNSaaS, na jejimz backendu mze byt PowerDNS
(Linux), Microsoft DNS z téch on-premise nebo DNS sluzba od cloud poskytovatele (podporovana je DynECT a
Akamai).

Oteviete zalozku DNS a kliknéte na Create Domain

HP Helion OpenStack® E mujprojekt ~ tomas &, Hmida
Project Domains

Ci it H

ompute Domains
Network
Name Email TTL Serial Actions
Object Store
No items to display
Orchestration
Displaying 0 items

Identity

V ramci labu mame doménu helion.demo — pridejte si pfed ni svoje pfijmeni a vytvofrite si tak svlj strom.
Nezapomeiite ukoncit teckou.
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Create Domain

Domain Name *

@bm hg\_i_n_n__d_?_mQ | Description:

The Name field should contain a full-qualified domain name
Email * (with trailing period).

The Email field should contain a valid email address to be

tomas.kubica@hp.com
associated with the domain

TTL (seconds) The optional TTL field can be any value between 0 and
2147483647 seconds

Description

tomas domena

ol

Priddme si zaznam, ktery namifime na nasi Floating IP. Kliknéte na Manage Records.

Domains Create Domain | |

Name Email ik Serial Actions

kubica.helion.demo. tomas.kubica@hp.com 3600 1430737065 Manage Records

Displaying 1 tem

Root zaznamy byly vytvoreny automaticky. Kliknéte na Create Record

Domains : kubica.helion.demo. — Records

Nameservers

dns.helion.demo.
Records
Name Type Data Priority TTL Actions

dns helion.demo. tomas. kubica.hp.com. 1430737065 3600 600

kubica.helion.demo. = SOA 85400 3600

kubica.helion.demo. | NS dns_helion.demo.

Displaying 2 items

Vytvorte novy zaznam s vasi Floating IP (u jména nezapomerite na tecku na konci)
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Create Record for kubica.helion.demo.
Record Type
A v
Name
mojevm.kubica. helion.demo
IP Address
172.16.2.3
TTL
Description
\
A
e —
Cancel ‘ Create Domain Record ’
——  —
Records Create Record
Name Type Data Priority TTL Actions
e v rermy e dns.helion.demo. tomas. kubica hp.com. 1430737627
kubica.helion.demo SOA 3600 600 86400 3600
kubica.helion.demo NS dns.helion.demo.
mojevm _kubica helion.demo. A 172.16.2.3 - - EditRecord | =

Displaying 3 items

s v

Prihlaste se na server v labu (jako v predchozi ¢asti) a zkuste ping (nebo nslookup ¢i dig podle vasi libosti). Preklada
se vam doménové jméno?

e helion@LabServer; ~

helion@lLabServer:~% ping 0 'e*m..]{ahica.helio@
PING mojevm.kubica.helion.demo (172.16.2.3) 56(84) bytes of data.

Takto tedy funguje DNSaaS. V dalsi ¢asti labu uz ho nebudeme potiebovat. Abychom 3etfili zdroje labu, smazte ted
zdznam a doménu.

2.5. Efektivni prace s Image

Jak vypadaji vase image (nebo chcete-li Sablony) ve vasi klasické virtualizaci? Jedna z nej¢astéjsich otazek v diskusich
kolem OpenStack s KVM jako hypervisorem je, jak mam konvertovat svoje VMware obrazy. Odpovédi na to sice
existuji, ale Ze je uzZitecnéjsi zamyslet se nad celou koncepci. Nasazeni laaS jako je OpenStack a potencialni snizeni
zavislosti na jediném hypervisoru (docela dobré a typické nasazeni je v produkci KVM a vSphere a v dev/test KVM a
VirtualBox s Vagrantem) je dobrou pfileZitosti premyslet o vasi strategii kolem tvorby a pouzivani diskovych obraz(.

Pfemysleni o obrazech vasich VM za¢neme v tomto labu, ale pokrocilé postupy rozeberem az v jeho druhé casti.
Dnes se zaméfime na to, jak to udélat, aby v Sabloné nebyla uloZena hesla. Tedy aby pfistupové Udaje nebyly
vlastnost samotné image, ale dosadili se az v okamZziku vytvoreni instance. Dale si vyzkouSime jednoduché spousténi
iniciacniho skriptu — jednoduché dokonfigurovani VM po vytvoreni instance.

Jak mlGzeme pristupovat k tvorbé a pouzivani diskovych obrazi ¢i chcete-li sablon?

e Image vznikaji tak, Ze néco ve VM rucné kutame a vysledek uloZime jako novy obraz
o Vyhoda: Nemusime se nic ucit, takhle se to délalo i v prehistorii
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o Nevyhoda: Kazdy image je unikat, vse trva dlouho, vznika velké mnozstvi chyb, opakovatelnost je
velmi problematicka, dokumentace prakticky neexistuje nebo je Spatné, zavislost (vice ¢i méné) na
hypervisor platformé (a s tim spojena Spatna prenositelnost a problém nekonzistenci mezi vyvojem,
QA a produkci)

e Mdme zdkladni diskovy obraz a konfiguracni nastroje, které ho dostanou do stavu pozadovaného aplikaci

o Vyhoda: Vse je automatizované a dopadne vzdy stejné, vyborna a Zivd dokumentace, nezavislost na
hypervisor platformé a prenositelnost

o Nevyhoda: Pfiprava sluzby (aplikace) trva dlouho, troubleshooting vyZaduje znalosti

e Pouzivame immutable servery, tedy image je read only a pro kazdou verzi aplikace vidy vznika novy fixni
obraz

o Vyhoda: Rychly start, vysokd bezpecnost (Ize tfeba i vypnout SSH pfistup apod.), pro provoz
jednoduché nasazeni, pfi pouziti vhodnych nastroji Ize jednim postupem vygenerovat funkéné
identické obrazy pro rizné hypervisory a platformy (pfenositelnost)

o Nevyhoda: Nutnost zménit development strategii a naucit se pouzivat nové néstroje predavani udaja
aplikacim misto tradi¢nich konfiguraénich soubor(

Tato témata jsou pokrocilejsi a v dnesnim labu se jich dotkneme jen okrajové. V druhé pokrocilé ¢asti si ukdzeme
nastroje jako Server Automation, Ansible, Chef nebo Packer.

2.5.1. Prycs hesly ze Sablony, pouzivejme Key Pair pfi startu

V automatizovaném prostredi samoziejmé mizZete mit image virtudlnich stroji se zabudovanymi prihlasovacimi
hesly, ale neni to idedlIni situace. Pokud jde o snapshot néjaké hotové aplikace, tak proc¢ ne, ale jde-li o operacni
systém pripraveny pro dalsi pouziti, znamenalo by to bezpecnostni riziko. Image upraveny pro cloudové prostiedi by
mél byt schopen se pfizpUsobit situaci (v pfipadé Linux to spociva predevsim v implementaci cloud-init bali¢ku pfi
startu). Nechme stranou konkrétni mechanismus — misto hesla miZeme v Helion OpenStack vygenerovat SSH klice
(coZ je podstatné pohodIné;jsi a bezpecnéjsi) a ty pouzijeme misto hesel. P¥i startu instance zajisti OpenStack

yvsunuti“ spravného klice do vaseho image, klice, ktery patfi konkrétnimu projektu, ne univerzalni heslo.

Vygenerujeme si nové klice (mdzZeme jich v projektu pouzivat hned nékolik). Jdéte do zadlozky Compute - Access &
Security a pak Key Pairs.

HP Helion OpenStack® = demo ~ & demo -
Project - Access & Security
Compute A Security Groups Key Pairs Floating IPs APl Access
Overview . .
Q + Create Key Pair X Import Key Pair
nstances
Key Pair Name Fingerprint Actions
Volumes

No items to display.
mages Displaying 0 items

Access & Security

Kliknéte na Create Key Pair a vytvorte novy kli¢

Create Key Pair

Key Pair Name *
muiKlicek Description:
Key pairs are ssh credentials which are injected into
images when they are launched. Creating a new key pair
registers the public key and downloads the private key (a
pem file)

Protect and use the key as you would any normal ssh
private key.

Cancel Create Key Pair

59| HPE Helion OpenStack



Kli¢ si stahnéte k sobé (to co ziskavate je jeden kli¢ z paru, ten druhy se vsune do instance — vysvétleni detaill
fungovani PKl jsou nad rdmec dnesniho labu). Otevrete soubor a zkopirujte do schranky.

Pripojte se na labServer. Nejprve si tento privatni klicek ulozime do souboru. Napiste pfikaz cat presmérovany do
souboru a vloZte zkopirovany obsah klice (u vétsiny klientl ho vloZite pravym tlacitkem). Nakonec zmacnéte CTRL+D.

tomas@labserver:~$ cat > mujKlicek.pem

MIIEpAIBAAKCAQEAT7INJTyY+boPuDYSIUaBeosap0jrKIgjkQi+8QrlatKK3VDvg
00JgPUX1409JCOvdQiDz3aTY9gELhPIAO2U2MYNYdF8qJIMSi6ifn7ErgbU2a20T
fbRspTnctSEaqYv80Vw4USZN580qU62FgcepzV/kx5Dvnx36tH5RR+828zgHdFP1
WISHGOLx1W+610£fY1I7692z+4Q3T5bvCILMvc2W1P384yCTI96TBHTOgMeUgMlojzN
xndHP+uPpoHMABGgIrrNN4SYYmSB+eBuzKHMiX35H1XWjOXIPyLghOTYFIFBJeDs
+x5mCzhNxPe3vhht/a0Y7M5Dgwt4 fHInyPCd/QIDAQABAOIBADXOaeedMKALWERL
56m3ZP5/mVObC20G41icFygSl2eglculboMG894N42a2PZMDNIBG/1hsjCgLUFxcx
0JJTbBAXjD6YIdHepSS1PFItOVHEL+MYDO1 £GstZMyfmsbMdgz6r8spgvIimNW201T
EDxE/kQd5V8UjuEpihbdD4gPJoA]jZvCO4c7tDXhy2ra2tEXSeIBL20hPDqujv5yM
GONjxnilII2cmHP8DINDSS3w3Y9AW8VIrepkxNIRsEFuHtmVPk8yeIVYE£70£NO+u
PDEkZWAthQDCI4nyD6VgtkmHDTEPDTpvWASFmPtwEFg77LrduuSwH2DYZzEA40gJ80
6trNNgECgQYEA/QBfVHIAINT /dcJt/phFT84TyvM1lifRrAZSclnW42M1AMe8cAWlg
rSNpwubD3XpWjY8068nfBZ301lstrmorF/tm+6h5rNEF7Q+JoonoRx0+ICGv5rK+b
ErgsCsgM4gvxaclb+D+/k2z1rNuTU/VqarLFsHkIJX9CBYXSVwtg4AUCgYEA8ilr
ZAV+VS8FRDiL072zQyqUiZW5DV3J/yNLLIPZOA+IdQjWRCwh6s1HDCS/2pXVQbugi
CcOYNROJ/VW35jCr69rwSHz1ykfSKCMMk6PiKd21Zpar59/9iQsGIxzL4YkmOntpN
eJf20wQfOMciI2NCEfbWD1eG50MwI9DSeYdD7v5kCgYEAKY3NSoeLF6WS8uTQ81AX
UDp3GKOjgaKkjVwoWjWQCurKg++sZQODIxjk18S7mofvk7FxEXYgYMjROd/+IAMG
tf//3iFx+72Qf FWdbRxdbhVLZcz472h4BuZuzCWDg+jrErualc+XH/HnxXLt57eh
aZFAOQ7nCOuVyCedQ4bATSECgYBJ7itDFgpDpl 9MPJIczxW1YIKFTph4 ZDHPGs 9Rg
rPGUbevQO0tm9LIGIPWT14RbD3NTS5iThTDmnvJtQONGM4e50BJIg5Fkxv0bYJTiB/GO
zmw3mIot8czuOaEGEF/ZsM3z89yYwrz0HDDWg2N8yg66DwulpTz0O/WK23FO/enEA
G/U/WQKBgQC+R8CZN6HCfVIZUwr8aUYp9ZaxDpjoiS2ErZt3MuvV0FoUCT7jicrdRz
xpkHWOUaQo0253AKR08ES5QIyo8fatM997hkdPHhpymjnIf+DnHvpe3LbIy58DA0s
txOhvxGhAHLWNgeETER8LahQWBPDA]75PoAJulvR+rKFvIzpFel/Sg==

tomas@labserver:~$

Aby bylo moZné soubor pouzivat, musime nastavit sprdvna prava.

tomas@labserver:~$ chmod 600 mujKlicek.pem

To mame pfipravené. Spustime ted instanci Ubuntu. Jde o tzv. cloud image, tedy hotovy Ubuntu obraz, ktery je
pfipraveny pro cloudové nasazeni. To se pozna predevsim tak, Ze obsahuje utilitku cloud-init, ktera se spousti hned
po startu a dokaze komunikovat s OpenStack. Timto zplisobem se do VM po startu dostanou potfebnd nastaveni,
v nasem pripadé SSH kli¢ pro vychoziho uZivatele (tim je user ,ubuntu®).

Vytvofrte instanci Ubuntu

Instance Details

Please provide the initial host name for the instance, the availability zone where it will be deployed, and the instance count. Increase the Count
to create multiple instances with the same settings.

Instance Name * Availability Zone Count
Total Instances (40 Max)
mojeUbuntu nova v 1 -
3 Current Usage
10% 1 Added
36 Remaining
Instance Source
Instance source is the template used to create an instance. You can use a snapshot of an existing instance, an image, or a volume (if enabled).
You can also choose to use persistent storage by creating a new volume.
Select Boot Source Create New Volume
Image v Yes “
Allocated
Name Updated Size Type Visibility
> Ubuntu 14.04 11/12/15 9:56 AM 246.44 MB Qcowz Public E]
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Vyberte si Flavor. m1.tiny ma pfilis maly disk pro tento image, na coZ vas privodce upozornuje. Zvolte tedy m1.small.

Launch Instance

Select Source Flavor
Flavors manage the sizing for the compute, memory and storage capacity of the instance.
Allocated
Metworks A
Name VCPUs RAM Total Disk Root Disk Ephemeral Disk Public
Security Groups
> m1small 1 1024 MB 3cB 3GB 0GB Yes (-]
Key Pair
Configuration v Available o Select one
Q
Name VCPUs RAM ~ Total Disk Root Disk Ephemeral Disk Public
¥ m1.tiny 1 512 MB 1GB 1GB 0GB Yes
> mimedum 2 4095 MB 8 GB 8 GB 0GB Yes (+]
> milarge 4 8192 MB 80 GB 80 GB 0GB Yes (+]
» mlxlarge 8 16384 MB 160 GB 160 GB 0GB Yes
. sy
Alokujte sit.

Launch Instance

Select Source Networks
Networks provide the communication channels for instances in the cloud
Flavor
+ Allocated o Select networks from those listed below.
Networks
Network Subnets Associated Shared Admin State Status
Security Groups
% 1 » mojeSit mujSubnet No Up Active E]
Key Pair
Configuration v Available € Select at least one network
Q
Network Subnets Associated Shared Admin State Status
> dalsiSit dalsiSubnet No Up Active (+]

Pridejte Security Group povolujici SSH pfistup.
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Security Groups

Select the security groups.

v Aliocated @

Name -

¥ default

¥ mojePravidia

v Available @

Q

Name »

¥ webFront

Vv

Description

Default security group E]

Select one or more

Description

A ted to nejdulezitéjsi — priradte vas bezpecnostni klic.

Launch Instance

Select Source
Flavor
Metworks
Security Groups

Configuration

Key Pair

A key pair allows you to SSH into your newly created instance. You may select an existing key pair, import a key pair, or generate a new key pair.

& Import Key Pair + Create Key Pair

Allocated
Name Fingerprint
> mujKlicek ab:66:83:1f:ad:c3:53.ed:dc:23:da:4a:9e:b7:02:65 E]
v Available @@ Select one
Q
Name » Fingerprint

No available items

Ted uz miZete instanci spustit. Pfifadte ji novou FloatingIP.

Instances

- Instance
O Image Name
Name

[ | mojeUbuntu Ubuntu 14.04

- . cirros-0.3.3-
() dalsiVM X86_64
O moevmp | Cimes033-

Instance Name ¥ Filter & Launch Instance % Terminate Instances Maore Actions =

Availability Task Power Time since Actions

IP Address  Size Key Pair  Status Zone St craated

192.168.1.13 milsmall mujKlicek Active nova MNone  Running 1 minute Create Snapshot E|

Associate Floating IP
192.168.2.3 | m1.tiny - Active  nova MNone  Running 4 days, 21 hours ‘

Disassociate Floating IP

192.168.1.8 Edit Instance

i Edit Security Groups
I:El'g_atlng m1_tiny = Active  nova MNone  Running 5 days v P |

Zazadejte o novou IP kliknutim na symbol +
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Manage Floating IP Associations

IP Address *

IP Address *

Select the IP address you wish to associate with the
No floating IP addresses allocated '@ selected instance or port.

Port to be associated *

mojeUbuntu: 192.168.1.13 v

Allocate Floating IP

Pool *

Description:

Allocate a floating IP from a given floating IP pool.

| ext-net v

Project Quotas
Floating IP (1)

Cancel Allocate IP

Manage Floating IP Associations

IP Address ™
IP Add N
ress Select the IP address you wish to associate with the
10.201.0 16 v o+ selected instance or port.

Port to be associated *

mojelbuntu: 192.168.1.13 v

Jdéte do labServeru a pokuste se pfipojit bez vaseho kli¢ku.

tomas@labserver:~$ ssh ubuntu@10.201.0.16

The authenticity of host '10.201.0.16 (10.201.0.16)"' can't be established.
ECDSA key fingerprint is 10:fe:42:6b:42:94:23:96:1d:£f7:7a:0f:8c:a3:46:51.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.201.0.16' (ECDSA) to the list of known hosts.
Permission denied (publickey).

NeUspéch a ani nejste dotazani na heslo (je to v cloud image ve vychozim stavu zakazané, navic pro ucet ubuntu
zadné neexistuje). Zkuste to znovu s vyuzitim vaseho klicku.

tomas@labserver:~$ ssh -i mujKlicek.pem ubuntu@l0.201.0.16
Welcome to Ubuntu 14.04.3 LTS (GNU/Linux 3.13.0-66-generic x86_ 64)

ubuntu@mojeubuntu:~$

Jsme tam!
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2.5.2. Iniciacni skripty

Pokud pouZivate image se zabudovanym cloud-init (tedy néco, co se obvykle oznacuje jako cloud-ready image),
mUZete pfri startu instance spustit vami definovany skript. Bud' jednoduchy tak, jak to v rdmci labu udélame my (do
16KB kédu), nebo i komplexnéjsi ve formé konfiguracniho disku.

Zlikvidujte predchozi instanci Ubuntu image a vytvorte novou. V prlivodci postupujte Glné stejné jako v pfedchozim
labu, ale dojdéte azZ na zalozku Configuration. Do okénka Customization Script napiste nasledujici skript. Ten vytvori
nového uZivatele fantomas s heslem fantomas.

#!/bin/bash

echo "Nastavuji noveho uzivatele...
useradd fantomas

echo "fantomas:fantomas" | chpasswd
echo "Byl jsem tu ... fantomas"

"

Launch Instance

Select Source Configuration
Flavor

Customization Script (Modified) Script size: 134 bytes (Max: 16Kb)
Networks #!/bin/bash

Security Groups

Key Pair

Configuration

&, Load script from a file

Configuration Drive

Spustte instanci a po té co nabéhne se podivejte do logu. Kliknéte na View Log

Instance Name ¥ Filter & Launch Instance More Actions -
Instance Name  Image Name IP Address  Size Key Pair  Status Availability Task Power Time since Actions
Zone State created
mojeDalsiUbuntu = Ubuntu 14.04 192.168.1.14 milsmall mujKlicek Active nova None  Running 1 minute Create Snapshot | =
i N 2 ; . Associate Floating IP
dalsivM clrres _0'3'3 192.168.23 | m.tiny - Active  nova Mone  Running 4 days, |
x86_64 22 hours Disassociate Floating IP
192.168.1.8 Edit Instance
i - = i Edit s ity G
mojeVM-2 TESIAS Flo_atlng m1_tiny - Active  nova Mene  Running 5 days it Security Groups |
x86_64 1Ps: L
- Console
10.201.0.14 -
mojeVM-1 CULOS,_[_J'S'S_ 192.168.1.7 m1_tiny - Active  nova MNone  Running 5 days Fause Instance |

Zjistili jste pfitomnost Fantomase?
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Instance Details: mojeDalsiUbuntu

Create Snapshot | -

Log Length |35 E View Full Log

Instance Console Log

landscape-client is not configured, please run landscape-config.
Restoring resolver state... [8@a [74G[ OK 1
Cloud-init v. @.7.5 running 'modules:config® at Wed, 18 Nov 2815 ©9:32:52 +@808@. Up 28.46 seconds
4G[ OK ]

r
=2
g
=
=
fun
r

wgdules:final® at Wed, 18 Now 2015 ©@9:32:58 +000@. Up 34.35 seconds.

uzivatele...

vuji noweh
Byl jsem tu ... fantomas

{home/ubunt

shfautherized_keys for user ubuntu++++++++e++

e i

------------ s s

| Options | Comment |

e e

----- BEGIN

1824 1a:ea

:32:78:55 root@mojedalsiubuntu (DSA)

:8f:b2:8e:dc:c5:ea root@mojedalsiubuntu (ECDSA)

2:7a:18 root@mojedalsiubuntu (ED25519)

a5:5e:5b root@mojedalsiubuntu (RSA)

Qui

AEHHW+gcGF7GVOSY

ifaFSMdHE+IncQuOl1Q3EACHBS /kFBwXk

ssh-ed25519 A
ssh-rsa AAAABS
5r5RHCAENNAcTS4MCIy4Wa1MTELINL191 BmMIZ24nXuj4XE4Crgd
Rm4CPqlT7VFI723wR laapgastfHEBLbajs9DtGSZSIES
----- EMD SSH HOST KEY Se====

Cloud-init v. @.7.5 finished at Wed, 18 Nov 2815 @9:32:59 +8B@@. Datasource DataSourcelpensStack [net,ver=2]. Up

CcpImNYXN@AMBE+LIAZSyTVXieecnbliml NaXsc/SFURGAhNLP
wjgE700LcIFiKDjmKoCHbNWOF 38gEHPXe3dLj148rQtDjad

Nzall

orfZv3IsP1009MI4DXVPLYr
QFp root@mojedalsiubuntu

iV

seconds

L
=
&
@

Pfipojte se do konzole a ptihlaste se timto uctem.

Instance Console

f console is not responding to keyboard input: click the grey status bar below. (
To exit the fullscreen mode, click the browser's back button

ud G

to the

ng in with HOME=
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Gratuluji — pravé jste se naucili upravit vysledny OS pfimo pfi vytvareni instance. Timto zplsobem muZete napfiklad
nastavit potfebné parametry pro to, aby se do OS dostala néjaka dalsi sluzba ¢i ndstroj pro sloZitéjsi kroky, jako je
HPE Server Automation, Chef, Puppet apod. MizZete také tfeba nastavit http proxy, nainstalovat néjaky bali¢ek apod.

2.5.3. ,Dotahovani“ VM aneb immutable image

Zakladem této strategie je Uvaha, Ze je riskantni nachdzet se v néjakém mezistavu. Mozna to znate z nékterych svych
¢innosti — nékdy je rychlejsi a jednodussi zacit od zacatku, neZ se pokouset napravit néco, co se vdm nebo nékomu
jinému zrovna nepovedlo. Nékdy to tfeba rychlejsi a jednodussi neni, ale je tu jedna jistota. Pokud vyjdete ze
stejnych startovnich podminek a budete opakovat identicky postup, dojdete ke stejnému vysledku. Aby byla
zajisténa presnost v postupu, bude ho délat robot (ve formé vhodného nastroje). Pokud tedy potfebujete obraz s
nainstalovanymi komponentami jako je web server, aplika¢ni server, knihovny a tak podobné, zacnete ze zakladniho
obrazu s operacnim systémem a pak si stdhnete vSechny potfebné aktualizace a komponenty dle predpisu. Mohl by
to vlastné byt néjaky skript, ale to je strasné Spatné udrzitelné a museli byste pokazdé vymyslet vSechno znova.
Sdhnéte tedy radéji po vhodném nastroji, ktery to udéla prehledné, predvidatelné, spoustu véci vytesi za vas, existuji
k nému rozsahlé knihovny hotovych modulll a pfikladl a idedlné dokonce podporuje metodu desired state (tedy
definujete cilovy stav a na poradi operaci nezalezi).

Co pouzit? Nejstarsi CFEngine bych dnes uZ doporucoval nechat odpocivat, ale mlzete vyzkouset jednoho ze dvou
soupeficich dospélakd — Puppet a Chef. Prvni je napsany v Ruby, zaméruje se na desired state princip (tedy
deklarativni pfistup), na serverech pouziva agenta a je velmi oblibeny. Ten druhy je také v Ruby (a ¢ast v Erlang), ma
fadu zajimavych vychytavek, je spiSe feSen imperativné (vice se podoba programovani) a kromeé konfigurace servert
exceluje i v dalSich zajimavostech (testovani softwaru nebo compliance check). Mozna vas ale zaujmou i mladi, ktefi
na to jdou bez agentl a pro vétsinu lidi jsou jednodussi na seznameni. Tim jsou Ansible a SaltStack, oba napsani v
Python, oba hojné vyuzZivajici nadherné Citelné predpisy (YAML a Jinja Sablony). Ja osobné pro zacatek doporucuji
Ansible, ale pak neni Spatné zkusit tfeba Chef, ktery je velmi rozsifeny (ale vSechno je otazkou osobniho vkusu a
potfeb — v této Ctyfce neudélate chybu). Vice o Ansible a Chef najdete v mém ceském lab guide pro Helion
OpenStack 2.0 (v sekci ke stazeni bude uz brzy, ddm védét). Pokud hledate néco, co si poradi se vSim véetné treba
UNIX systém{ a ma velmi bohatou knihovnu, nabizi GUI, compliance a je zavedené a provérené v enterprise, zkuste
komeréni HPE Server Automation.

Co tedy potrebujete? Pouzivate pouze zakladni image — Okna 2012 R2, Ubuntu 14.04, CentOS 7 a to je tfeba
vsechno. Pak mate ale pfipravené role (recepty, scénafre, ...) pro jednotlivé typy serverl. Potfebujete novou verzi
knihovny, jiné sestaveni vasi aplikace nebo zménu nastaveni? Rozhodné ji neprovedete rucné, ale zadate ji do
predpisu vami vybraného nastroje. Vétsina z nich vdm umozni stejnou sestavu spustit na vasem uz béZicim serveru
(na to existuje krasné slovo — nastroj je idempotentni), protoZe co uz tam je se pouze ovéri, Ze je v poZzadovaném
stavu, a co tam chybi nebo nesedi se opravi. Stejné tak ale miZete vzit plivodni image a vybudovat vSechno znovu
(pokud jde o rychly security patch, mliZe byt fajn to udélat na existujicim VM, ale ve vétsiné pripadl bych volil cestu
vybudovat si vSe znova — ostatné takto stavajici VM viibec nemusite vypinat a omezovat jeji dostupnost pro
uzivatele, az bude druha nahore funkcni, mlzete uZivatele preklopit néjakym mechanismem — pro jednoduchost
zatim feknéme DNS, ale na cloudsvet si povime podstatné lepsi metody).

Tohle si vyzkousite v druhé pokrocilejsi ¢asti labu Helion OpenStack.

2.5.4. Zapouzdrené aplikace aneb immutable server

Dotahovani image je sice vyborné z pohledu opakovatelnosti, dokumentace, prenositelnosti a pIné automatizace, ale
mUze trvat dlouho. Pokazdé musite stahnout hromady balick( (nékdy je dobry ndapad mit lokalni cache), upravit a
nakopirovat spousty soubord, instalovat sluzby. Vsechno sice déla precizni automat, ale zkratit ¢as se mu nemusi
podafit. Pokud by v predpisu byla chyba, je nutné ji zachytit, a protoZo takovy deployment uz ma blizko k Operations
tymu, musi v ném byt potfebné znalosti. Ze vSech téchto divodi se da jit jesté dal a pFipravovat zlaté obrazy, tedy
golden image a immutable server.

Myslenka spociva v tom, Ze vyjdete z pfedchoziho scénare, protoze ten vam dava vsechny prijemné vlastnosti
desired state zplsobu prace. Jeho vysledky ovsem pretavite v hotovy obraz — a samozifejmé automatizované. M(j
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nejoblibenéjsi nastroj je vtomto ohledu jednoznacné Packer (uz brzy si ho vyzkousite v cloudsvét Helion OpenStack
2.0 labu). Packer je jednoucelovy nastroj — stejnych vysledkd dosdhnete i v ramci univerzalnéjsi orchestrace typu HPE
Operation Orchestration Ci jeho open source varianty CloudSlang. Zacinate tim, Ze Packeru predhodite vychozi obraz
s 0S. V predchozim kroku byly nastroje nezavislé na hypervisoru, tady to tak neni — nicméné muzete jednim krokem
a zpUsobem vyrobit obrazy pro rGzné platformy. Do predpisu tedy dame tfeba Debian obraz ve vSphere, OpenStack s
KVM a Amazon AMI —tyto obvykle nemusime vytvaret, existuji uz hotové. Packer pak kazdy tento image spusti v
pfislusném prostredi a provede ,, dotazeni” — shell skript, Ansible, Chef a mnohé dalsi podle vasi chuté. Nésledné z
vysledku udéla novy image a ten pfipravi ke spusténi. Tak napfiklad v OpenStack to funguje tak, Ze Packer si sdm na
pozadi vytvofi instanci vychoziho image, zajisti spusténi dotahovac, pak instanci vypne, udéla z ni novy image, ktery
je v OpenStack k dispozici pro spusténi. Totéz plati pro Amazon nebo vSphere a kromé toho Packer umi i Cisté
QEMU/KVM nebo VirtualBox véetné pfipravy Vagrant boxd. A mimochodem dnes uz podporuje i Docker kontejner,
takZe se stava docela dobrou migracni cestou pro ty, co kromé VM zkousi i kontejnery.

Vysledkem je, Ze provoz ziskdva image s instanci aplikace, kterou staci spustit v poZzadovaném poctu. Je dokonce
mozné v zapouzdreni jit tak daleko, Zze nechate Packer na konci procesu zlikvidovat management pristup do VM, tedy
zakdzat SSH ¢&i RDP. Redeni je velmi spolehlivé, jednoduché pro provozaky a vie se spousti velmi rychle a daji se tak
pouzit vychytavky jako je autoscaling cloud native aplikaci. Je tu ale jedna zména — v pfedchozim pfipadé nam
konfiguracni ndstroj mohl zajistit i aplikacni konfiguraci (tedy sdélit VM s aplikaci kde ma DB a jak se do ni nalogovat).
V tomto scénafi néco takového neni vhodné — nase zlaté obrazy by nemély mit pevné danou konfiguraci v sobé.
Nastaveni a objevovani nodl by tedy mélo byt idealné mimo vlastni obraz. Na to existuji nastroje jako je Etcd,
Consul, Zookeper nebo doozerd — ale o téch jindy. Immutable servery jsou perfektni, ale uz po vas vyzaduji trochu vic
znalosti a premysleni — ale odména je sladka.

Tohle si vyzkousite v druhé pokrocilejsi ¢asti labu Helion OpenStack a nékteré funkce jako je Etcd nebo Consul
v pfipravovaném labu zaméreném na moderni vyvoj aplikaci, kontejnery, Helion Stackato a Helion Development
Platform.

2.6. Objektova storage

Soucdsti projektu OpenStack je implementace objektové storage. BéZzna instalace pouziva pouze zakladni
redundantni variantu a je ur¢ena predevsim pro interni pouZiti samotného OpenStack. Napfiklad veskeré image Ci
zalohy volume se ukladaji pravé sem. Objektovou storage ale mUZete v instalatoru vytvofrit i ve scale-out verzi tieba
na nékolik desitek uzld a vytvorit tak masivni pIné redundantni prostifedek ukladani objektld. Dokonce mizete
nainstalovat Swift bez cloudu (Helion Lifecycle Management podporuje i stand-alone object storage instalaci).
Kapacita i vykon je Cisté zalezitosti poctu nod(, které mohou byt jakykoli server s néjakymi disky. Typické nastaveni
uklada kazdy objekt na tfech riznych mistech a v pfipadé havérie nodu se automaticky celé prostredi
dosynchronizuje zcela bez vypadku, propadu vykonu nebo jakéhokoli manualniho zasahu. Chcete-li napfiklad ukladat
velké soubory, diskové obrazy, zalohy nebo filmy, objektova storage mize byt perfektni volbou. Vézte také, ze rfeseni
si nejen mlzZete sestavit sami s vyuzitim HPE Helion OpenStack, ale existuje i pred pfipravena a odladéna varianta
vybraného vhodného hardware, integrace, navaznosti, OpenStack a finanéniho modelu (aka per pay use) pod
nazvem HPE Helion Content Depot.

Prace s objektovou storage je velmi snadna. V nasem labu vyuzijeme zakladni instalace zamérené na interni pouziti
OpenStackem, ale pokud to nebudete prehanét, mliZzete si pohratis tou. Smyslem je, Ze uploadnete soubor a ziskate
jeho URL, pod kterou ho vidy najdete ... a to je vSechno, velmi jednoduché, extrémné skalovatelné.

Jdéte do zdlozky Object Store, Containers a kliknéte na Create Container
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HP Helion OpenStack®

Project

Compute -
Network v
Object Store ~

Containers

= tomas «

Containers

Displaying 0 items

+ Create Container

No items to display

Displaying 0 items

& tomas

Select a container to browse.

Dejte mu jméno a urcete, jestli je viditelny jen pro vas projekt, nebo bézné dostupny a kliknéte na Create Container

Create Container

Container Name *

mujKentejner

Container Access ™

( Public )

Description:

A container is a storage compartment for your data and
provides a way for you to organize your data. You can
think of a container as a folder in Windows @ ora
directory in UNLX ®. The primary difference between a
container and these other file system concepts is that
containers cannot be nested. You can, however, create
an unlimited number of containers within your account
Data must be stored in a container so you must have
at least one container defined in your account prior to
uploading data

Note: A Public Container will allow anyone with the
Public URL to gain access to your objects in the
container

Cancel Create Container

Velmi brzo bude hotovo a muzZete kliknout na Upload Object

Containers

Object Count: 0
mujKontejner Size: 0 bytes
Access: Public

Displaying 1 item

+ Create Container

View Details | =

Displaying 0 tems

Q + Create Pseudo-folder X Upload Object

Mo items to display.

Zvolte néjaky soubor (méjte prosim ohledy na zdroje v labu, tedy néco rozumné velkého) a nahrajte do objektové
storage kliknutim na Upload Object
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Upload Object To Container: mujKontejner

File
Vybrat soubor | infrastruct...s code. pdf Descriptioﬂ:
Object Name * @ Object: An object is the basic storage entity that
represents a file you store in the OpenStack Object
infrastructure as code.pdf Storage system. When you upload data to OpenStack

Object Storage, the data is stored as-is (no
compression or encryption) and consists of a location
(container), the object’s name, and any metadata
consisting of key/value pairs.

Pseudo-folder: Within a container you can group your
objects into pseudo-folders, which behave similarly to
folders in your desktop operating system, with the
exception that they are virtual collections defined by a
common prefix on the object's name. A slash (/)
character is used as the delimiter for pseudo-folders in
the Object Store.

Cancel Upload Object

Po Uspésném nahrani uvidite objekt (v nasem pripadé application/pdf typ) jako dostupny

Containers
+ Create Container Q + Create Pseudo-folder £ Upload Object
Object Count: 1 . )
mujKontejner Size: 384.3 KB View Details | = infrastructure as code.pdf 384 3 KB Download | «
Access: Public
Displaying 1 item Dizplaying 1 item

Kliknéte na Download a stdhnete si sv(j objekt.

Daleko vic si se Swift objektovou storage pohrajete v druhé pokrocilejsi ¢asti lab guide, stahnéte si
z www.cloudsvet.cz. Co dalSiho umi OpenStack Swift?

2.7.

Samoziejmé prirozené vlastnosti scale-out object storage - velkd horizontdlni Skalovatelnost, pouZiti
komoditniho hardware, vstup a vystup HTTP protokolem atd.

Erasure-coding (v budouci verzi Helion OpenStack) umozriuje misto ukladani celych objektli na nodu a jejich
replikaci k nékolika dalsim vyuZit rozsekani velkého objektu na dilky, ty rozprosttit po nodech a ptidat k nim
kontrolni soucty. Za cenu sniZzeni vykonu a zvySeni latence lze sniZit cenu za UloZny prostor

Rizenf pfistupu k vasim objektim (kdo smi?)

Streamované vkladani, tedy schopnost vkladat objekt aniz by byla dopfedu znama jeho délka

Verzovani zapisu, takze URL vede vidy na nejnovéjsi verzi, ale systém drzi a umozni ziskat ty predchozi

my upload z klienta pfes HTTP POST, tedy webova aplikace dovoluje prohlizeci vzit lokalni soubor a poslat
mo do object storage, nemusi se jit pres web server

asové omezené URL (docasné odkazy)

Casové omezené objekty (sami se odmazou)

Velmi flexibilni storage politiky - da se naptiklad podle uZivatele nebo typu dat preferovat SSD, omezit
fyzikalni umisténi dat na urcity region nebo naopak vynutit celoplanetarni repliku

Multi-regionalni nastaveni (v budouci verzi Helion OpenStack) s read/write affinity (lokalni ¢teni a zapis)

Infrastrukturni Sablony

OpenStack nabizi velmi mocny ndstroj pro tvorbu Sablon a automatizaci celych prostredi. Tak jak znate napfiklad
Sablonu pro VM, ktera zahrnuje operacni systém, velikost RAM apod., Sablona v OpenStack zahrnuje celou
infrastrukturu. Tedy VM, privatni sité a subnety, Floating IP, per-VM firewally, load-balancery, firewally, VPN
pristupy, storage volume, diskové obrazy, pfistupové SSH klice ¢i autokonfiguracni skripty. Kromé toho umi
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orchestrator provadét auto-scale (automatické pridavani a ubirani VM dle zatéze) nebo automatizovat instalaci
aplikaci (instalaéni skripty, vyvolani Ansible nebo Chef apod.).

Iste lini opisovat? Vsechny Sablony najdete také na labServeru v adresari heat-sablony — mliZete si je vypsat (cat
nebo more) a pres schranku kopirovat do GUI.

Pfipojte se do GUI a jdéte na zalozku Orchestration, Stacks a kliknéte na Launch Stack

HP Helion OpenStack® = tomas ~ & tomas -
Project ~ Sta C kS
Compute v Q Praview Stack
Network v
Stack Name Created Updated Status Actions

Object Store >
No items to display

Orchestration Displaying 0 items

Stacks
Resource Types

Identity v

Sablonu mazete zadat pfimo do okna, nebo ji nahrajete ve formé souboru. Obsah $ablony pouzivd YAML strukturu a
pro zacatek bude vypadat takto:

heat template version: 2013-05-23
description: Nase prvni sablona

resources:
sitl:
type: OS::Neutron::Net
properties:
name: stackSitl

subnetl:
type: OS::Neutron::Subnet
properties:
network id: { get resource: sitl }

cidr: 192.168.10.0/24
allocation pools:
- start: 192.168.10.100
end: 192.168.10.200

sitovy port:
type: OS::Neutron::Port

properties:
network id: { get resource: sitl }
fixed ips:
- subnet id: { get resource: subnetl }
prvniVM:
type: OS::Nova::Server
properties:

key name: mujKlic
image: cirros-0.3.4-x86 64
flavor: ml.tiny
networks:
- port: { get resource: sitovy port }

VloZte do okna (nebo pres soubor) a kliknéte na Next
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Select Template

Template Source *

Direct Input

Template Data @

. Description:

Use one of the available template source options to
specify the template to be used in creating this stack

prvniVM
type: OS::MNova::Server
properties;
key_name: mujKlic
image: cirmos-0.3.4-x86_64
flaver m1.tiny
netwarks
- port: { get_resource: sitoyy_port }

N ——

« .

Environment Source

File

Environment File @

Vybrat soubor | Soubor nevybran

Cancel Next

PouZijte néjaké jméno, zadejte heslo a kliknéte na Launch

Launch Stack

Stack Name * @

prvniStack

Creation Timeout (minutes) * @

60

(] Rollback On Failure @

Password for user "tomas” * @

Description:

Create a new stack with the provided values

Pockejte aZ vSechno dobéhne

Stacks

] Stack Name

] prvniStack

Displaying 1 tem

Stacks

| Stack Name

[ | prvniStack

Displaying 1 tem

Q + Launch Stack Preview Stack Check Stacks

Created Updated Status

0 minutes Never

Q + Launch Stack Preview Stack Check Stacks

Created Updated Status

1 minute Never

Kouknéte se do instanci — je tam néco nového?
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Create In Progress

Create Complete

Resume Stacks

Resume Stacks

 Delete Stacks
Actions

Check Stack | -

 Delete Stacks
Actions

Check Stack | =



Instances

Instance Name ¥ Filter & Launch Instance % Terminate Instances Mare Actions «

Key Availability Task Power  Time since

(| Instance Name Image Name IP Address Size Pair Status Zone Rt created Actions
prvniStack-prvniVM- cirros-0.3.4- . - . . .
(B T X86_64 192.168.10.101  m1.tiny mujKlic =~ Active nova None  Running 1 minute Create Snapshot | -
192.168.1.3
. . : ) 9 hours,
O | web-2 webMode Floating IPs: m1small @ - Active  nova MNone  Running A Create Snapshot | -
24 minutes
10.201.0.10
192.168.1.4
) . . ; 9 hours,
O | web-1 webMode Floating IPs: m1small @ - Active  nova MNone  Running A Create Snapshot | -
24 minutes
10.201.0.11
Displaying 3 tems
A co v sitové topologii?
22 Small ==& Normal & Launch Instance + Create Network + Create Router

—

Router

O

Instance

&

Instance

&

Instance

LISYoe)s

FEI0TRILTEL
FTI00L 891 TG
FEI0°L 891 Z6L

Rozkliknéte si ,,stack”, tedy aplikovanou Sablonu. Podivame se, co se o ni miZeme dozvédét. Na prvni zaloZce mate
vizualizaci ndvaznosti. Pro jednoduché Sablony jako je tato mGze byt dobrou pom(ckou (pokud se do ni podivate pfi
prabéhu vytvareni uvidite, jak vam jednotlivé zdroje zelenaji tak, jak je engine vytvari).
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HP Helion OpenStack® = tomas ~ & tomas ~

Stack Details: prvniStack

Project -~
Compute v Check Stack |«
Network ~ Topology Overview Resources Events Template
Object Store v
Orchestration ~ prvniStack
Check Complete
Stacks

Resource Types

Identity ~

V prehledu dostanete zakladni informace.

Topology Qverview Resources Events Template

Stack Overview

Information

Name prvniStack

ID Bca264c3-0aba-d4bbe-afe-9cla3v2ed1fd

Description Nase prvni sablona

Status

Created 3 minutes

Last Updated Never

Status. Check_Complete: Stack CHECK completed successfully. 'CHECK not fully supported (see resources)
Outputs

Stack Parameters

OS::project_id d20fb4c9c0d645b4962484390a3be701
0S::stack_name prvniStack
0S::stack_id 8ca264c3-0aba-dbbe-afe-9c0a3i2edifd

Launch Parameters

Timeout 60 Minutes
Rollback Disabled

Velmi uZite€nd je zalozka, kde jsou vidét zdroje, které v rdmci Sablony vznikly.

Topology Overview Resources Events Template

Stack Resource  Resource Stack Resource Type  Date Updated  Status Status Reason

sit1 50a393f0-75a9-4b05-bc86-5d7ebb61004c 0S::Neutron::Net 6 minutes Check Complete  CHECK not supported for OS::Neutron::Net
subnet1 661830f5-67aa-4df0-93d2-edal51cfab2e 0S::MNeutron::Subnet 6 minutes Check Complete  CHECK not supported for OS::Neutron::Subnet
sitovy_port 1c102cef-942b-46a9-9980-57601ed6dd7c  OS::Neutron::Port 6 minutes Check Complete  CHECK not supported for OS::Neutron::Port
prvniVM BadfbBfa-21f7-4bde-9d73-5edfdb674dc9 0S::Nova::Server 6 minutes Check Complete  state changed

Displaying 4 items

Co se vSechno muselo stat, aby se $ablona aplikovala?
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Topology QOverview Resources Events Template

Stack Resource Resource  Time Since Event Status Status Reason

prvniStack 4 minutes Check Complete Stack CHECK completed successfully. 'CHECK' not fully supported (see resources)
prvniStack 4 minutes Check Complete Stack CHECK completed successfully
prvniViM 4 minutes Check Complete state changed

prvniViv 4 minutes Check In Progress state changed

sitovy_port 4 minutes Check Complete CHECK not supported for OS::Neutron::Port
subnet1 4 minutes Check Complete CHECK not supported for OS::Neutron::Subnet
sit1 4 minutes Check Complete CHECK not supported for OS::Neutron::Net
prvniStack 4 minutes Check In Progress Stack CHECK started

prvniStack 7 minutes Create Complete Stack CREATE completed successfully
prvniViM 7 minutes Create Complete state changed

prvniViM - T minutes Create In Progress state changed

sitovy_port 7 minutes Create Complete state changed

sitovy_port - 7 minutes Create In Progress state changed

subnet1 7 minutes Create Complete state changed

subnet1 - 7 minutes Create In Progress state changed

sit1 7 minutes Create Complete state changed

sit1 - 7 minutes Create In Progress state changed

prvniStack 7 minutes Create In Progress Stack CREATE started

Pienlauinn 17 #ame

A jakou $ablonu to vlastné mame?

Topology Overview Resources Events Template

Stack Template

description: Nase prvni sablona
heat_template_version: "2813-85-23°
resources:
pryni\ViM:
properties:
flavor: ml.timy
image: cirros-@.3.4-x86_64
key_name: mujKlic
networks:
- port: {get_resource: sitovy_port}
type: 05::Nova::Server
sitl:
properties: {name: stack5itl}
type: 05::Neutron::Net
sitovy_port:
properties:
fixed ips:
- subnet_id: {get_resource: subnetl}
network_id: {get_resource: sitl}
type: 0S::Neutron::Port
subnetl:
properties:
allocation_pools:
- {end: 192.168.18.288@, start: 192.168.18.108}
cidr: 192.168.18.8/24
network_id: {get_resource: sitl}
type: 05::Neutron::Subnet

Uz cely stack nechceme? Nemusime mazat jednotlivé zdroje, ale zlikvidujte to rovnou celé.
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Stacks

Q + Launch Stack Preview Stack Check Stacks Suspend Stacks Resume Stacks
Stack Name Created Updated Status Actions
prvniStack 10 minutes MNever Check Complete Check Stack | =
Displaying 1 item Suspend Stack

Resume Stack

Change Stack Template

Sablona miiZe byt interaktivnéjsi a nékteré parametry si nechat zadat uZivatelem a? v okamZiku jejiho deploymentu.
Nasledujici priklad dava moznost definovat typ (velikost/flavor) serveru, ale chceme dat na vybér jen ze dvou
moznosti. Ddle vyuzijeme moznosti formovat vystup, ve kterém predame dal nékteré informace z instalace Sablony,
v nasem pfipadé jakou IP adresu VM dostala (ted se vdm to bude zdat zbytecné, ale aZ se dostaneme k mozZnosti
navazat Sablonu na dalsi operace v Ansiblu nebo jinému nastroji, uvidite, jak je pfedani parametrd dal dllezité).
Pouzijte tuto Sablonu:

heat template version: 2013-05-23
description: Budeme se ptat

parameters:
typ instance:

type: string

label: Typ instance

description: Vyberte si flavor ml.tiny nebo ml.small
constraints:

- allowed values: [ ml.tiny, ml.small ]
description: Pripustne hodnoty jsou ml.tiny nebo ml.small

resources:
sitl:
type: OS::Neutron::Net
properties:
name: stackSitl

subnetl:
type: OS::Neutron::Subnet
properties:
network id: { get resource: sitl }

cidr: 192.168.10.0/24
allocation pools:
- start: 192.168.10.100
end: 192.168.10.200

sitovy port:
type: OS::Neutron::Port

properties:
network id: { get resource: sitl }
fixed ips:
- subnet id: { get resource: subnetl }
prvniVM:
type: OS::Nova::Server
properties:

key name: mujKlic
image: cirros-0.3.4-x86 64

flavor: { get param: typ instance }
networks:
- port: { get resource: sitovy port }
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outputs:
ip instance:
description: IP adresa vysledne instance
value: { get attr: [prvniVM, first address] }

Zalozte tento Stack a kliknéte na Next. VSimnéte si, Ze GUI po nas chce doplnéni nasich parametra.

Launch Stack

Stack Name * @
druhy Stack Description:

Create a new stack with the provided values.
Creation Timeout (minutes) * @

60

[} Rollback On Failure @

Password for user "tomas" * @

Typ instance * @
< | m1.tiny j v

Po nastartovani stacku se podivejte do Overview — najdete tam nas pozadovany vystup.
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Stack Details: druhyStack

Topology Overview Resources Events Template

Stack Overview

Information

Name druhyStack

ID 189cd514-9928-423e-90cT-e4d3f6845095

Description Budeme se ptat

Status

Created 1 minute

Last Updated Mever

Status Create_Complete: Stack CREATE completed successfully

Output

ip_instance IP adresa vysledne instance

192.168.10.101

Stack Parameters

0S::project_id d20fb4c9c0d645b4962484390a3be701
0S8::stack_name druhyStack

08::stack_id 189cd514-9928-423e-90cT-24d376845095
typ_instance m1.tiny

Launch Parameters

Timeout 60 Minutes
Rollback Disabled

Zruste tento stack, zkusime néjake zas o kousek sloZitéjsi. Co pro nasi instanci udélat datovy Volume ve storage a
pfipojit? Takhle bude $ablona vypadat — spustte ji.

heat template version: 2013-05-23
description: Zkusime i volume

parameters:
typ instance:

type: string

label: Typ instance

description: Vyberte si flavor ml.tiny nebo ml.small
constraints:

- allowed values: [ ml.tiny, ml.small ]
description: Pripustne hodnoty Jjsou ml.tiny nebo ml.small

resources:
sitl:
type: OS::Neutron::Net
properties:
name: stackSitl

subnetl:
type: OS::Neutron::Subnet
properties:
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network id: { get resource: sitl }
cidr: 192.168.10.0/24
allocation pools:
- start: 192.168.10.100
end: 192.168.10.200

sitovy port:
type: OS::Neutron::Port
properties:
network id: { get resource: sitl }
fixed ips:
- subnet id: { get resource: subnetl }

prvnivM:

type: OS::Nova::Server

properties:
key name: mujKlic
image: cirros-0.3.4-x86 64
flavor: { get param: typ instance }
networks:

- port: { get resource: sitovy port }

prvnivVolume:
type: 0OS::Cinder::Volume
properties:
size: 1

voll att:
type: 0OS::Cinder::VolumeAttachment
properties:
instance uuid: { get resource: prvniVM }
volume id: { get_ resource: prvniVolume }
mountpoint: /dev/vdb

outputs:
ip instance:
description: IP adresa vysledne instance
value: { get attr: [prvniVM, first address] }

Presvécte se, Ze se Volume vytvofil a pfipojil.

Volumes

Volumes Volume Snapshots Volume Backups
Q + Create Volume = Accept Transfer % Delete Volumes

Availability Bootable

| Name Description Size Status Type Attached To Zone

Encrypted Actions

tretiStack-prvniVolume- . Attached to tretiStack-prvniVM- :
. - 1GB  In- th ; N N Edit Vol -
. mTkxghrjwmov e p2uwcltrdtin on /dev/vdb neva ° ° tvolume

Displaying 1 item

Sma’zte tento stack, zkusime ho déle obohacovat.

Zatim nemame vytvoren router ani pfifazenu Floating IP. Co kdybychom ted' vytvofili novy router a sit do néj pfipojili
a dali nasi prvniVM Floating IP adresu?

sv v

Tohle je nds Ctvrty stack, zkuste ho:
heat template version: 2013-05-23
description: Ted i se sitarinou

parameters:
typ_instance:
type: string
label: Typ instance
description: Vyberte si flavor ml.tiny nebo ml.small
constraints:
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- allowed values: [ ml.tiny, ml.small ]
description: Pripustne hodnoty jsou ml.tiny nebo ml.small

resources:
sitl:
type: OS::Neutron::Net
properties:
name: stackSitl

subnetl:

type: OS::Neutron::Subnet
properties:

network id: { get resource: sitl }

cidr: 192.168.10.0/24

allocation pools:

- start: 192.168.10.100
end: 192.168.10.200

stackRouter:
type: OS::Neutron::Router
properties:
external gateway info:
network: ext-net

stackRouter interface:
type: OS::Neutron::RouterInterface
properties:
router id: { get resource: stackRouter }
subnet id: { get resource: subnetl }

sitovy port:
type: OS::Neutron::Port
properties:
network id: { get resource: sitl }
fixed ips:
- subnet id: { get resource: subnetl }

prvniVvM floating ip:
type: OS::Neutron::FloatingIP
properties:
floating network: ext-net
port id: { get resource: sitovy port }

prvnivM:

type: OS::Nova::Server

properties:
key name: mujKlic
image: cirros-0.3.4-x86_64
flavor: { get param: typ instance }
networks:

- port: { get resource: sitovy port }

prvniVolume:
type: OS::Cinder::Volume
properties:
size: 1

voll att:
type: 0S::Cinder::VolumeAttachment
properties:
instance uuid: { get resource: prvniVM }
volume id: { get_resource: prvniVolume }
mountpoint: /dev/vdb

outputs:
ip_instance:
description: IP adresa vysledne instance
value: { get attr: [prvniVM, first address] }
float_ip_instance:
description: Venkovni IP adresa vysledne instance
value: { get attr: [prvniVM floating ip, floating ip address] }

Ovérte vysledek v topologii a vystupech.
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@ ctvrtyStack-stackRouter-xdidagclunbr
chvrtySta ’ 546362d7-2f70-4ea1-83e2-TabeactfINf
ACTIVE
Router o
@ Interfaces + Add Interface
c9bcO9af46 . 192.168.10.1 router_interface_distributed ACTIVE
Router gateway1712... None None
» View Router Details Delete Router
=]
- &
=]
i Instance
=4
Lope
Instance
Instance
= - 3
= = o
H 2 2
= = '
I = s
= [ ]
B R 2
Outputs
float_ip_instance Venkovni IP adresa vysledne instance
10.201.0.14
ip_instance IP adresa vysledne instance

192.168.10.101

Smatzte i nas Ctvrty stack.

Jdeme do finale (alespori co se tohoto labu ty¢e — k orchestraénim Sablonam se vratime i v druhém pokrocilém dile
lab guide Helion OpenStack). Vytvofme ted dalsi sit s web servery, tyto spustime, pfiddme k nim Security group
povolujici web provoz, vytvofime load-balancer, ktery bude rozdélovat jejich zatéz a balanceru dame Floating IP. Ve
verzi Helion OpenStack 2.0 v nasem labu vam jesté Sablona spustit nepUjde (nepodporuje zatim LBaaSv2, pouze
starsi verzi) — nicméné v pozdéjsich aktualizacich uz to mozné bude.

heat template version: 2013-05-23
description: Webova farma

parameters:
typ_instance:

type: string

label: Typ instance

description: Vyberte si flavor ml.tiny nebo ml.small
constraints:

- allowed values: [ ml.tiny, ml.small ]
description: Pripustne hodnoty Jjsou ml.tiny nebo ml.small

resources:
sitl:
type: OS::Neutron::Net
properties:
name: stackSitl

subnetl:

type: OS::Neutron::Subnet
properties:

network id: { get resource: sitl }

cidr: 192.168.10.0/24

allocation pools:

- start: 192.168.10.100
end: 192.168.10.200

stackRouter:
type: OS::Neutron::Router

80|HPE Helion OpenStack



properties:
external gateway info:
network: ext-net

stackRouter interface:
type: OS::Neutron::RouterInterface
properties:
router id: { get resource: stackRouter }
subnet id: { get resource: subnetl }

sitovy port:
type: OS::Neutron::Port
properties:
network id: { get resource: sitl }
fixed ips:
- subnet id: { get resource: subnetl }

prvnivM floating ip:
type: OS::Neutron::FloatingIP
properties:
floating network: ext-net
port id: { get resource: sitovy port }

prvnivM:

type: OS::Nova::Server

properties:
key name: mujKlic
image: cirros-0.3.4-x86 64
flavor: { get param: typ instance }
networks:

- port: { get resource: sitovy port }

prvnivVolume:
type: 0S::Cinder::Volume
properties:
size: 1

voll att:
type: OS::Cinder::VolumeAttachment
properties:
instance uuid: { get resource: prvniVM }
volume id: { get resource: prvnivVolume }
mountpoint: /dev/vdb

web security group:
type: OS::Neutron::SecurityGroup
properties:
description: Webovy pristup
name: web-SG
rules:
- remote ip prefix: 0.0.0.0/0
protocol: tcp
port range min: 80
port range max: 80
- remote ip prefix: 0.0.0.0/0
protocol: icmp

web sit:
type: OS::Neutron::Net
properties:
name: webSit

web_subnet:
type: OS::Neutron::Subnet
properties:
network id: { get resource: web sit }
cidr: 192.168.20.0/24
allocation pools:
- start: 192.168.20.100
end: 192.168.20.200

stackRouter interface2:
type: OS::Neutron::RouterInterface
properties:
router id: { get resource: stackRouter }
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subnet id: { get resource: web_ subnet }

webVM1_interface:
type: OS::Neutron::Port
properties:
network id: { get resource: web sit }
fixed ips:
- subnet id: { get resource: web subnet }
security groups: [{ get resource: web security group }]

webVM2_interface:
type: OS::Neutron::Port
properties:
network id: { get resource: web sit }
fixed ips:
- subnet id: { get resource: web subnet }

security groups: [{ get resource: web security group }]
webVM1 :
type: OS::Nova::Server
properties:

key name: mujKlic
image: webNode
flavor: ml.small

networks:
- port: { get resource: webVMl interface }

webVM2 :
type: OS::Nova::Server
properties:

key name: mujKlic
image: webNode
flavor: ml.small

networks:
- port: { get resource: webVM2 interface }

health:
type: OS::Neutron::HealthMonitor
properties:
type: HTTP
delay: 1
max retries: 1
timeout: 1

pool:
type: OS::Neutron::Pool
properties:

1b_method: ROUND ROBIN
protocol: HTTP
subnet id: {get resource: web subnet}
monitors: [{get resource: health}]
vip:

protocol port: 80

1b_member webVM1:
type: 0OS::Neutron::PoolMember

properties:
pool id: {get resource: pool}
address: {get attr: [webVMl, first address]}

protocol port: 80

1b member webVM2:
type: 0OS::Neutron::PoolMember

properties:
pool id: {get resource: pool}
address: {get attr: [webVM2, first address]}

protocol port: 80

balancer:
type: OS::Neutron::LoadBalancer

properties:
protocol port: 80
pool id: {get resource: pool}

balancer floating:
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type: OS::Neutron::FloatingIP
properties:

floating network: ext-net
port id: {get attr: [pool, vip, port id]}

outputs:
ip instance:
description: IP adresa vysledne instance
value: { get attr: [prvniVM, first address] }

float ip instance:

description: Venkovni IP adresa vysledne instance

value: { get attr: [prvniVM floating ip, floating ip address] }
float ip 1b:

description: Virtualni IP balanceru

value: { get attr: [balancer floating, floating ip address] }

Podafrilo se nam vytvofit uz docela komplikovanou Sablonu a na tomto misté v zakladnim lab guide skonéime.
Pokracovat budeme v druhém pokrocilejSim labu, kde budeme iniciovat i instalaci a konfiguraci VM v ramci Sablony.

Co tedy OpenStack orchestrace (komponenta Heat) umi?

2.8.

Uz drive jsme si vyzkouseli, Ze Sablona miZe zahrnovat mnoho vstupnich parametrd, takZze dokument muze
byt pomérné univerzalni a pfi pouZiti Sablony si ji uzivatel doladi dle redlnych potreb

Sablona je v jednoduchém textovém formatu a sama o sobé& miiZe slouzit jako dokumentace (Infrastructure
as code)

Jednoduchy textovy format mlzete prohnat libovolnym versioning systémem jako je tfeba Git a snadno
zjistite rozdily mezi verzemi Sablony a udrZujete prehled o tom kdo jaké zmény provedl|

Kromé vyzkousenych véci mizZete pouzivat konfiguracni skripty — k tomu se jesté pozdéji dostaneme

Vysledkem muze byt predani parametra do dalSiho systému, napfiklad néco, co zajisti konfiguraci OS a
instalaci aplikace (Ansible, Chef, ...)

Heat Sablony podporuji automatické skalovani

Ukonceni této casti labu

Pohrali jsme si, pojdme ted uvolnit alokované zdroje, pfedevsim béZici instance a volume. Provedte prosim
nasledujici kroky:

NouhkwnNpe

Terminujte béZici instance

Smazte volume backupy a snapshoty

Smazte volume

Pokud jste vloZili néco do objektové storage, zruste to véetné kontejneru
Kliknéte na router a zruste jeho interfacy

Zruste router

Zruste vami vytvorené sité

Uff, nebylo to lepsi délat néjakym chytiejsim skriptem? No jasné a nejen proto pokracujte do druhé ¢asti labu,
tentokrat pro pokrocilé. Stahujte na www.cloudsvet.cz.
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3. Shrnuti a zaver

Pravé jste dokondili prvni ¢ast labu zamérenou na uzivatelskou zkusenost v HPE Helion OpenStack. Vyzkouseli jste si
na vlastni k(izi jak je mozné orchestrovat celé prostredi a ziskavat infrastrukturu na zavolani, tedy laaS. Ukazali jsme
si jak pracovat s compute, storage a networking zdroji, jak vytvaret a pouzivat image a snapshoty, jak orchestrovat
ovladani hypervisord, StoreVirtual VSA a dalSich komponent.

Pokud se povaZujete za pouceny sales, technicky sales nebo presales na ne-automatizacni oblasti, je pro vas Uroven
detailu v tomto labu moznd tak akorat. Pro solution architekty, pfemyslivce a automatizatory je zamérena druha c¢ast
labu, kde ochutnate mnoho dalSich modernich technologii a postupu:

e  Zrychlite svoji praci diky pouziti standardniho OpenStack CLI

e Naucite se pracovat s OpenStack APl a psat vlastni orchestracni aplikace

e Naucite se instalovat OS balicky a aplikace s Ansible, Chef a HPE Server Automation
e Budeme budovat immutable server s Packer nejen pro OpenStack

V planu mame lab guidy i na dalsi oblasti jako jsou:

e Orchestrace celého prostredi, spojeni nového a tradicni IT a vytvareni servisniho katalogu s HP Cloud Service
Automation

e Open source orchestrator CloudSlang a jeho komercni varianta (HPE Operation Orchestration)

e Moderni vyvoj aplikaci v PaaS s HPE Helion Development Platform a Stackato

@)

O
O
O

Kontejnery pod kapotou Paa$
Databaze jako sluzba

Message-queue jako sluzba

CI/CD integrace s Helion Cloud Engine

Pro implementdatory pak pfipravujeme jesté dalsi ¢ast zamérenou na instalaci a administraci automatizovaného

prostiedi.

Gratuluji k absolvovani této prochazky svétem automatizace s HPE Helion OpenStack ! Mnoho zdaru v praxi a
stahnéte si dalsi dil tohoto lab guide pro pokrocilé.

Tomas Kubica, Enterprise architect

www.cloudsvet.cz
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4. Dalsi zdroje

Blog o novém IT a nejnovéjsi verze téchto lab guide:

www.cloudsvet.cz

Helion dokumentace je webova a ¢asto aktulizovana, idealni primarni zdroj informaci:

http://docs.hpcloud.com/

HP nadstavby jako je Cloud Service Automation, Server Automation nebo Executive Scorecard:

http://www.hpe.com/software

Open source projekty:

http://www.openstack.org/

http://cloudfoundry.org/
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