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1. OpenStack Neutron

Popis, funkce, ¢asti systému

2. Privodce Zivotem paketu

2.1.  Znalost vs. troubleshooting

Castd otazka sitafdl pfi seznamovani s OpenStack je: ,,Co se tam déje a jak to troubleshootovat?“. Tfeba
se nechcete spokojit s tim, Ze to néjak magicky funguje. Nejsou to kouzla, vse je velmi chytré, ale uvnitf
docela sloZité. Jesté, nez zacnete Cist dal, chci navrhnout nasledujici pfimér. Uvnitf sitového prvku, ktery
béZné pouZivate, se toho déje opravdu hodné — mnoho rliznych zdroja a tabulek, velmi slozita pipeline,
kominace hardwarovych komponent s odliSnymi vlasnostmi (hash tabulky, BCAM, TCAM, LPM, parsery,
meta-data, modifikatory, replikdtory, ...). Niz z toho vam ale vyrobce nechce ukazat. Mate pro
troubleshooting mnoho informaci, ale do nejhlubsi skutec¢nosti se podivat nemuzete.

OpenStack Neutron v Helion OpenStack tohle umozZiuje. Podivame se spolecné jak to funguje
doopravdy. Neméjte to za nadmérné slozité — jde jen o to, Ze skutec¢nost mizZete vidét, u klasického
prvku ne. Neni nutné pfi troubleshootingu znat aZ takovou uroven detailu. Bohaté postaci védét jak
zachytit pakety, pres jaké vSwitche ma co prochdzet a jak se to zabaluje do VXLAN. MoZna ale chcete
znat vic, treba jak funguji rizné tabulky v pipeline... nékdy se to mlze hodit.

2.2.  Sbér udajl pro troubleshooting

Jak pro hrani si tak pro troubleshootig redlného problému je vidy dobré zacit sesbirdnim potfebnych
informaci. Identifikatory problematickych ¢asti systému (instance, compute node), MAC a IP adresy,
rGzna ID jako je tenant ID, instance ID a tak podobné.

Zjistime si tenant ID pro nas projekt

keystone tenant—get mujprojekt
: :
Property | Value

:

|

| description |
\ enabled
|

|

:

| True
id | baa7096fel1d54571900¢3758397e0939
name | mujprojekt
i

+

v v,

Na jakych fyzickych nodech béZi instance tohoto projektu a jaké ma lokalni jméno?

nova list ——all-tenants 1 ——tenant baa7096feld54571900c3758397e0939 ——fields name, OS-EXT-SRV-ATTR:host, OS-EXT-SRV-ATTR: instance name

1D | Name 0S-EXT-SRV-ATTR: Host | OS-EXT-SRV-ATTR: Instance Name
eb347271-dc5a—46¢f-9150-0a7defffc6dl | instance—1 | overcloud-novacomputeO-v1i5de2egecg instance—0000010d
70d0662f-9c69-4d0b-99¢e7-2dde4e0494e8 | instance—2 | overcloud-novacomputeO-v1i5de2e instance—0000010e

€1975422-a543-4ce4-be36-bcel91816161 | instance—3 | overcloud-novacomputeO-vli5de2egecg | instance—0000010f

+ + t +

Budeme se chtit podivat pfimo dovnitf compute node, zjistéme si jeho IP adresu

nova hypervisor—list

| ID | Hypervisor hostname |

|
}
[ 1 overcloud—novacomputeO-vlibde2egecg. novalocal
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2 | overcloud-novacomputel-c4ia2;jfbd75d. novalocal

4 y L
t + +

nova hypervisor—show overcloud—novacompute0-vlibsde2egecg. novalocal | grep host ip
| host ip 10.0. 10. 14

Nalogujte se do tohoto compute node z mista, kde mate certifikat, tedy naptiklad ze seed VM.

root@Linux: # ssh heat-admin@10. 0. 10. 14
Linux overcloud—novacomputeO-vlibde2egecg 3. 14.29-4-amd64-hlinux #hlinuxl SMP Mon Feb 9 20:32:22 UTC 2015 x86 64

The programs included with the hLinux system are free software; the exact
license terms for each program are described in the individual files in
/usr/share/doc/*/copyright

Last login: Mon May 4 13:31:09 2015 from 10. 0. 10. 2

$ sudo -i

root@overcloud-novacomputeO-v1ibde2egecg: #

MuZeme se podivat na bézici VM.

root@overcloud-novacompute0-vli5sde2egecg: # virsh list

Id Name State

5 instance—00000055 running
6 instance—00000056 running
74 instance—000000bd running
79 instance—000000c8 running
96 instance—000000e2 running
104 instance—000000eb running
105  instance—000000ed running
106  instance—000000ee running
107 instance—000000ef running
124 instance—00000108 running
125 instance—00000109 running
126 instance—0000010a running
127 instance—0000010b running
128 instance—0000010c running
129  instance—-0000010d running
130  instance—0000010f running
131 instance—0000010e running

Nas ale zajima konkrétné prvni z nasich VM, tedy jak jsme zjistili s lokdInim nazvem instance-0000010d.
VypiSeme si vSechny informace — pro Usporu mista na tomto papife pouZiji grep pro identifikaci té
pasaze, ktera je pro nas podstatna.

root@overcloud-novacompute0-vlibde2egecg: # virsh dumpxml instance—0000010d | grep —A 7 “<interface”
{interface type= bridge’ >
<mac address= fa:16:3e:21:cf:75 />
{source bridge=" qbr425fe781-d3’ />
{target dev=" tap425fe781-d3’ />
<model type= virtio />
<alias name=" net0’ />
{address type= pci’ domain="0x0000" bus="0x00" slot="0x03" function= 0x0 />
{/interface>

Zajima nas predevsim tap interface a také bridge.

Pfipojte se do nasi instance-1, zkontrolujeme IP adresu a zacneme ping na instance-2.
debian@instance-1:"$ ip a

1: lo: <LOOPBACK, UP, LOWER UP> mtu 16436 qdisc noqueue state UNKNOWN

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
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inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: eth0: <BROADCAST, MULTICAST, UP, LOWER UP> mtu 1400 qdisc pfifo fast state UP gqlen 1000
link/ether fa:16:3e:21:cf:75 brd ff:ff:ff:ff:ff:ff
inet 192.168.10.8/24 brd 192.168. 10. 255 scope global ethO
inet6 fe80::f816:3eff:fe2l:cf75/64 scope link
valid 1ft forever preferred 1ft forever
debian@instance-1:"$ ping 192. 168.10.9
PING 192.168.10.9 (192.168.10.9) 56(84) bytes of data.
64 bytes from 192.168.10.9: icmp req=1 ttl=64 time=1.58 ms
64 bytes from 192.168.10.9: icmp req=2 tt1=64 time=0.713 ms
64 bytes from 192.168.10.9: icmp req=3 tt1=64 time=0.616 ms

2.3.  Komunikace mezi VM ve stejné siti na stejném compute node (east-west)

Komunikace mezi VM ve stejné siti na stejném compute node & fetion

Bridge _ Bridge
(iptables) (iptables)

Table 0 — forward normal

br-int

2.3.1. Pakety odchazejici z VM
Informace mame poshanéné, zacneme kontrolovat cestu paketu. Nejprve se tedy podivejme pfimo na
tap interface nasi VM zda vidime ICMP provoz.

root@overcloud-novacompute0-vlibde2egecg: # tcpdump icmp —e —i tap425fe781-d3

tepdump: verbose output suppressed, use —v or -vv for full protocol decode

listening on tap425fe781-d3, link—type ENIOMB (Ethernet), capture size 262144 bytes

09:30:34. 286689 fa:16:3e:21:cf:75 (oui Unknown) > fa:16:3e:fd:7f:88 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.8 > 192. 168. 10.9: ICMP echo request, id 2290, seq 102, length 64

09:30:34. 287081 fa:16:3e:fd:7f:88 (oui Unknown) > fa:16:3e:21:cf:75 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.9 > 192.168.10.8: ICMP echo reply, id 2290, seq 102, length 64

09:30:35. 286849 fa:16:3e:21:¢cf:75 (oui Unknown) > fa:16:3e:fd:7f:88 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.8 > 192.168.10.9: ICMP echo request, id 2290, seq 103, length 64

09:30:35. 287227 fa:16:3e:fd:7f:88 (oui Unknown) > fa:16:3e:21:cf:75 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.9 > 192.168.10.8: ICMP echo reply, id 2290, seq 103, length 64

09:30:36. 286817 fa:16:3e:21:¢f:75 (oui Unknown) > fa:16:3e:fd:7f:88 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.8 > 192.168.10.9: ICMP echo request, id 2290, seq 104, length 64

09:30:36. 287229 fa:16:3e:fd:7f:88 (oui Unknown) > fa:16:3e:21:cf:75 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.9 > 192.168.10.8: ICMP echo reply, id 2290, seq 104, length 64

09:30:37. 286772 fa:16:3e:21:¢f:75 (oui Unknown) > fa:16:3e:fd:7f:88 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.8 > 192.168.10.9: ICMP echo request, id 2290, seq 105, length 64

Vyborné, to se zda byt v poradku.
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2.3.2. Aplikace Security Group
Vypisme si vSechna iptables chain tykajici se naseho VM interface:

root@overcloud-novacomputeO-vli5de2egecg: # iptables list-rules | grep tap425fe781-d3
A neutron-openvswi—-FORWARD -m physdev physdev-out tap425fe781-d3 —-physdev-is—bridged —j neutron-openvswi-sg-chain

—A neutron—openvswi—-FORWARD —m physdev ——physdev—in tap425fe781-d3 ——physdev-is—bridged —j neutron—openvswi—sg—chain
—A neutron—openvswi—INPUT —m physdev ——physdev—in tap425fe781-d3 ——physdev—-is—bridged —j neutron—openvswi-0425fe781—-d
—A neutron—openvswi—sg—chain —m physdev —physdev—out tap425fe781-d3 ——physdev-is—bridged —j neutron-openvswi—i425fe781-d
neutron-openvswi—-sg-chain —m physdev ——physdev-in tap425fe781-d3 ——physdev-is—bridged —j neutron-openvswi—0425fe781-d

=

Tim jsme nasli vstupni (neutron-openvswi-i425fe781-d) a vystupni (neutron-openvswi-0425fe781-d)
fetézec pravidel. Mlzeme si je vypsat:

root@overcloud-novacomputeO-vli5de2egecg: # iptables list neutron-openvswi-1425fe781-d -v -n
Chain neutron-openvswi-i425fe781-d (1 references)
pkts bytes target prot opt in out source destination

0 0 DROP all — = * 0.0.0.0/0 0.0.0.0/0 state INVALID

15176 1012K RETURN all — = * 0.0.0.0/0 0.0.0.0/0 state RELATED, ESTABLISHED
0 0 RETURN udp — * * 192.168. 10. 3 0.0.0.0/0 udp spt:67 dpt:68
0 0 RETURN all — = * 0.0.0.0/0 0.0.0.0/0 match—set IPv4b9eafOcf-e8b2-41f1-9 src
0 0 RETURN tep — % * 0.0.0.0/0 0.0.0.0/0 tep dpt:80
0 0 RETURN icmp — % * 0.0.0.0/0 0.0.0.0/0
0 0 RETURN tep —— % * 0.0.0.0/0 0.0.0.0/0 tep dpt:22
0 0 RETURN all — = * 0.0.0.0/0 0.0.0.0/0 match—set [Pv4ea62d680-0c24-4f60-9 src
2 656 neutron-openvswi-sg-fallback all — * * 0.0.0.0/0 0.0.0.0/0

root@overcloud-novacompute0-vlibde2egecg: # iptables ——1ist neutron—openvswi-0425fe781-d —v —n
Chain neutron—openvswi—-0425fe781-d (2 references)

pkts bytes target prot opt in out source destination
5733 1801K RETURN udp — * * 0.0.0.0/0 0.0.0.0/0 udp spt:68 dpt:67
378K  42M neutron-openvswi-s425fe781-d all — =* * 0.0.0.0/0 0.0.0.0/0
0 0 DROP udp — * * 0.0.0.0/0 0.0.0.0/0 udp spt:67 dpt:68
0 0 DROP all — % * 0.0.0.0/0 0.0.0.0/0 state INVALID
377K 42M RETURN all — = * 0.0.0.0/0 0.0.0.0/0 state RELATED, ESTABLISHED
278 19184 RETURN all — = * 0.0.0.0/0 0.0.0.0/0
500 42000 neutron-openvswi-sg—fallback all — 3 * 0.0.0.0/0 0.0.0.0/0

Vsimnéte si povoleného ICMP, SSH a web tak, jak to obsahuje nase security group v Helion OpenStack.
Dalsi zajimavost je explicitni povoleni jen jednoho konkrétniho DHCP serveru (to je ten, ktery patfi
k Neutron implementaci a zajiStuje distribuci adres — neopravnéné DHCP servery tak nebudou fungovat).

2.3.3. Provoz po aplikaci Security Group
Jméno bridge, do kterého vede tap interface uz jsme zjistili dfive. Ted nds bude zajimat spojnice mezi
timto mostem a jeho napojenim do OpenvSwitch. Tento interface najdeme snadno:

root@overcloud—-novacomputeO-vli5sde2egecg: # bretl show qbr425fe781-d3

bridge name bridge id STP enabled interfaces

qbr425fe781-d3 8000. cala7962d69c no qvb425fe781-d3
tap425fe781-d3

Na gvb interface uz uvidite provoz po zpracovani Security Group — pokud tato tedy provoz blokuje, na

tap interface ho uvidite, na gvb ne. V nasem pfipadé je ICMP povoleno (ale miZete experimentovat s
rlznym nastavenim, pokud chcete).

root@overcloud-novacompute0-vlibde2egecg: # tcpdump icmp —e —i qvb425fe781-d3

tepdump: verbose output suppressed, use —v or —vv for full protocol decode

listening on qvb425fe781-d3, link-type EN1OMB (Ethernet), capture size 262144 bytes

10:47:34. 466519 fa:16:3e:21:cf:75 (oui Unknown) > fa:16:3e:fd:7f:88 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192. 168.10.8 > 192. 168.10.9: ICMP echo request, id 2296, seq 504, length 64
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10:47:34. 466804 fa:16:3e:fd:7f:88 (oui Unknown) > fa:16:3e:21:cf:75 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.9 > 192.168.10.8: ICMP echo reply, id 2296, seq 504, length 64

10:47:35. 466540 fa:16:3e:21:cf:75 (oui Unknown) > fa:16:3e:fd:7f:88 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.8 > 192.168.10.9: ICMP echo request, id 2296, seq 505, length 64

10:47:35. 466782 fa:16:3e:fd:7f:88 (oui Unknown) > fa:16:3e:21:cf:75 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.9 > 192.168.10.8: ICMP echo reply, id 2296, seq 505, length 64

2.3.4. Vstup do vSwitch br-int

Zatim jsme dosli k portu vystupujicimu z prvniho bridge (ktery je tam kvali implementaci security group).
Tento port je ve spojnici sméfujici do vSwitche — druhy konec této spojnice poznate snadno — ma stejné
jméno, ale misto ,,qvb“ obsahuje ,,qvo”. Do kterého vSwitch tedy vstupuje?
root@overcloud-novacompute0-v1i5de2egecg: # ovs—vsct]l port—to—br qvo425fe781-d3

br-int

To je dle ocekavani — br-int je uréen pravé na spojeni vSech VM. Jak je lokdlné zajisténa izolace
jednotlivych siti a tenantl (pfipominam, Ze stale jsme na L2)? Je to feSeno pres VLAN tagy, které jsou
automaticky prirazovany Neutron komponentou v OpenStack. Maji pouze lokalni vyznam, nikdy se
nepublikuji kamkoli do okolni svéta, nikdy se neobjevi v paketu. Jaky tag je pfifazen naSemu portu?

root@overcloud-novacomputeO-vli5de2egecg: # ovs—vsctl show | grep —A3 qvo425fe781-d3

Port “qvo425fe781-d3”
tag: 69
Interface “qvo425fe781-d3”

Je to VLAN 69 — VM je tedy napojena do portu typu access ve VLAN 69.

Ted mizeme zkoumat vSwitch tabulky. Kazdy port ma néjaky identifikator (podobné jako ve fyzickém
prvku je description, kterd je informativni, rozhodujici je identifikator). Nejprve zjistime Cislo portu, do
kterého vstupuje nase VM:

root@overcloud-novacompute0-vlisde2egecg: # ovs—ofctl show br—int | grep qvo425fe781-d3

211 (qvo425fe781-d3) : addr:da:04:37:a2:8a:f6
Je to tedy 211. Pokud pfichazi provoz z tohoto specifického portu, mame v prvku néjaka pravidla?
MuUZeme si je vypsat, ale v tuto chvili nas zajimaji jen prvni tfi.
root@vercloud-novacompute0-vlibde2egecg: # ovs—ofctl dump—flows br-int
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=2915201.181s, table=0, n packets=2, n bytes=220, idle age=65534, hard age=65534
priority=2, in port=87,dl src=fa:16:3f:5d:a5:3f actions=resubmit(, 1)

cookie=0x0, duration=2915201.371s, table=0, n packets=1660, n bytes=168645, idle age=65534, hard age=65534,
priority=2, in port=87,dl src=fa:16:3f:4d:1f:fb actions=resubmit(, 1)

cookie=0x0, duration=2915201.488s, table=0, n packets=42131982, n bytes=5726840859, idle age=0, hard age=65534,
priority=1 actions=NORMAL
To co délaji prvni dva se tyka smérovani a to zatim nefesime — z predchoziho tcpdump je zfejmé, ze
cilovd MAC adresa byla fa:16:3e:fd:7f:88. Ta se neshoduje s Zaddnou v prvnich pravidlech, takze prijde ke
slovu to tfeti —a to fika, Ze se ma prvek pouzit klasicky switching. Jaka je tedy MAC forwarding tabulka
v nasi interni VLAN?

root@overcloud-novacomputeO-vlibde2egecg: # ovs—appctl fdb/show br-int
port VLAN MAC Age

211 69 fa:16:3e:21:cf:75 0
212 69 fa:16:3e:07:de:20 0

215 69 fa:16:3e:fd:7f:88 0
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Je tedy zfejmé, Ze cilovda MAC nasich paketl (tedy nase druha VM) je pro switch znama a provoz odejde
portem 215. Timto jsme se dostali do poloviny cesty, nic dalSiho uZ se dit nebude — routing neni pottreba
a cil je pfimo ve stejném compute node ve stejné siti, takZe staci jen doskakat do cilové VM.

2.3.5. Konec cesty
Obratime ted' proces zkoumani a dojdeme do cile.

Jaké je jméno odchoziho portu 215?

root@overcloud-novacomputeO-vlibde2egecg: # ovs—ofctl show br-int | grep 215
215 (qvoaeeeOc10-2e) : addr:3a:0e:d4:c7:73:12

Protikus pred vstupem do bridge pro implementaci Security Group je tedy qvbaeeeOc10-2e. MlizZeme se
podivat na provoz.

root@overcloud-novacompute0-vlibde2egecg: # tepdump icmp —e —i qvbaeeeOcl0-2e

tepdump: verbose output suppressed, use -v or —vv for full protocol decode

listening on qvbaeeeOcl10-2e, link—type EN1OMB (Ethernet), capture size 262144 bytes

18:07:45. 246766 fa:16:3e:21:cf:75 (oui Unknown) > fa:16:3e:fd:7f:88 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.8 > 192.168.10.9: ICMP echo request, id 2341, seq 255, length 64

18:07:45. 247053 fa:16:3e:fd:7f:88 (oui Unknown) > fa:16:3e:21:cf:75 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.9 > 192.168.10.8: ICMP echo reply, id 2341, seq 255, length 64

18:07:46. 246789 fa:16:3e:21:cf:75 (oui Unknown) > fa:16:3e:fd:7f:88 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.8 > 192.168.10.9: ICMP echo request, id 2341, seq 256, length 64

18:07:46. 247032 fa:16:3e:fd:7f:88 (oui Unknown) > fa:16:3e:21:cf:75 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.9 > 192.168.10.8: ICMP echo reply, id 2341, seq 256, length 64

Na zavér si zjistime jesté tap interface samotné cilové VM a udélame dalsi packet trace.

root@overcloud-novacompute0-vlibsde2egecg: # bretl show | grep —Al qvbaeeeOcl0-2e

gbraeeeOcl10-2e 8000. 6ec9629da982 no qvbaeeeOc10—2e
tapaeeeOc10—2e
root@overcloud—novacompute0-vli5sde2egecg: # tepdump icmp —e —i tapaeeeOcl0-2e

tepdump: verbose output suppressed, use —v or —vv for full protocol decode

listening on tapaeeeOcl0-2e, link-type EN1OMB (Ethernet), capture size 262144 bytes

18:10:23. 246867 fa:16:3e:21:cf:75 (oui Unknown) > fa:16:3e:fd:7f:88 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.8 > 192.168.10.9: ICMP echo request, id 2341, seq 413, length 64

18:10:23. 247049 fa:16:3e:fd:7f:88 (oui Unknown) > fa:16:3e:21:cf:75 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.9 > 192.168.10.8: ICMP echo reply, id 2341, seq 413, length 64

18:10:24. 246815 fa:16:3e:21:¢cf:75 (oui Unknown) > fa:16:3e:fd:7f:88 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.8 > 192.168.10.9: ICMP echo request, id 2341, seq 414, length 64

18:10:24. 247005 fa:16:3e:fd:7f:88 (oui Unknown) > fa:16:3e:21:cf:75 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.9 > 192.168.10.8: ICMP echo reply, id 2341, seq 414, length 64
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2.4.  Komunikace mezi VM ve stejné siti na odliSnych compute node (east-west)
Komunikace mezi VM ve stejné siti na odliSnych compute node & Coti
Helion

Bridge Bridge

(iptables) (iptables)

br-int

Table 0: Table O:
L forward to br-tun forwa NORMAL
P , br-tun —
Table 0: From VM? Table 10: Learn, send to br-int

Table 1: Routed? Table 9: Routed?

Table 2: Unicast? Table 4- Add VLAN based on UNI

: Lookup, strip underlay " 7
L vlan and tunnel Table 0: From tunnel? @

Vyjdeme z pfedchoziho scénare, kde uz jsme se mnohé naucili a trochu situaci zkomplikujeme. Nase VM
ted nebudou na stejném fyzickém serveru, ale na rlznych:

nova list ——all-tenants 1 ——tenant baa7096feld54571900c¢3758397¢0939 ——fields name, OS-EXT-SRV-ATTR:host, 0S-EXT-SRV-ATTR: instance name

[ 1D | Name 0S-EXT-SRV-ATTR: Host 0S-EXT-SRV-ATTR: Instance Name |

| eb347271-dcha-46cf-9150-0a7defffc6dl | instance-1 | overcloud-novacomputeO-vli5de2egecg | instance—0000010d
| 70d0662f-9¢69-4d0b-99e7-2dde4e0494e8 | instance-2 | overcloud-novacomputel-c4ia2jfbd75d | instance—0000010e
| e1975422-a543-4ced—be36-bcel91816161 | instance-3 | overcloud-novacompute0-vli5de2egecg instance—-0000010f |

2.4.1. Vstup do vSwitch br-int

V porovnani s pfedhozim scéndfem je vse stejné aZ do okamziku, kdy paket vstoupi do vSwitch a
rozhodne se o jeho dalsi draze. Podivejme do forwardovacich tabulek kam tentokrat ukazuje destination
MAC adresa.

root@overcloud-novacomputeO-vlisde2egecg: # ovs—appctl fdb/show br—int | grep fa:16:3e:fd:7f:88
87 69 fa:16:3e:fd:7f:88 0

Co je interface ¢islo 877
root@overcloud-novacompute0-v1i5de2egecg: # ovs—ofct]l show br-int | grep 87

87 (patch—tun) : addr:b2:5f:40:f0:2a:4f

Co to znamena? Destination MAC neni na stejném compute node a paket mame poslat do specidlniho
interface, ktery propojuje integracni OVS bridge (br-int) s OVS, ve kterém se resi prace s tunely (br-tun).

2.4.2. Priprava tunell a odeslani do fyzické sité
Jaké porty najdeme na virtudlnim prvku br-tun?
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root@overcloud—novacomputeO-vli5Sde2egecg: # ovs—vsctl show

Bridge br—tun
Port patch-int
Interface patch-int
type: patch
options: {peer=patch—tun}
Port br—tun
Interface br-tun
type: internal
Port “vxlan-0a000a17”
Interface “vxlan-0a000al7”
type: vxlan
options: {df default="false”, in key=flow, local ip="10.0.10.14”, out key=flow, remote ip="10.0.10.23"}
Port “vxlan-0a000a0a”
Interface “vxlan-0a000a0a”
type: vxlan
options: {df default="false”, in key=flow, local ip="10.0.10.14", out key=flow, remote ip="10.0.10.10")

ovs version: 72.3.0”

Kromé propojovaciho portu tady vidime porty pro VXLAN tunely. V nasem pfipadé jde o komunikaci do
10.0.10.23, coz je druhy compute node a také do 10.0.10.10, coz je network node (v nasem pfipadé je
soucasti controller node). Kli¢, tedy VXLAN VNI, je urcovan OVS pravidly.

Vytahneme si jesté interni Cisla port(:

root@overcloud-novacomputeO-v1i5de2egecg: # ovs—ofct]l show br—tun | grep ’ (
OFPT FEATURES REPLY (xid=0x2): dpid:00009e4ffab46e48

1 (patch-int) : addr:7a:c7:3a:cf:90:5e

2 (vxlan—-0a000a0a) : addr:ba:0c:97:69:99:7f

5(vxlan—0a000al7) : addr:8a:30:a7:83:71:08

LOCAL (br—tun) : addr:9e:4f:fa:b4:6e:48
OFPT GET CONFIG REPLY (xid=0x4): frags=normal miss send len=0

2.4.3. OpenFlow pravidla v br-tun
Jak vypada forwardovaci pipeline v br-tun? Za¢néme vypisem vstupni tabulky, tedy té s ID O:

root@overcloud—novacompute0-vli5sde2egecg: # ovs—ofctl dump—flows br—tun table=0
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=2979679.382s, table=0, n packets=0, n bytes=0, idle age=65534, hard age=65534, priority=0
actions=drop

cookie=0x0, duration=2137891.215s, table=0, n packets=1540418, n bytes=159465418, idle age=0, hard age=65534
priority=1, in port=5 actions=resubmit (,4)

cookie=0x0, duration=2979677.434s, table=0, n packets=9757051, n bytes=701535045, idle age=0, hard age=65534
priority=1, in port=1 actions=resubmit (, 1)

cookie=0x0, duration=2979663.060s, table=0, n packets=36460, n bytes=2664832, idle age=1, hard age=65534
priority=1, in port=2 actions=resubmit (, 4)

Zvyraznénd fadka je ta, kterd se tyka nasich paket@ (uréité uvidite i zvétujici se counter). Rika, Ze co
vstupuje do OVS portem patch-int (tedy provoz lokalnich VM smérujicich mimo tento compute node),
bude déle zkoumano v tabulce 1. Pojdme se na ni tedy podivat.

root@overcloud—novacompute0-vli5sde2egecg: # ovs—ofctl dump—flows br—tun table=l
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3022441.256s, table=1, n packets=9965883, n bytes=717582013, idle age=0, hard age=65534
priority=0 actions=resubmit(, 2)

cookie=0x0, duration=129202.321s, table=1, n packets=0, n bytes=0, idle age=65534, hard age=65534,
priority=1,dl vlan=70,dl src=fa:16:3e:42:d7:50 actions=mod dl src:fa:16:3f:9e:30:0c, resubmit(, 2)

cookie=0x0, duration=1920675.743s, table=1, n packets=0, n bytes=0, idle age=65534, hard age=65534,
priority=1,dl vlan=49, dl src=fa:16:3e:72:b4:78 actions=mod dl src:fa:16:3f:9e:30:0c, resubmit(, 2)
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V této tabulce je mnoho operaci tykajicich se provozu, ktery bude smérovany. To ovSem neni nas pfipad,

evvys

takZe se na nas vztahuje zviraznéné pravidlo (s nejnizsi prioritou) a posle switchovany provoz do tabulky
2. Co najdeme v ni?

root@overcloud-novacomputeO-vli5de2egecg: # ovs—ofctl dump—flows br—tun table=2
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3022697.188s, table=2, n packets=2839090, n bytes=250753467, idle age=0, hard age=65534
priority=0,dl dst=00:00:00:00:00:00/01:00:00:00:00:00 actions=resubmit (, 20)

cookie=0x0, duration=3022697.094s, table=2, n packets=7130151, n bytes=467126446, idle age=0, hard age=65534
priority=0,dl dst=01:00:00:00:00:00/01:00:00:00:00:00 actions=resubmit (, 22)

Velmi jednoduché — pokud je to unicast, posli do tabulky 20, pokud multicast, posli do tabulky 22.
MuzZeme se tedy soustfedit na tabulku 20. Vime, Ze pakety nam z lokalni VM pfichazeji s lokalné
vyznamnym tagem, v nasem pfipadé to bylo 69. Ukazme si tedy specificky pravidla pro takovy pfipad:

root@vercloud-novacomputeO-vlibde2egecg: # ovs—ofctl dump—flows br—tun table=20,dl vlan=69
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=129582.625s, table=20, n packets=0, n bytes=0, idle age=65534, hard age=65534
priority=2,dl vlan=69, d1 dst=fa:16:3e:1f:87:98 actions=strip vlan, set tunnel:0x3f2, output:2

cookie=0x0, duration=129582.725s, table=20, n packets=37, n bytes=3140, idle age=42689, hard age=65534,
priority=2,dl vlan=69, d1 dst=fa:16:3e:b2:3d:19 actions=strip vlan, set tunnel:0x3f2, output:2

cookie=0x0, duration=84689.592s, table=20, n packets=27959, n bytes=2694902, idle age=17753, hard age=65534
priority=2,dl vlan=69, d1 dst=fa:16:3e:fd:7f:88 actions=strip vlan, set tunnel:0x3f2, output:5

Zvyraznéna destination MAC je vam asi povédomd — ano, je to MAC nasi cilové VM. Co tedy udélame?
Odstfihneme lokalné vyznamny VLAN tag a pak zabalime paket do VXLAN tunelu s Cislem 0x3f2 a
odesleme do virtudlniho portu 5, coz jak uz vime je tunel do jiného compute node — pfipomerime si to:

Port “vxlan—0a000al7”
Interface “vxlan—0a000al7”
type: vxlan
options: {df default="false”, in key=flow, local ip="10.0.10.14”, out key=flow, remote ip="10.0.10.23"}

5(vxlan—0a000al7) : addr:8a:30:a7:83:71:08

2.4.4. Posilame ven z compute node
Odchytime si provoz na fyzickém portu:

root@overcloud—novacomputeO-vlibsde2egecg: # tepdump —e —i ethO0 —c¢ 100 | grep -Bl 192. 168.10.9

tepdump: verbose output suppressed, use —v or —vv for full protocol decode

listening on ethO, link—type ENIOMB (Ethernet), capture size 262144 bytes

18:40:53. 190877 fc:15:b4:84:12:98 (oui Unknown) > 14:58:d0:d3:00:ee (oui Unknown), ethertype IPv4 (0x0800), length
148: overcloud-NovaComputeO-v1i5de2egecg. 33236 > overcloud-NovaComputel—-c4ia2jfbd75d. 4789: VXLAN, flags [I] (0x08),
vni 1010

fa:16:3e:21:cf:75 (oui Unknown) > fa:16:3e:fd:7f:88 (oui Unknown), ethertype IPv4 (0x0800), length 98: 192.168.10.8 >
192.168.10.9: ICMP echo request, id 2569, seq 916, length 64

18:40:53. 191267 14:58:d0:d3:00:ee (oui Unknown) > fc:15:b4:84:12:98 (oui Unknown), ethertype IPv4 (0x0800), length
148: overcloud-NovaComputel-c4ia2jfbd75d. 46874 > overcloud-NovaComputeO-vli5sde2egecg. 4789: VXLAN, flags [I] (0x08),
vni 1010

fa:16:3e:fd:7f:88 (oui Unknown) > fa:16:3e:21:cf:75 (oui Unknown), ethertype IPv4 (0x0800), length 98: 192.168.10.9 >
192.168.10. 8: ICMP echo reply, id 2569, seq 916, length 64

Vsimnéte si v paketu par detaill. VNI, tedy Cislo VXLAN, ndm krasné sedi (dekadickych 1010 je hexa 3F2).
Vnéjsi obalka jde z jednoho compute node na druhy a uvnitf se veze plvodni paket mezi vnitfnimi
adresami. Vnitfni IP a MAC adresy tak nejsou ve fyzické siti vidét, ta pracuje jen na drovni vnéjsich
identifikatord, tedy MAC a IP adresy fyzickych server(.
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2.4.5. Pfijimame na vstupu druhého compute node
Dorazil ndam paket pres fyzickou sit do druhého fyzického serveru?

root@overcloud-novacomputel-c4ia2jfbd75d: " # tcpdump —e —i ethO —¢ 100 | grep -Bl 192.168. 10.9

tepdump: verbose output suppressed, use -v or —vv for full protocol decode

listening on ethO, link—type ENIOMB (Ethernet), capture size 262144 bytes

18:50:18. 235754 fc:15:b4:84:12:98 (oui Unknown) > 14:58:d0:d3:00:ee (oui Unknown), ethertype IPv4 (0x0800), length
148: overcloud-NovaComputeO-v1ibde2egecg. 33236 > overcloud-NovaComputel—-c4ia2jfbd75d. 4789: VXLAN, flags [I] (0x08)
vni 1010

fa:16:3e:21:cf:75 (oui Unknown) > fa:16:3e:fd:7f:88 (oui Unknown), ethertype IPv4 (0x0800), length 98: 192.168.10.8 >
192.168.10.9: ICMP echo request, id 2569, seq 1481, length 64

18:50:18. 236188 14:58:d0:d3:00:ee (oui Unknown) > fc:15:b4:84:12:98 (oui Unknown), ethertype IPv4 (0x0800), length
148: overcloud-NovaComputel-c4ia2jfbd75d. 46874 > overcloud—-NovaComputeO-v1i5de2egecg. 4789: VXLAN, flags [I] (0x08),
vni 1010

fa:16:3e:fd:7f:88 (oui Unknown) > fa:16:3e:21:cf:75 (oui Unknown), ethertype IPv4 (0x0800), length 98: 192.168.10.9 >
192.168.10.8: ICMP echo reply, id 2569, seq 1481, length 64

Prisel v poradku a dle ocekavani uvniti VXLAN tunelu.

2.4.6. Vstup do vSwitch br-tun pfijemce

V odchozim compute node jsme v br-tun mohli vidét odebirani interniho tagu a pfibirani VXLAN VNI a
enkapsulaci paketu. U pfijimaciho compute node logicky ocekdvame opak. Nejprve si zjistime, jaké
mame porty a jejich ID.

root@overcloud-novacomputel—-c4ia2jfbd75d: # ovs—vsctl show
¢8132496-677e-4596-h869-db490bbde09a
Bridge br—tun
Port “vxlan-0a000a0e”
Interface “vxlan-0a000a0e”
type: vxlan
options: {df default="false”, in key=flow, local ip="10.0.10.23”, out key=flow, remote ip="10.0.10. 14"}
Port br—tun
Interface br—tun
type: internal
Port “vxlan-0a000a0a”
Interface “vxlan-0a000a0a”
type: vxlan
options: {df default="false”, in key=flow, local ip="10.0.10.23", out key=flow, remote ip="10.0.10.10"}
Port patch—int
Interface patch—int
type: patch
options: {peer=patch-tun}

root@overcloud-novacomputel-c4ia2ifbd75d: # ovs—ofctl show br-tun | grep ’ (
OFPT FEATURES REPLY (xid=0x2): dpid:0000bea8033fc743

1 (patch—int) : addr:12:bb:16:22:89:94

9 (vxlan—0a000a0a) : addr:ae:dl:7b:25:4a:9f

10 (vxlan—0a000a0e) : addr:86:5f:dd:f8:52:34

LOCAL (br—tun) : addr:be:a8:03:3f:c7:43
OFPT GET CONFIG REPLY (xid=0x4): frags=normal miss send len=0
Z VXLAN paketu vime, Ze pfiSel z compute node 10.0.10.14, takZe nas zajima virtudlni port vxlan-
0a000a0e s ID 10. Druhy zajimavy port je samoziejmé patch-int, tedy ID 1, ktery vede do integracniho

bridge (br-int), kde uZ jsou nase VM.

2.4.7. OpenFlow pravidla v br-tun pfijemce
Pipeline vidy zacina v tabulce 0 — jak to tam vypada?

root@overcloud—novacomputel-c4ia2jfbd75d: # ovs—ofctl dump—flows br—tun table=0
NXST FLOW reply (xid=0x4) :
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cookie=0x0, duration=3217627.895s, table=0, n packets=1, n bytes=70, idle age=65534, hard age=65534, priority=0
actions=drop

cookie=0x0, duration=2334908.443s, table=0, n packets=3086659, n bytes=273190971, idle age=0, hard age=65534
priority=1, in port=10 actions=resubmit (, 4)

cookie=0x0, duration=3217625.968s, table=0, n packets=7881046, n bytes=574586131, idle age=0, hard age=65534
priority=1, in port=1 actions=resubmit(, 1)

cookie=0x0, duration=2338482.854s, table=0, n packets=824, n bytes=118581, idle age=23628, hard age=65534
priority=1, in port=9 actions=resubmit (, 4)

Zvyraznéné pravidlo je to, které se vztahuje na nas paket. Skaceme tedy do tabulky 4:

root@overcloud-novacomputel—-c4ia2jfbd75d: # ovs—ofct]l dump—flows br—tun table=4
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=2323822.652s, table=4, n packets=194, n bytes=30402, idle age=41121, hard age=65534
priority=1, tun id=0x3f8 actions=mod vlan vid:13, resubmit(, 9)

cookie=0x0, duration=2323818.137s, table=4, n packets=43, n bytes=2918, idle age=1246, hard age=65534,
priority=1, tun id=0x3f7 actions=mod vlan vid:14, resubmit(, 9)

cookie=0x0, duration=283537.088s, table=4, n packets=30573, n bytes=2956761, idle age=0, hard age=65534,
priority=1, tun id=0x3f2 actions=mod vlan vid:32, resubmit (, 9)

cookie=0x0, duration=1571703.627s, table=4, n packets=2783687, n bytes=243107744, idle age=0, hard age=65534
priority=1, tun id=0x3fb actions=mod vlan vid:22, resubmit(, 9)

cookie=0x0, duration=283531.497s, table=4, n packets=24, n bytes=2088, idle age=647, hard age=65534
priority=1, tun id=0x3f3 actions=mod vlan vid:33, resubmit(, 9)

cookie=0x0, duration=1578175.630s, table=4, n packets=962, n bytes=107040, idle age=904, hard age=65534,
priority=1, tun id=0x3f6 actions=mod vlan vid:19, resubmit(, 9)

cookie=0x0, duration=3217700.707s, table=4, n packets=152, n bytes=10872, idle age=65534, hard age=65534, priority=0
actions=drop

Tato je vemi zajimava. Na zakladé VXLAN VNI pfifazuje lokalni tag — vS§imnéte si, Ze ten (na rozdil od VNI)
ma skutecné jen lokalni vyznam uvnitf daného compute node. Priradili jsme tedy tag 32 a skaceme do
tabulky 9.
root@overcloud-novacomputel—-c4ia2jfbd75d: # ovs—ofct]l dump—flows br—tun table=9
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3217847.919s, table=9, n packets=3087116, n bytes=273274962, idle age=0, hard age=65534
priority=0 actions=resubmit (, 10)

cookie=0x0, duration=3217848.293s, table=9, n packets=0, n bytes=0, idle age=65534, hard age=65534
priority=1,dl src=fa:16:3f:5d:ab:3f actions=output:l

cookie=0x0, duration=3217848.106s, table=9, n packets=994, n bytes=117609, idle age=742, hard age=65534
priority=1,dl src=fa:16:3f:9e:30:0c actions=output:1l

Nic zadsadniho — odchytavaji se pouze specifické MAC, ale ty nesouvisi s nasSim paketem (tykaji spise
situaci se smérovanim). Jednoduse tedy skaceme do tabulky 10.
root@overcloud-novacomputel-c4ia2ifbd75d: # ovs—ofctl dump-flows br—tun table=10

NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3217976.164s, table=10, n packets=3087488, n bytes=273308532, idle age=1, hard age=65534,
priority=1

actions=learn(table=20, hard timeout=300, priority=1, NXM OF VLAN TCI[0..11],NXM OF ETH DST[]=NXM OF ETH SRC[], load:0-
>NXM_OF_VLAN_TCI[], load:NXM_NX_TUN_ID[]J->NXM_NX_TUN_ID[], output:NXM_OF IN PORT[]), output:1

Vytahneme si z paketu néjaké informace a ty si uloZime a posildme paket ven portem 1, tedy do patch
mezi br-tun a br-int.

2.4.8. Vstup do vSwitch br-int pfijemce

Blizime se k cilové VM a vstupujeme do br-int. Nejprve se podivejme na dulezité porty. To bude jednak
vstupni port (patch mezi br-tun a br-int) a také porty v cilové interni VLAN (z pfedchoziho zkoumani
vime, Ze je to ID 32).

root@overcloud-novacomputel-c4ia2jfbd75d: # ovs-vsctl show grep -Al ' tag: 32

13|HP Helion OpeStack



tag: 32
Interface “qvoaeeeOcl0-2e”

tag: 32
Interface “qr-9abl5dle-3d”

Vidime dva porty — zajima nas QVO, tedy port sméfujici k VM. Zjistime si ID port(:

root@overcloud-novacomputel-c4ia2jfbd75d: # ovs—ofctl show br-int | grep ’ (
OFPT_FEATURES REPLY (xid=0x2): dpid:000032ch98c22142

1(int-br-svc) : addr:2e:5b:31:74:67:44

2 (patch—tun) : addr:36:64:57:50:fd:dl

27 (qvobab2a47a—2c) : addr:3e:ae:5e:13:d9:9¢c

28 (qr-0d6¢7979-4e) : addr:00:00:00:00:00:00
29 (qr-2ce50678-96) : addr:00:00:00:00:00:00
30 (qvo4de718f9-el) : addr:92:eb:02:e5:28:36
42 (qr—eb3e9a50-¢e0) : addr:00:00:00:00:00:00
43 (qvo4882de2e~10) : addr:be:eb:e3:81:ca:3f
47 (qr-1da629e3-59) : addr:00:00:00:00:00:00
48 (qvo24chbeb6-2¢e) : addr:62:0d:de:77:41:ee
49 (qvo9f070d74-37) : addr:9e:62:18:31:71:12
69 (qr-9ab15dle-3d) : addr:00:00:00:00:00:00

70 (qr-f01425£2-58) : addr:00:00:00:00:00:00

71 (gvoaeee0c10-2¢) : addr:e6:be:fe:dd:c2:45

LOCAL (br—int) : addr:32:cb:98:c2:21:42
OFPT GET CONFIG REPLY (xid=0x4): frags=normal miss send len=0

Prohlédnéme si tedy OpenFlow pravidla.

root@overcloud-novacomputel—-c4ia2jfbd75d: # ovs—ofct]l dump—flows br—int table=0
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3235615.981s, table=0, n packets=1016, n bytes=121842, idle age=608, hard age=65534,
priority=2, in port=2, dl src=fa:16:3f:9e:30:0c actions=resubmit(, 1)

cookie=0x0, duration=3235616.167s, table=0, n packets=0, n bytes=0, idle age=65534, hard age=65534
priority=2, in port=2,dl src=fa:16:3f:5d:a5:3f actions=resubmit(, 1)

cookie=0x0, duration=3235616.280s, table=0, n packets=12456333, n bytes=1552895815, idle age=0, hard age=65534
priority=1 actions=NORMAL

cookie=0x0, duration=2201144.250s, table=0, n packets=0, n bytes=0, idle age=65534, hard age=65534
priority=2, in port=31 actions=drop

cookie=0x0, duration=1589613.591s, table=0, n packets=3928327, n bytes=730610264, idle age=0, hard age=65534,
priority=3,in port=1, vlan tci=0x0000 actions=mod vlan vid:23, NORMAL

Zvyraznéné je fadka, ktera se tyka naseho paketu. Akce je NORMAL, tedy poufZije se bézné chovani
switche. Prohlédnéme si tedy forwardovaci tabulku.

root@overcloud-novacomputel-c4ia2jfbd75d: " # ovs—appctl fdb/show br-int
port VLAN MAC Age

1 23 38:22:d6:e9:92:35

49 23 fa:16:3e:b3:43:cd

1 23 00:25:6e:0a:16:07

2 22 fa:16:3e:da:9d:c7

2 32 fa:16:3e:21:cf:75

48 22 fa:16:3e:dl:ab:81

47 22 fa:16:3e:03:42:5e

71 32 fa:16:3e:fd:7f:88

O O OO OO O -

Madame jasno — paket odejde do portu 71, tedy qvoaeee0c10-2e.

2.4.9. Konec cesty
Z prvniho kroku vime, Ze VM se v nasem compute node jmenuje instance-0000010e a také uz vime, Ze
paket k ni prochazi pres qvoaeee0c10-2e a qvbaeee0cl10-2e. Pojdme kruh uzavrit.
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root@overcloud-novacomputel-c4ia2jfbd75d: # virsh dumpxml instance-0000010e | grep —-A 7 “<interface”
{interface type= bridge >
<mac address= fa:16:3e:fd:7f:88" />
{source bridge=" gbraeee0cl0-2¢’ />
{target dev=" tapaeeeOcl0-2¢’ />
<{model type= virtio />
<alias name= net0’ />
<address type= pci’ domain="0x0000" bus="0x00" slot="0x03" function= 0x0 />
{/interface>

root@overcloud-novacomputel—-c4ia2jfbd75d: # brctl show gbraeeeOcl0-2e

bridge name bridge id STP enabled interfaces

gbraeeeOcl0-2e 8000. 1268feal 7497 no qvbaeeeOc10-2e
tapaeceeOcl0-2e

2.5. Komunikace ven s Floating IP (north-south)

V nasledujicim scénafi feSime situaci, kdy VM komunikuje s realnou siti, naptiklad intranetem nebo
Internetem a ma prifazenu floating IP, tedy externi identitu (scénar, kdy vyuziva SNAT, najdete v jiné
kapitole). Zapneme ve VM ping ven a pustime se do toho.

Komunikace z VM do svéta s Floating IP & Hetion

Router name space (VRF)

~
Bridge Static NAT
(iptables) [ Routing |
J
FIP name space
Uprava MAC :
Table 0:
forward to router
! br-ex

2.5.1. Pakety odchazejici z VM
Stejné jako vZdy na zacatku se mGZeme podivat na pakety tak, jak opoustéji VM.

root@overcloud-novacompute0-vlibde2egecg: # tepdump icmp —e —i tap425fe781-d3

listening on tap425fe781-d3, link-type EN1OMB (Ethernet), capture size 262144 bytes

04:10:24. 570674 fa:16:3e:21:cf:75 (oui Unknown) > fa:16:3e:07:de:20 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.8 > 172.16.2. 1: ICMP echo request, id 3481, seq 99, length 64

04:10:24.571046 fa:16:3e:07:de:20 (oui Unknown) > fa:16:3e:21:cf:75 (oui Unknown), ethertype IPv4 (0x0800), length
98: 172.16.2.1 > 192.168.10.8: ICMP echo reply, id 3481, seq 99, length 64

04:10:25. 570787 fa:16:3e:21:cf:75 (oui Unknown) > fa:16:3e:07:de:20 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.8 > 172.16.2.1: ICMP echo request, id 3481, seq 100, length 64

04:10:25.574141 fa:16:3e:07:de:20 (oui Unknown) > fa:16:3e:21:¢f:75 (oui Unknown), ethertype IPv4 (0x0800), length
98: 172.16.2.1 > 192.168.10.8: ICMP echo reply, id 3481, seq 100, length 64

VM odesila pakety na MAC adresu vychozi brany (jak pozdéji uvidime tu pro ni predstavuje DVR, tedy
distribuvany router) a paket sméfuje z vnitfni sité do externi sité.
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2.5.2. Vstup do vSwitch br-int
V predchozich ¢astech uz jsme se naucili jak se aplikuji iptables apod., takZe prejdéme rovnou ke vstupu
paketu do vSwitche br-int. Stejné jako v predchozich pfipadech si zjistime tagy a porty.

root@overcloud-novacomputeO-vli5de2egecg: # ovs—vsctl show | grep —A3 qvo425fe781-d3
Port “qvo425fe781-d3”
tag: 69
Interface “qvo425fe781-d3”

V pripadé ID portl uZ nds ale budou zajimat i dalsi typy portu.

root@overcloud-novacompute0-vli5sde2egecg: # ovs—ofctl show br-int | grep  (
OFPT_FEATURES REPLY (xid=0x2): dpid:0000ce321315abdc
9(qr-0fd4fdbb-1f) : addr:18:02:00:00:00:00
25(qr-d6401d5a—66) : addr:0c:02:00:00:00:00
31(qvo418123be-b2) : addr:52:4b:80:7d:58:8¢
32 (qr-07443585-d6) : addr:17:02:00:00:00:00
33 (qvof38bf3ec—47): addr:86:04:46:d0:2c:f0
42 (qr—c22c¢bd01-75) : addr:17:02:00:00:00:00
86 (int-br-sve) : addr:22:87:3d:89:2f:82
87 (patch—tun) : addr:b2:5f:40:f0:2a:4f
101 (qvo455154db—6d) : addr:42:aa:05:el:5d:63
102 (qr—eb3e9a50—e0) : addr:00:00:00:00:00:00
103 (qr-07£82580-15) : addr:00:00:00:00:00:00
112 (qvo3175a674-3d) : addr:be:23:5c:54:b5:a7
113 (qr-0d6¢7979-4e) : addr:00:00:00:00:00:00
114 (qr—2ce50678-96) : addr:00:00:00:00:00:00
151 (qvo10089ae3-32) : addr:0a:ba:41:10:72:7f
152 (qvoc3a85cae—52) : addr:ce:al:a7:9e:eb:cd
153 (qr-1e3dab95-19) : addr:00:00:00:00:00:00
166 (qr—1da629e3-59) : addr:00:00:00:00:00:00
167 (qvo78e94ad3—df) : addr:76:27:60:47:45:8a
168 (qvo74546d7c—2c) : addr:la:3e:96:73:0a:ff
169 (qvo9154d28b-9d) : addr:76:3d:cb:47:7c:85
170 (qvo6a03be8c—d2) : addr:ee:62:38:97:6b: 10
171 (qvof79487b0-ac) : addr:aa:fb:9b:6a:da:05
172 (qvodc354bde—fd) : addr:ce:fc:e9:ac:35:95
173 (qvo541b2834-37) : addr:aa:b3:d4:a3:06:e6
174 (qvoc690710d-30) : addr:6a:5c:9e:be:el:ed
198 (qr-9¢031a88-25) : addr:00:00:00:00:00:00
199 (qr—c88ae80f-00) : addr:00:00:00:00:00:00
200 (qvoOeada35b-39) : addr:32:8d:ef:bd:16:c0
201 (qvo7b4b5a9a-4a) : addr:82:6d:08:90:dd:6b
202 (qvoee9le3le—4a) : addr:3a:3a:c0:68:8c:ab
203 (qvoced9aa79-fb) : addr:52:3a:€9:18:60:1f
204 (qvodcb8ef62-ca) : addr:26:7b:5f:f7:40:78
205 (qvoe33efd67-9a) : addr:8e:cl1:78:83:ef:24
206 (qvo8b4872d1-9f) : addr:d6:7d:5b:85:5a:ad
207 (qvo314895e5-06) : addr:02:5b:f4:44:dd:a2
208 (qvoc37e5970-63) : addr:06:d4:42:b6:5a:88
209 (qvo8d7a5064-99) : addr:12:a2:34:47:27:63
210 (qvoeeal9d51-97) : addr:fa:93:ae:ce:e6:47
211 (qvo425fe781-d3) : addr:da:04:37:a2:8a:f6
212 (qr-9ab15dle-3d) : addr:00:00:00:00:00:00
213 (qr-f01425£2-58) : addr:00:00:00:00:00:00
214 (qvob2018738-8a) : addr:42:c5:bb:df:11:35
216 (qr-36fc3a6f-01) : addr:00:00:00:00:00:00
217 (qvoa815917d-d3) : addr:12:2f:86:63:df:bb
218 (qvof0la05ec—d2) : addr:4e:14:99:95:de:4b
LOCAL (br—int) : addr:ce:32:13:15:ab:4c
OFPT_GET CONFIG REPLY (xid=0x4): frags=normal miss send len=0
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Oznacené jsou porty, které pro nas budou pozdéji vyznamné.

2.5.3. OpenFlow pravidla v br-int
Zacneme jako vidy tabulkou 0.

root@overcloud-novacomputeO-vli5de2egecg: # ovs—ofct] dump—flows br—int table=0
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3404481.844s, table=0, n packets=2, n bytes=220, idle age=65534, hard age=65534,
priority=2, in port=87,dl src=fa:16:3f:5d:a5:3f actions=resubmit(, 1)

cookie=0x0, duration=3404482.034s, table=0, n packets=1661, n bytes=168724, idle age=65534, hard age=65534,
priority=2, in port=87,dl src=fa:16:3f:4d:1f:fb actions=resubmit(, 1)

cookie=0x0, duration=3404482.151s, table=0, n packets=66559317, n bytes=10311572170, idle age=0, hard age=65534
priority=1 actions=NORMAL

cookie=0x0, duration=1799411.686s, table=0, n packets=11402766, n bytes=2564330898, idle age=0, hard age=65534
priority=3,in port=86, vlan tci=0x0000 actions=mod vlan vid:57, NORMAL

Stejné jako v predchozich pfipadech je aplikovano pravidlo NORMAL, provedeme tedy bézny lookup na
zakladé destination MAC. Hledejme cilovou MAC tak, jak jsme ji nasli v zachycenych ICMP paketech.

root@vercloud-novacomputeO-vlibde2egecg: # ovs—appctl fdb/show br-int grep fa:16:3e:07:de:20
212 69 fa:16:3e:07:de:20 1

Z predchoziho vypisu tedy vime, Ze odchozim portem je qr-9ab15d1e-3d. Pismenko r oznacuje router —

dalsi zpracovani tedy pfevezme virtudlni router.

2.5.4. Router
Nejprve si zjistime ID pouzitého routeru — napfiklad z GUI:

HP Helion OpenStack® B mujprojekt ~
Project Router Details
Compute .
Router Overview: router1
Network Name
routeri
ID

Network Topology
2e791c6d-bled-45b4-b04b-68a712b118ac

Status

Networks ACTIVE
Admin State
Routers ue

External Gateway Information
Connected Extemal Network: ext-net

nebo z CLI

root@elion-Proliant-DL380-Gen9: # neutron router—list

id name external gateway info

| 2e791c¢6d-b0ed-45b4-b04b—68a712b118ac | routerl | {“network id”: ”3abb5cd4—-0c4b-4bc3-h44e-826¢7b19556e”,
“enable snat”: true, “external fixed ips”: [{”subnet id”: “e3be37fb-1ced-432f-950c-99b887bb52c2”, “ip address”:
7172.16.2. 1577} 1} |
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ProtoZe vnitfni adresy se mohou mezi projekty prekryvat sedi kazdy router ve svém vlastnim name
space. Ten vyhledame podle ID routeru:

root@overcloud-novacomputeO-vlibde2egecg: # ip netns | grep 2e791c6d-b0ed-45b4-b04b—68a712b118ac
qrouter—2e791c6d-b0ed-45b4-b04b-68a712b118ac

Name space je tedy fetézec ,,gqrouter-“ a za nim ID routeru. Jaké IP interfaces se vtomto name space
nachazeji?

root@overcloud-novacomputeO-vli5de2egecg: # ip netns exec qrouter—2e791c6d-b0ed-45b4-b04b—-68a712b118ac ip a
1: lo: <LOOPBACK, UP, LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2. rfp—2e791c6d-b: <BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 gdisc pfifo fast state UP group default glen 1000
link/ether 8a:26:b3:8e:eb:68 brd ff:ff:ff:ff:ff:ff
inet 169. 254. 30.210/31 scope global rfp-2e791c6d-b
valid 1ft forever preferred 1ft forever
inet 172.16.2.3/32 brd 172.16.2.3 scope global rfp—2e791c6d-b
valid 1ft forever preferred 1ft forever
inet6 fe80::8826:b3ff:fe8c:eb68/64 scope link
valid 1ft forever preferred 1ft forever
632: qr-9ablbdle-3d: <BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 gdisc noqueue state UNKNOWN group default
link/ether fa:16:3e:07:de:20 brd ff:ff:ff:ff:ff:ff
inet 192.168.10.1/24 brd 192.168. 10. 255 scope global qr-9abl5dle-3d
valid 1ft forever preferred 1ft forever
inet6 fe80::f816:3eff:fe07:de20/64 scope link
valid 1ft forever preferred 1ft forever
634: qr-f01425f2-58: <BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 qdisc noqueue state UNKNOWN group default
link/ether fa:16:3e:42:d7:50 brd ff:ff:ff:ff:ff:ff
inet 192.168.20. 1/24 brd 192. 168. 20. 255 scope global qr—f014252-58
valid 1ft forever preferred 1ft forever
inet6 fe80::f816:3eff:fe42:d750/64 scope link
valid 1ft forever preferred 1ft forever

632 a 634 jsou IP rozhrani routeru pro smérovani téchto dvou subnetd. 2 je pro floating IP a vSimnéte si,
Ze ma pfirfazenu praveé floating iP, které pouzivate. Smérovani je udélano tak, Ze vychozi brana vede do
rfp-2e791c6d-b, tedy do floating IP name space. Opét je pouzitu vEth paru — z rfp* jdeme fo fpr*.

root@overcloud-novacompute0-vlibde2egecg: # ip netns exec qrouter—2e791c6d-b0ed-45b4-b04b-68a712b118ac ip rule list
0: from all lookup local

32766: from all lookup main

32767: from all lookup default

32797: from 192.168. 10.8 lookup 16

3232238081 from 192.168. 10. 1/24 lookup 3232238081
3232238081 from 192.168. 10.1/24 lookup 3232238081
3232240641 : from 192. 168. 20. 1/24 lookup 3232240641
3232240641 : from 192. 168. 20. 1/24 lookup 3232240641

root@overcloud-novacomputeO-vlibde2egecg: # ip netns exec grouter—2e791c6d-b0ed-45b4-b04b-68a712b118ac ip route show
table 16
default via 169. 254.30. 211 dev rfp—2e791c6d-b

Nicméné v rdmci tohoto name space jsme jesté provedli NAT (Floating IP) a smérovani. Podivejme se
nejprve na NAT pravidla uvnitf name space:

root@overcloud—novacompute0-vli5sde2egecg: # ip netns exec qrouter—2e791c6d-b0ed-45b4-b04b-68a712b118ac iptables —
table nat —list

Chain PREROUTING (policy ACCEPT)
target prot opt source destination
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neutron—13-agent—PREROUTING all

Chain INPUT (policy ACCEPT)
target prot opt source

Chain OUTPUT (policy ACCEPT)
target prot opt source
neutron—13-agent—-OUTPUT all ——

Chain POSTROUTING (policy ACCEPT)
target prot opt source
neutron—13-agent-POSTROUTING all
neutron—postrouting—bottom all

—— anywhere anywhere
destination
destination

anywhere anywhere
destination

—— anywhere anywhere

— anywhere anywhere

Chain neutron-13-agent—-OUTPUT (1 references)

target prot opt source
DNAT all —— anywhere

destination
172.16.2. 3 to:192. 168. 10. 8

Chain neutron-13-agent—-POSTROUTING (1 references)

target prot opt source
ACCEPT all —— anywhere

destination
anywhere ! ctstate DNAT

Chain neutron-13-agent—-PREROUTING (1 references)

target prot opt source
REDIRECT  tep —— anywhere
DNAT all —— anywhere

destination
169. 254. 169. 254 tep dpt:http redir ports 9697
172.16.2.3 to:192. 168. 10. 8

Chain neutron-13-agent-float-snat (1 references)

target prot opt source
SNAT all — 192.168.10.8

destination
anywhere t0:172.16.2.3

Chain neutron-13-agent-snat (1 references)

target prot opt source
neutron—-13-agent—-float-snat all

destination

anywhere anywhere

Chain neutron—postrouting—bottom (1 references)

target prot opt source

destination

neutron-13-agent-snat all -— anywhere anywhere

A jak ted vypada komunikace?

root@overcloud-novacompute0-vli5de2egecg: “# ip netns exec qrouter-2e791c6d-b0ed-45b4-b04b-68a712bl18ac tepdump icmp —e —1 —i rfp-2e791c6d-b

tepdump: verbose output suppressed,
listening on rfp—2e791c6d-b, link—

07:14:35. 522112 8a:26:b3:8e:eb:68
98: 172.16.2.3 > 172.16.2.1: ICMP
07:14:35.522392 7a:91:ca:6¢c:2a:27
98: 172.16.2.1 > 172.16.2.3: ICMP
07:14:36. 522920 8a:26:b3:8e:eb:68
98: 172.16.2.3 > 172.16.2.1: ICMP
07:14:36. 524196 7a:91:ca:6c:2a:27
98: 172.16.2.1 > 172.16.2.3: ICMP

type
(oui
echo
(oui
echo
(oui
echo
(oui
echo

2.5.5. Floating IP name space
V této tabulce docistime nékteré véci — tak napftiklad zdrojovd MAC adresa bude pro compute node

spolecna pro rGzné floating IP (jde z jednoho fyzického mista, tedy compute node).

root@overcloud—novacomputeO-vli5de2egecg: # ip netns exec fip—3a5b5cd4—-0cdb—4bc3-b44e-826¢7b19556e ip route

use —v or —vv for full protocol decode

ENIOMB (Ethernet), capture size 262144 bytes

Unknown) > 7a:91:ca:6c:2a:27 (oui Unknown), ethertype
request, id 3595, seq 2429, length 64

Unknown) > 8a:26:b3:8e:eb:68 (oui Unknown), ethertype
reply, id 3595, seq 2429, length 64

Unknown) > 7a:91:ca:6c¢:2a:27 (oui Unknown), ethertype
request, id 3595, seq 2430, length 64

Unknown) > 8a:26:b3:8e:eb:68 (oui Unknown), ethertype
reply, id 3595, seq 2430, length 64

default via 172.16.0.1 dev fg-el9b2ald-c6

1 proto kernel scope link src 169.254.30.13
169. 254. 30. 174/31 dev fpr—2bba3aS8f-0 proto kernel scope link src 169.254.30. 175
169. 254. 30. 184/31 dev fpr—c8b81d14-7 proto kernel scope link src 169.254. 30. 185

169. 254. 30. 12/31 dev fpr-fa6247f4-
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IPv4 (0x0800),
IPv4 (0x0800),

IPv4 (0x0800),

length

length

length
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169. 254. 30. 210/31 dev fpr—2e791c6d-b proto kernel scope link src 169.254. 30.211
169. 254. 31. 220/31 dev fpr—-d9457e7c-7 proto kernel scope link src 169.254.31.221
172.16.0.0/16 dev fg—el9b2ald-c6 proto kernel scope link src 172.16.2.80
172.16. 2.3 via 169. 254. 30. 210 dev fpr—2e791c6d-b

172.16. 2. 35 via 169. 254. 31. 220 dev fpr—d9457e7c—7

172.16.2.69 via 169. 254. 30. 12 dev fpr-fa6247f4-1

172.16.2.79 via 169. 254. 30. 174 dev fpr—2bba3a8f-0

172.16. 2. 138 via 169. 254. 30. 184 dev
172.16. 2. 139 via 169. 254. 30. 184 dev
172.16. 2. 141 via 169. 254. 30. 184 dev
172.16. 2. 142 via 169. 254. 30. 184 dev
172.16. 2. 161 via 169. 254. 31. 220 dev

fpr—-c8b81d14-7
fpr—-c8b81d14-7
fpr-c8b81d14-7
fpr-c8b81d14-7
fpr-d9457e7c—7

root@overcloud-novacomputeO-vli5de2egecg: # ip netns exec fip—-3a5b5cd4-0c4b—4bc3-b44e-826¢7b19556e tepdump icmp —e

-i fg-el9b2ald-c6

tepdump: verbose output suppressed,

listening on fg—el9b2ald—c6, link—type

07:17:20. 711120 fa:16:3e:56:e4:37
98: 172.16.2.3 > 172.16.2.1: ICMP
07:17:20. 728283 fa:16:3e:81:chH:ee
98: 172.16.2.1 > 172.16.2. 3: ICMP
07:17:21.713010 fa:16:3e:56:e4:37
98: 172.16.2.3 > 172.16.2.1: ICMP
07:17:21.713588 fa:16:3e:81:chH:ee
98: 172.16.2.1 > 172.16.2. 3: ICMP

Ze smérovaci tabulky je vidét,
br-ext.

(oui
echo
(oui
echo
(oui
echo
(oui
echo

use —v or —vv for full protocol decode

EN1OMB (Ethernet), capture size 262144 bytes

Unknown) > fa:16:3e:81:c5:ee (oui Unknown), ethertype
request, id 3595, seq 2594, length 64

Unknown) > fa:16:3e:56:e4:37 (oui Unknown), ethertype
reply, id 3595, seq 2594, length 64

Unknown) > fa:16:3e:81:c5:ee (oui Unknown), ethertype
request, id 3595, seq 2595, length 64

Unknown) > fa:16:3e:56:e4:37 (oui Unknown), ethertype
reply, id 3595, seq 2595, length 64

IPv4 (0x0800), length
IPv4 (0x0800), length
IPv4 (0x0800), length

TPv4 (0x0800), length

Ze provoz ddle potece do portu fg-e19b2ald-c6 a ten najdeme na vSwitch

2.5.6. Posildme ven z compute node
S paketem jsme provedli vSechny potfebné manipulace a odesildme ho do externi sité. To je realizovdno
ve vSwitch br-ext. V nasem ptipadé je venkovni provoz na stejném fyzickém NIC, ale je oznacen VLAN
172 (externich subnett a tedy i VLAN mUzZete mit vic, je mozné i odesilani jinym fyzickym portem).

Podivejme se na porty switche:

root@overcloud-novacompute0-vlisde2egecg: # ovs—vsctl show | grep —A100 br—ex

Bridge br—ex
Port “fg-el9b2ald-c6”

Interface “fg—el9b2ald-c6”

type: internal
Port br-ex
Interface br—ex
type: internal
Port “vlanl72”
Interface “vlanl72”

Cisla portdi:

root@overcloud—novacomputeO0-vli5sde2egecg: # ovs—ofctl show br-ex | grep ’ (
OFPT FEATURES REPLY (xid=0x2): dpid:0000fc15b4841298

1(vlan172): addr:fc:15:b4:84:12:98
4(fg-el9b2ald—c6) : addr:00:00:00:00:00:00
LOCAL (br—ex) : addr:fc:15:b4:84:12:98
OFPT GET CONFIG REPLY (xid=0x4): frags=normal miss send len=0

A OpenFlow pravidla:

root@overcloud—novacompute0-vli5de2egecg: # ovs—ofctl dump—flows br—ex

NXST FLOW reply (xid=0x4) :
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cookie=0x0, duration=3457032.656s, table=0, n packets=1839631, n bytes=1088169898, idle age=0, hard age=65534,
priority=0 actions=NORMAL

... tedy jinak feceno nic nefeSme a pouzijme normalni switching. Jaka je tedy forwardovaci tabulka?

root@overcloud-novacomputeO-vlibde2egecg: # ovs—appctl fdb/show br—ex
port VLAN MAC Age
1 0 fa:16:3e:81:ch:ee 1
4 0 fa:16:3e:56:e4:37 1
1 0 38:22:d6:€9:92:23 1
Vsimnéte si, Ze MAC adresa VM neni vidét v okolnim svété a neodcerpava tedy zdroje sitovych
prostredkd.

2.6.  Routing mezi subnety (east-west)

Nasledujici scénar se tyka distribuovaného routingu mezi dvéma subnety a dvéma VM v ramci jednoho
tenanta. V pripadé, Ze se nachazi na stejném fyzickém serveru (compute node) probéhne tento proces
lokalné. My se zaméFime na pripad, kdy jsou VM na rliznych compute node (prvni situace je tak

vvs

podmnozinou). Na jaké VM se tedy zamérime ve zkoumani drahy paketu?

root@helion-ProLiant-DL380-Gen9: # nova list ——all-tenants 1 ——tenant baa7096feld54571900¢3758397¢0939 ——fields name, 0S-EXT-SRV-ATTR:host, 0S-EXT-SRV—
ATTR:instance_name, Networks

| 1D | Name 0S-EXT-SRV-ATTR: Host 0S-EXT-SRV-ATTR: Instance Name | Networks
| eb347271-dcha-46¢f-9150-0a7defffc6dl | instance-1 | overcloud-novacomputeO-vli5de2egecg | instance-0000010d net1=192. 168. 10. 8, 172.16.2.3
| 70d0662f-9c69-4d0b-99e7-2dde4e0494e8 | instance-2 | overcloud-novacomputeO-vlisde2egecg | instance—0000010e net1=192. 168. 10. 9
| €1975422-a543-4ced-be36-bcel91816161 | instance-3 | overcloud-novacomputel-c4ia2jfbd75d | instance-0000010f net2=192. 168. 20. 3
- . r - o r
Routing mezi subnety v ramci tenant na riznych compute node &> Helion

VM

Router name space (VRF)
TAP

- Routing, .
Bridge DVR MAC as source . Bridge
(iptables)

(iptables)

Table 1: Swap src MAC to
DVR MAC, strip VLAN
Table 0: From DVR?
br-tun {

Table 0: From VM? Table 9: Routed? Send to

Table 1: Routed? bi
VLAN

Table 2: Unicast? Table 4: Add VLAN based on UN| ==
Table 20- Swap src MAC, underlay el

. - ?
L Ry el e et \TITI Table 0: From tunnel? @

2.6.1. Pakety odchazejici z VM
Stejné jako v ptedchozich kapitolach si najdéte spravny interface a podivejme se na pakety.
root@overcloud-novacompute0-vlibde2egecg: # tepdump icmp —e —i tap425fe781-d3

tepdump: verbose output suppressed, use —v or —vv for full protocol decode
listening on tap425fe781-d3, link—type EN1OMB (Ethernet), capture size 262144 bytes
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07:09:31. 252917 fa:16:3e:21:cf:75 (oui Unknown) > fa:16:3e:07:de:20 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.8 > 192.168.20.3: ICMP echo request, id 4636, seq 262, length 64

07:09:31. 253447 fa:16:3e:07:de:20 (oui Unknown) > fa:16:3e:21:¢f:75 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.20.3 > 192.168.10.8: ICMP echo reply, id 4636, seq 262, length 64

07:09:32. 254094 fa:16:3e:21:cf:75 (oui Unknown) > fa:16:3e:07:de:20 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.8 > 192.168.20.3: ICMP echo request, id 4636, seq 263, length 64

07:09:32. 254585 fa:16:3e:07:de:20 (oui Unknown) > fa:16:3e:21:¢f:75 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.20.3 > 192.168.10.8: ICMP echo reply, id 4636, seq 263, length 64

2.6.2. Vstup do vSwitch br-int
Nejprve si zjistime, tak jako v pfedchozich pfipadech, vstupni port:
root@overcloud-novacomputeO-vli5de2egecg: # bretl show | grep -Bl tap425fe781-d3
qbr425fe781-d3 8000. cala7962d69¢ no qvb425fe781-d3

tap425fe781-d3
Z bridge (pro iptables) tedy odchazime portem qvb425fe781-d3, takZze druhé usti veth paru, tedy vstupni
bod do br-int, je qvo425fe781-d3.

Jaky je aplikovan vnitini tag?

root@overcloud-novacomputeO-vli5de2egecg: # ovs—vsctl show | grep —A3 qvo425fe781-d3
Port “qvo425fe781-d3”
tag: 69
Interface “qvo425fe781-d3”

Zjistime si ID portu:

root@overcloud-novacompute0-vlisde2egecg: # ovs—ofctl show br-int | grep qvo425fe781-d3
211 (qvo425fe781-d3) : addr:da:04:37:a2:8a:f6

VypiSeme si OpenFlow pravidle v tabulce 0:

root@overcloud-novacompute0-vlibde2egecg: # ovs—ofctl dump—flows br—int table=0
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3847209.754s, table=0, n packets=2, n bytes=220, idle age=65534, hard age=65534
priority=2, in port=87,dl src=fa:16:3f:5d:a5:3f actions=resubmit(, 1)

cookie=0x0, duration=3847209.944s, table=0, n packets=2341, n bytes=235364, idle age=0, hard age=65534
priority=2, in port=87,dl src=fa:16:3f:4d:1f:fb actions=resubmit(, 1)

cookie=0x0, duration=3847210.061s, table=0, n packets=88100169, n bytes=13792305674, idle age=0, hard age=65534,
priority=1 actions=NORMAL

cookie=0x0, duration=2242139.596s, table=0, n packets=16314557, n bytes=4001739751, idle age=0, hard age=65534
priority=3, in port=86, vlan tci=0x0000 actions=mod vlan vid:57, NORMAL

Podivejme se do forwarding tabulky a hledejmé cilovou MAC adresu:

root@overcloud-novacomputeO-vlibde2egecg: # ovs—appctl fdb/show br—int | grep fa:16:3e:07:de:20
212 69 fa:16:3e:07:de:20 1

Co je to za port?

root@overcloud-novacompute0-vlibsde2egecg: # ovs—ofctl show br—int | grep *212(
212 (qr-9ab15dle-3d) : addr:00:00:00:00:00:00

Cilovd MAC je tedy ve skutecnosti MAC vychozi brany, coZ je router — ten je distribuovany, takze je
soucasti pfimo naseho compute node. Pro smérovani tedy neni tfeba posilat provoz nékam jinam.

2.6.3. Router
Zjistimé si, stejné jako v ptredchozim pfipadé, ID naseho routeru — tfeba z CLI.

root@elion-ProlLiant-DL380-Gen9: # neutron router—list
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id name external gateway info

| 2e791c6d-b0ed-45b4-b04b—68a712bl18ac | routerl | {“network id”: ”3ab5b5cd4-0c4b—4bc3-b44e-826¢7h19556e”,
“enable snat”: true, “external fixed ips”: [{”subnet id”: “e3be37fb-1lced-432f-950c-99b887bb52c2”, “ip address”:
7172.16.2. 157711} |

t t t

—+

ProtozZe vnitfni adresy se mohou mezi projekty prekryvat sedi kazdy router ve svém vlastnim name
space. Ten vyhledame podle ID routeru:

root@vercloud-novacompute0-vlibde2egecg: # ip netns | grep 2e791c6d-b0ed-45b4-b04b—68a712b118ac
qrouter—2e791c6d-b0ed-45b4-b04b-68a712b118ac

Name space je tedy fetézec ,,grouter-“ a za nim ID routeru. Jaké IP interfaces se vtomto name space
nachdzeji?

root@overcloud-novacomputeO—-vli5de2egecg: # ip netns exec qrouter—2e791c6d-b0ed-45b4-b04b—68a712b118ac ip a
1: lo: <LOOPBACK, UP, LOWER _UP> mtu 65536 qdisc noqueue state UNKNOWN group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: rfp—2e791c6d-b: <BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 qdisc pfifo fast state UP group default glen 1000
link/ether 8a:26:b3:8e:eb:68 brd ff:ff:ff:ff:ff:ff
inet 169.254. 30.210/31 scope global rfp-2e791c6d-b
valid 1ft forever preferred 1ft forever
inet 172.16.2.3/32 brd 172.16.2.3 scope global rfp-2e791c6d-b
valid 1ft forever preferred 1ft forever
inet6 fe80::8826:b3ff:fe8e:eb68/64 scope link
valid 1ft forever preferred 1ft forever
632: qr-9abl5dle-3d: <BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 gdisc noqueue state UNKNOWN group default
link/ether fa:16:3e:07:de:20 brd ff:ff:ff:ff:ff:ff
inet 192.168.10.1/24 brd 192. 168. 10. 255 scope global qr-9abl5dle-3d
valid 1ft forever preferred 1ft forever
inet6 fe80::1816:3eff:fe07:de20/64 scope link
valid 1ft forever preferred 1ft forever
634: qr-f01425f2-58: <BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 qgdisc noqueue state UNKNOWN group default
link/ether fa:16:3e:42:d7:50 brd ff:ff:ff:ff:ff:ff
inet 192.168.20. 1/24 brd 192. 168. 20. 255 scope global qr-f01425f2-58
valid 1ft forever preferred 1ft forever
inet6 fe80::f816:3eff:fe42:d750/64 scope link
valid 1ft forever preferred 1ft forever

632 a 634 jsou IP rozhrani routeru pro smérovani téchto dvou subnet(.

Jak vypada smérovaci tabulka tohoto namespace (tedy naseho routeru, v zdsadé ekvivalentu sitového
VRF)?

root@overcloud—novacompute0-vli5sde2egecg: # ip netns exec qrouter—2e791c6d-b0ed—45b4-b04b-68a712b118ac ip route
169. 254. 30. 210/31 dev rfp—2e791c6d-b proto kernel scope link src 169.254. 30. 210

192. 168. 10.0/24 dev qr-9abl5dle-3d proto kernel scope link src 192.168.10. 1

192. 168. 20. 0/24 dev qr-f01425f2-58 proto kernel scope link src 192.168.20. 1
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Cilova IP 192.168.20.3 tedy bude smérovana na port qr-f01425f2-58.

Pojdme si prohlédnout provoz na tomto portu:

root@overcloud-novacompute0-vli5de2egecg: # ip netns exec grouter—2e791c6d-b0ed-45b4-b04b—-68a712b118ac tcpdump icmp —
e -1 -1 qr-f01425f2-58

tepdump: verbose output suppressed, use —-v or —vv for full protocol decode

listening on qr-f01425f2-58, link-type EN1OMB (Ethernet), capture size 262144 bytes

07:24:59.917411 fa:16:3e:42:d7:50 (oui Unknown) > fa:16:3e:e4:71:f4 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.8 > 192.168.20.3: ICMP echo request, id 4636, seq 1190, length 64

07:25:00. 918608 fa:16:3e:42:d7:50 (oui Unknown) > fa:16:3e:e4:71:f4 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.8 > 192.168.20.3: ICMP echo request, id 4636, seq 1191, length 64

07:25:01. 919649 fa:16:3e:42:d7:50 (oui Unknown) > fa:16:3e:e4:71:f4 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.8 > 192.168.20.3: ICMP echo request, id 4636, seq 1192, length 64

07:25:02.918974 fa:16:3e:42:d7:50 (oui Unknown) > fa:16:3e:e4:71:f4 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.8 > 192.168.20.3: ICMP echo request, id 4636, seq 1193, length 64

Vsimnéte si, Zze doslo k routingu — tzn. IP vrstva se nezménila, ale MAC adresy ano. Zdrojovd MAC ted
odpovida pfedchozi destination MAC (tedy adrese routeru).

2.6.4. Vracime se z routeru
Po smérovani jsme vratili paket do br-int, ale v jiné VLAN. V jaké?

root@overcloud-novacomputeO-vli5de2egecg: # ovs—vsctl show | grep —A3 qr-f01425f2-58
Port “qr-f01425f2-58”
tag: 70
Interface “qr-f01425f2-58”
type: internal

Podivejme se tedy na switching tabulku v této VLAN.

root@overcloud-novacomputeO-vlibde2egecg: # ovs—appctl fdb/show br-int grep " \s70\s’
213 70 fa:16:3e:42:d7:50 |

Paket nema Zadnou vnitini destinaci (cil neni na stejném compute node), odchazi tedy portem patch-tun
do vSwitche br-tun, ktery ma na starost pripravu komunikace do vnéjsiho svéta. Nicméné dulezité je, Ze
mame interni VLAN 70 — podle toho tento provoz pozndme v br-tun.

2.6.5. Posilame ven z compute node
Jaké porty na br-tun najdeme a kam sméruji?

root@overcloud-novacompute0-vlisde2egecg: # ovs—vsctl show | grep —A100 br—tun
Bridge br—tun
Port patch—int
Interface patch—int
type: patch
options: {peer=patch-tun}
Port br-tun
Interface br—tun
type: internal
Port “vxlan-0a000al7”
Interface “vxlan—0a000al7”
type: vxlan
options: {df default="false”, in key=flow, local ip="10.0.10.14”, out key=flow, remote ip="10.0.10.23"}
Port “vxlan-0a000a0a”
Interface “vxlan-0a000a0a”
type: vxlan
options: {df default="false”, in_key=flow, local ip="10.0.10.14”, out key=flow, remote ip="10.0.10. 10"}
ovs_version: 72.3.0”

Zvyraznény je vstupni port z br-int a odchozi VXLAN port sméfujici do druhého compute node. Jaka maji
interni ID?
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root@overcloud-novacompute0-vlisde2egecg: # ovs—ofctl show br—tun | grep ’ (
OFPT FEATURES REPLY (xid=0x2): dpid:00009e4ffab46e48

1 (patch-int) : addr:7a:c7:3a:cf:90:5e

2 (vxlan—-0a000a0a) : addr:ba:0c:97:69:99:7f

5 (vxlan—0a000al7) : addr:8a:30:a7:83:71:08

LOCAL (br—tun) : addr:9e:4f:fa:b4:6e:48
OFPT GET CONFIG REPLY (xid=0x4): frags=normal miss send len=0

Podivejme se na OpenFlow pravidla v tabulce 0.

root@overcloud-novacomputeO-vli5de2egecg: # ovs—ofctl dump—flows br—tun table=0
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3850104.326s, table=0, n packets=0, n bytes=0, idle age=65534, hard age=65534, priority=0
actions=drop

cookie=0x0, duration=3008316.159s, table=0, n packets=2304460, n bytes=244396605, idle age=0, hard age=65534
priority=1, in port=5 actions=resubmit (, 4)

cookie=0x0, duration=3850102.378s, table=0, n packets=13380000, n bytes=968571340, idle age=0, hard age=65534,
priority=1, in port=1 actions=resubmit(, 1)

cookie=0x0, duration=3850088.004s, table=0, n packets=417011, n bytes=85765290, idle age=17, hard age=65534
priority=1, in port=2 actions=resubmit (, 4)

Podle pravidel skaceme do tabulky 1 — tam je pravidel hodné, mzZeme si odfiltrovat rovnou ta, ktera
jsou specificky zamérena na nasi VLAN 70.

root@vercloud-novacomputeO-vlibde2egecg: # ovs—ofctl dump—flows br—tun table=1,dl vlan=70
NXST FLOW reply (xid=0x4) :
cookie=0x0, duration=956990.900s, table=1, n packets=3698, n bytes=362404, idle age=1, hard age=65534
priority=1,dl vlan=70,dl src=fa:16:3e:42:d7:50 actions=mod dl src:fa:16:3f:9e:30:0c, resubmit (, 2)
cookie=0x0, duration=956990.998s, table=1, n packets=0, n bytes=0, idle age=65534, hard age=65534,
priority=2,dl vlan=70,dl dst=fa:16:3e:42:d7:50 actions=drop
cookie=0x0, duration=956991.110s, table=1, n packets=1, n bytes=42, idle age=65534, hard age=65534
priority=3, arp, dl vlan=70, arp tpa=192. 168. 20. 1 actions=drop

Pravidla fesi ARP provoz a také filtruji to, co nebylo spravné preroutované (pokus o spoofing), tedy nema
spravnou MAC adresu. Zvyraznéna je fadka, kterd odpovidd nasemu paketu. Posila dalsi zpracovani do
tabulky 2 a souc¢asné méni zdrojovou MAC adresu. Proc¢? Aktudlni zdrojovda MAC odpovida adrese
distribuovaného routeru — a ta je vSude stejn3, tedy v rznych lokalitach. V pfipadé, Ze by paket nebyl
zabalen do VXLAN (tedy pfi pouziti VLAN rezimu), tak je to samozifejmé zasadni problém pro fyzickou sit.
Nicméné i pfi izolaci VXLAN by se jednalo o nepfijemnou situaci pro vSwitche. Z toho divodu DVR MAC
adresu brany pred odeslanim zménime.

Posouvame se tedy do tabulky 2.

root@overcloud—novacompute0-vli5de2egecg: # ovs—ofctl dump—flows br—tun table=2
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3863937.845s, table=2, n packets=4589811, n bytes=398514290, idle age=0, hard age=65534
priority=0,dl dst=00:00:00:00:00:00/01:00:00:00:00:00 actions=resubmit (, 20)

cookie=0x0, duration=3863937.751s, table=2, n packets=8852811, n bytes=574861246, idle age=0, hard age=65534
priority=0,dl dst=01:00:00:00:00:00/01:00:00:00:00:00 actions=resubmit (, 22)

Rozlisujeme unicast a broadcast/multicast. Nas unicast paket tedy bude déle zpracovan v tabulce 20. Ta
ma ocela dost zaznamd, tak se podivejme specificky na nasi VLAN 70.

root@overcloud-novacomputeO-vlibde2egecg: # ovs—ofctl dump—flows br—tun table=20,dl vlan=70
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=970765.333s, table=20, n packets=107, n bytes=11290, idle age=32616, hard age=65534
priority=2,dl vlan=70,dl dst=fa:16:3e:af:39:1a actions=strip vlan, set tunnel:0x3f3, output:2

cookie=0x0, duration=27175.460s, table=20, n packets=8387, n bytes=821926, idle age=0
priority=2,dl vlan=70,dl dst=fa:16:3e:e4:71:f4 actions=strip vlan, set tunnel:0x3f3, output:5
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cookie=0x0, duration=970779.898s, table=20, n packets=0, n bytes=0, idle age=65534, hard age=65534
priority=2,dl vlan=70,dl dst=fa:16:3e:c7:6e:85 actions=strip vlan, set tunnel:0x3f3, output:2

Co se déje? Interni VLAN odstfihdvame a nasazujeme VXLAN VNI a odchdzime portem ¢islo 5, coz jak uz
jsme zjistili je virtualni tunel port vxlan-0a000al17 do druhého compute node.

Prohlédnéme si pakety opoustéjici compute node.

root@overcloud-novacompute0-v1i5de2egecg: " # tepdump —e —i eth0 —c 200 | grep -Bl 192. 168. 20. 3

tepdump: verbose output suppressed, use —v or —vv for full protocol decode

listening on ethO, link—type ENIOMB (Ethernet), capture size 262144 bytes

12:01:21. 853324 fc:15:b4:84:12:98 (oui Unknown) > 14:58:d0:d3:00:ee (oui Unknown), ethertype IPv4 (0x0800), length
148: overcloud-NovaCompute0O-vlibde2egecg. 54153 > overcloud—-NovaComputel—-c4ia2jfbd75d. 4789: VXLAN, flags [1] (0x08),
vni 1011

fa:16:3f:9e:30:0c (oui Unknown) > fa:16:3e:e4:71:f4 (oui Unknown), ethertype IPv4 (0x0800), length 98: 192.168.10.8 >
192. 168. 20. 3: ICMP echo request, id 4668, seq 890, length 64

12:01:21. 853682 14:58:d0:d3:00:ee (oui Unknown) > fc:15:b4:84:12:98 (oui Unknown), ethertype IPv4 (0x0800), length
148: overcloud-NovaComputel-c4ia2jfbd75d. 54618 > overcloud-NovaComputeO-v1iSde2egecg. 4789: VXLAN, flags [I] (0x08),
vni 1010

fa:16:3f:4d:1f:fb (oui Unknown) > fa:16:3e:21:cf:75 (oui Unknown), ethertype IPv4 (0x0800), length 98: 192.168.20.3 >
192.168. 10. 8: ICMP echo reply, id 4668, seq 890, length 64

Preroutovany paket navic s vyménénou gateway MAC je zabalen do VXLAN a jde do druhého compute
node.

2.6.6. Prijimame na vstupu druhého compute node

V odchozim compute node jsme v br-tun mohli vidét odebirani interniho tagu a pfibirani VXLAN VNI a
enkapsulaci paketu. O pfijimaciho compute node logicky ocekavame opak. Nejprve si zjistime, jaké
mame porty a jejich ID.

root@overcloud-novacomputel—-c4ia2jfbd75d: # ovs—vsctl show
¢8132496-677e-4596-b869-db490bbde09a
Bridge br—tun
Port “vxlan-0a000a0e”
Interface “vxlan-0a000a0e”
type: vxlan
options: {df default="false”, in key=flow, local ip="10.0.10.23", out key=flow, remote ip="10.0.10. 14"}
Port br—tun
Interface br-tun
type: internal
Port “vxlan-0a000a0a”
Interface “vxlan-0a000a0a”
type: vxlan
options: {df default="false”, in key=flow, local ip="10.0.10.23", out key=flow, remote ip="10.0.10.10"}
Port patch-int
Interface patch—int
type: patch
options: {peer=patch-tun}

root@vercloud-novacomputel-c4ia2jfbd75d: # ovs—ofctl show br-tun | grep ’ (
OFPT FEATURES REPLY (xid=0x2): dpid:0000bea8033fc743

1 (patch-int) : addr:12:bb:16:22:89:94

9 (vxlan—0a000a0a) : addr:ae:d1:7b:25:4a:9f

10 (vxlan—0a000a0e) : addr:86:5f:dd:f8:52:34

LOCAL (br—tun) : addr:be:a8:03:3f:c7:43
OFPT GET CONFIG REPLY (xid=0x4): frags=normal miss send len=0

Z VXLAN paketu vime, Ze pfiSel z compute node 10.0.10.14, takZe nas zajima virtudlni port vxlan-
0a000a0e s ID 10. Druhy zajimavy port je samozifejmé patch-int, tedy ID 1, ktery vede do integracniho
bridge (br-int), kde uZ jsou nase VM.
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2.6.7. OpenFlow pravidla v pfijimacim br-tun vSwitch
Jako vidy za¢neme tabulkou 0:

root@overcloud-novacomputel—-c4ia2jfbd75d: # ovs—ofct]l dump—flows br—tun table=0
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3905679.872s, table=0, n packets=1, n bytes=70, idle age=65534, hard age=65534, priority=0
actions=drop

cookie=0x0, duration=3022960.420s, table=0, n packets=4189206, n bytes=370256941, idle age=0, hard age=65534
priority=1, in port=10 actions=resubmit (, 4)

cookie=0x0, duration=3905677.945s, table=0, n packets=9860505, n bytes=726198632, idle age=0, hard age=65534
priority=1, in port=1 actions=resubmit(, 1)

cookie=0x0, duration=3026534.831s, table=0, n packets=15498, n bytes=19925328, idle age=12019, hard age=65534,
priority=1, in port=9 actions=resubmit (, 4)

Paket z prvniho compute node bude dale zpracovan v tabulce 4:

root@overcloud-novacomputel—-c4ia2jfbd75d: # ovs—ofct]l dump—flows br—tun table=4
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3011937.845s, table=4, n_packets=254, n_bytes=39522, idle age=26364, hard age=65534
priority=1, tun id=0x3f8 actions=mod vlan vid:13, resubmit(, 9)

cookie=0x0, duration=3011933.330s, table=4, n packets=52, n bytes=3296, idle age=63028, hard age=65534
priority=1, tun id=0x3f7 actions=mod vlan vid:14, resubmit (, 9)

cookie=0x0, duration=971652.281s, table=4, n packets=43563, n bytes=4220670, idle age=1478, hard age=65534
priority=1, tun id=0x3f2 actions=mod vlan vid:32, resubmit(, 9)

cookie=0x0, duration=2259818.820s, table=4, n packets=3864108, n bytes=338015766, idle age=0, hard age=65534
priority=1, tun id=0x3fb actions=mod vlan vid:22, resubmit(, 9)

cookie=0x0, duration=971646.690s, table=4, n_packets=9300, n bytes=909908, idle age=0, hard age=65534
priority=1, tun id=0x3f3 actions=mod vlan vid:33, resubmit (, 9)

cookie=0x0, duration=2266290.823s, table=4, n packets=1025, n bytes=115121, idle age=12136, hard age=65534
priority=1, tun id=0x3f6 actions=mod vlan vid:19, resubmit(, 9)

cookie=0x0, duration=519682.468s, table=4, n packets=13, n bytes=2062, idle age=65534, hard age=65534,
priority=1, tun id=0x3e9 actions=mod vlan vid:37, resubmit (, 9)

cookie=0x0, duration=3905815.900s, table=4, n_ packets=202, n bytes=14684, idle age=65534, hard age=65534, priority=0
actions=drop

Zvyraznéné je nase pravidlo reagujici na nasi VXLAN VNI. Paketu bude pfifazeno interni VLAN ID 33 a
bude zpracovdano v tabulce 9.

root@overcloud-novacomputel-c4ia2jfbd75d: " # ovs—ofct]l dump—flows br—tun table=9
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3905918.292s, table=9, n packets=4194896, n bytes=389212645, idle age=1, hard age=65534
priority=0 actions=resubmit(, 10)

cookie=0x0, duration=3905918.666s, table=9, n packets=0, n bytes=0, idle age=65534, hard age=65534
priority=1,dl src=fa:16:3f:5d:a5:3f actions=output:l

cookie=0x0, duration=3905918.479s, table=9, n packets=10433, n bytes=1053441, idle age=0, hard age=65534
priority=1,dl src=fa:16:3f:9e:30:0c actions=output:1l

Zdrojova adresa je zachycena a proces zpracovani v br-tun je u konce. Provoz posildme do portu 1, tedy
portu patch-int, ktery sméfruje do vSwitche br-int.

2.6.8. OpenFlow pravidla v br-int
Jaké porty najdeme v br-int?

root@vercloud-novacomputel-c4ia2jfbd75d: # ovs—ofctl show br-int | grep ’ (
OFPT FEATURES REPLY (xid=0x2): dpid:000032cb98c22142

1(int-br-svc) : addr:2e:5b:31:74:67:44

2 (patch—tun) : addr:36:64:57:50:fd:dl

27 (qvobab2a47a—2c) : addr:3e:ae:5e:13:d9:9¢c

28 (qr-0d6¢7979-4e) : addr:00:00:00:00:00:00

29 (qr-2ce50678-96) : addr:00:00:00:00:00:00

30(qvo4de718f9-el) : addr:92:eb:02:e5:28:36
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42 (qr—eb3e9a50-e0) : addr:00:00:00:00:00:00
43 (qvo4882de2e~10) : addr:be:eb:e3:81:ca:3f
47 (qr-1da629e3-59) : addr:00:00:00:00:00:00
48 (qvo24cbbeb6-2¢) : addr:62:0d:de:77:41:ce
49 (qvo9f070d74-37) : addr:9e:62:18:31:71:12
69 (qr-9ab15dle-3d) : addr:00:00:00:00:00:00
70 (qr-f01425£2-58) : addr:00:00:00:00:00:00
80 (qr-07£82580-15) : addr:00:00:00:00:00:00
95(qvob2018738-8a) : addr:c2:2a:b0:08:ab: 16
LOCAL (br—int) : addr:32:cb:98:¢2:21:42

OFPT GET CONFIG REPLY (xid=0x4): frags=normal miss send len=0

Podivejme se na pravidla pfi ptijimani paketu. Zacneme v tabulce O:

root@overcloud-novacomputel-c4ia2jfbd75d: # ovs—ofctl dump—flows br—int table=0
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3906220.429s, table=0, n packets=10735, n bytes=1083037, idle age=0, hard age=65534
priority=2, in port=2,dl src=fa:16:3f:9e:30:0c actions=resubmit(, 1)

cookie=0x0, duration=3906220.615s, table=0, n packets=0, n bytes=0, idle age=65534, hard age=65534
priority=2, in port=2, dl src=fa:16:3f:5d:a5:3f actions=resubmit(, 1)

cookie=0x0, duration=3906220.728s, table=0, n packets=15780439, n bytes=2040720540, idle age=0, hard age=65534
priority=1 actions=NORMAL

cookie=0x0, duration=2871748.698s, table=0, n packets=0, n bytes=0, idle age=65534, hard age=65534
priority=2, in port=31 actions=drop

cookie=0x0, duration=2260218.039s, table=0, n packets=5577670, n bytes=1031770844, idle age=0, hard age=65534,
priority=3, in port=1, vlan tci=0x0000 actions=mod vlan vid:23, NORMAL

Zachytilo nas pravidlo zdrojové MAC adresy a dale bude zpracovani probihat v tabulce 1. Podivame se
specificky na zaznamy pro interni VLAN ID 33:

root@overcloud-novacomputel—c4ia2jfbd75d: # ovs—ofctl dump—flows br—int table=1,dl vlan=33

NXST FLOW reply (xid=0x4) :
cookie=0x0, duration=28563.096s, table=1, n packets=0, n bytes=0, idle age=28585,

priority=2, ip, dl vlan=33, nw dst=192. 168. 20. 0/24 actions=strip vlan,mod dl src:fa:16:3e:42:d7:50, output:95
cookie=0x0, duration=28563.193s, table=1, n packets=9773, n bytes=957754, idle age=0,

priority=4,dl vlan=33, dl dst=fa:16:3e:e4:71:f4 actions=strip vlan,mod dl src:fa:16:3e:42:d7:50, output:95

Co se déje? Vsimnéte si, ze modifikujeme zdrojovou MAC adresu zpét na adresu distribuovaného
routeru! Vnitfek VM tak nepozna, Ze v pribéhu transportu do pracovalo s jinou, nez router MAC (z
dlvodd, které uz jsme probrali).

2.6.9. Konec cesty
MuiZeme se podivat v jakém stavu paket opousti br-int:

root@overcloud-novacomputel-c4ia2ifbd75d: # tcpdump icmp —e -1 —i qvob2018738-8a

tepdump: verbose output suppressed, use —v or —vv for full protocol decode

listening on qvob2018738-8a, link—type EN1OMB (Ethernet), capture size 262144 bytes

12:24:39. 789423 fa:16:3e:42:d7:50 (oui Unknown) > fa:16:3e:e4:71:f4 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.8 > 192.168. 20. 3: ICMP echo request, id 4668, seq 2287, length 64

12:24:39. 789678 fa:16:3e:e4:71:f4 (oui Unknown) > fa:16:3e:42:d7:50 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.20.3 > 192.168.10.8: ICMP echo reply, id 4668, seq 2287, length 64

12:24:40. 790656 fa:16:3e:42:d7:50 (oui Unknown) > fa:16:3e:e4:71:f4 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.8 > 192.168.20.3: ICMP echo request, id 4668, seq 2288, length 64

12:24:40. 790895 fa:16:3e:e4:71:f4 (oui Unknown) > fa:16:3e:42:d7:50 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.20.3 > 192.168.10.8: ICMP echo reply, id 4668, seq 2288, length 64

Ted uz jen projdeme bridgem pro iptables a dostdvame se docile. Vstup do iptables bridge je tedy druhy
konec qvob2018738-83, Cili qvbb2018738-8a.

root@overcloud—novacomputel-c4ia2jfbd75d: # bretl show | grep -Al qvbb2018738-8a
qbrb2018738-8a 8000. a6fb3300d5¢cd no qvbb2018738-8a
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tapb2018738-8a

Do VM tedy vede port tapb2018738-8a. Pojdme kruh uzavfit — na zacatku kapitoly jsme zjistili, Ze lokalni
nazev cilove VM je instance-0000010f. Ujistéme se, Ze je k ni pfifazen pravé tento tap port.
root@vercloud-novacomputel-c4ia2jfbd75d: # virsh dumpxml instance—0000010f | grep —A 7 “<interface”
{interface type= bridge >
<mac address="fa:16:3e:e4:71:f4’ />
{source bridge=" gbrb2018738-8a’ />
{target dev= tapb2018738-8a’ />
<model type= virtio />
<alias name= net0’ />
<address type=pci’ domain= 0x0000" bus= 0x00" slot= 0x03" function= 0x0" />
{/interface>
2.6.10. A cesta zpét?
Ta bude to samé obracené — muzete tedy opakovat kroky v této kapitole pro opacny smér. Replay paket
tedy bude zaroutovan pfimo timto compute node, tedy tam, kde paket opousti VM. To je vlastnost

distribuovaného routingu a pfinasi vysoky vykon a Skdlovatelnost.

2.7.  Routing do externi sité s vyuZzitim dynamické source NAT (north-south)

Instance, které maji byt dostupné uZivatelim, se vybavuji Floating IP a maji tak externi identitu. Ta je
smérovana a NATovana distribuovanym zptsobem pfimo v compute node, kde se VM nachazi. Helion
OpenStack ale také umoznuje, aby instance sdilely jednu externi adresu a dochdazelo k dynamickému
NAT (PAT) — tedy tak jak pfipojujete svoje domaci pocitace do Internetu. Smyslem je umoznit VM pfistup
na Internet nebo interni repozitar software za uc¢elem stazeni aktualizaci apod. Tento typ provozu
aktudlné nevyuziva distribuvany router a je tedy centralizovany (coZ ma své vykonnostni limity, takZze pro
primarni komunikaci na front end vzdy vyuZivejte Floating IP). Centralni router se v zdkladnim nastaveni
nachdzi na Helion OpenStack overcloud kontroleru.

Komunikace do externi sité s pouzitim source NAT & ot
Helion

Router name space (VRF) @
br-ex *
Bridge [_ForvwardnorvaL )

(iptables) SNAT name space

[ SNAT + route ]

Table 0:
forward to router
I VLAN

(] Table 0: From VM?
Table 1: Routed?
Table 2: Unicast?

Table 20: strip vlan and underlay
\_ set tunnel

Table 0: From tunnel? @

S jakou instanci tedy budeme v této ¢asti pracovat?
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root@helion-ProLiant-DL380-Gen9: # nova list —all-tenants 1 ——tenant baa7096feld54571900c3758397¢0939 ——fields name, 0S—EXT-SRV-ATTR:host, 0S-EXT-SRV—
ATTR: instance_name, Networks

| 1 | Name | 0S-EXT-SRV-ATTR: Host | 0S-EXT-SRV-ATTR: Instance Name | Networks
| eb347271-dcha-46¢f-9150-0a7defffc6dl | instance—1 | overcloud-novacomputeO-vli5de2egecg | instance—0000010d net1=192. 168.10.8, 172.16.2.3
| 70d0662f-9¢69-4d0b-99e7-2dde4e0494e8 | instance-2 | overcloud-novacomputeO-vli5de2egecg | instance—0000010e net1=192. 168. 10. 9

| €1975422-a543-4ced-be36-bcel91816161 | instance-3 | overcloud-novacomputel-c4ia2jfbd75d | instance—0000010f net2=192. 168. 20. 3

2.7.1. Pakety odchazejici z VM
Zjistime si tap interface a poslechneme provoz

root@overcloud-novacomputeO-vlisde2egecg: # virsh dumpxml instance—0000010e | grep —A 7 “<interface”
{interface type= bridge >
<mac address="fa:16:3e:fd:7f:88" />
{source bridge=" gbraeeeOcl0-2¢ />
<{target dev="tapaeeelcl0-2¢’ />
<model type= virtio />
<alias name= net0 />
<address type=pci’ domain= 0x0000" bus= 0x00" slot="0x03" function= 0x0" />
{/interface>

tepdump: verbose output suppressed, use —v or —vv for full protocol decode

listening on tapaeeeOcl0-2e, link—type EN1OMB (Ethernet), capture size 262144 bytes

03:52:23. 952227 fa:16:3e:fd:7f:88 (oui Unknown) > fa:16:3e:07:de:20 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.9 > 10.0.98.1: ICMP echo request, id 5015, seq 70, length 64

03:52:23.972099 fa:16:3e:1f:87:98 (oui Unknown) > fa:16:3e:fd:7f:88 (oui Unknown), ethertype IPv4 (0x0800), length
98: 10.0.98.1 > 192.168.10.9: ICMP echo reply, id 5015, seq 70, length 64

03:52:24. 953261 fa:16:3e:fd:7f:88 (oui Unknown) > fa:16:3e:07:de:20 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.9 > 10.0.98.1: ICMP echo request, id 5015, seq 71, length 64

03:52:24. 960822 fa:16:3e:1f:87:98 (oui Unknown) > fa:16:3e:fd:7f:88 (oui Unknown), ethertype IPv4 (0x0800), length
98: 10.0.98.1 > 192.168.10.9: ICMP echo reply, id 5015, seq 71, length 64

Mdame tady tedy provoz smérujici do externi sité.

2.7.2. Vstup do vSwitch br-int
Nejprve si zjistime, tak jako v pfedchozich pfipadech, vstupni port:
root@overcloud-novacomputeO-v1i5de2egecg: # bretl show | grep —Bl tapaeeeOcl0-2e

gbraeeeOc10-2e 8000. 9efc47859395 no qvbaeeelc10—2e
tapaeeeOcl10-2e

Z bridge (pro iptables) tedy odchazime portem gvbaeee0c10-2e, takZze druhé Usti veth paru, tedy vstupni
bod do br-int, je qvbaeee0c10-2e.

Jaky je aplikovan vnitini tag?

root@overcloud-novacompute0-vli5sde2egecg: # ovs—vsctl show | grep —A3 gvoaeeeOcl0-2e
Port “qvoaeee0c10-2e”
tag: 69
Interface “qvoaeeeOcl0-2e”

Zjistime si ID portu:

root@overcloud-novacomputeO-vlibde2egecg: # ovs—ofct]l show br-int | grep qvoaeeeOcl0-2e
235 (qvoaeeelcl10-2e) : addr:4a:2b:f6:9f:8d:19

Vypiseme si OpenFlow pravidle v tabulce 0:
root@overcloud-novacompute0-vlibde2egecg: # ovs—ofctl dump—flows br—int table=0
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3847209.754s, table=0, n packets=2, n bytes=220, idle age=65534, hard age=65534,
priority=2, in port=87,dl src=fa:16:3f:5d:a5:3f actions=resubmit(, 1)
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cookie=0x0, duration=3847209.944s, table=0, n packets=2341, n bytes=235364, idle age=0, hard age=65534
priority=2, in port=87,dl src=fa:16:3f:4d:1f:fb actions=resubmit (, 1)

cookie=0x0, duration=3847210.061s, table=0, n packets=88100169, n bytes=13792305674, idle age=0, hard age=65534
priority=1 actions=NORMAL

cookie=0x0, duration=2242139.596s, table=0, n packets=16314557, n bytes=4001739751, idle age=0, hard age=65534,
priority=3, in port=86, vlan tci=0x0000 actions=mod vlan vid:57, NORMAL

Podivejme se do forwarding tabulky a hledejmé cilovou MAC adresu:

root@overcloud-novacomputeO-vlibde2egecg: # ovs—appctl fdb/show br—int | grep fa:16:3e:07:de:20
212 69 fa:16:3e:07:de:20 0

Co je to za port?

root@vercloud-novacompute0-vli5de2egecg: # ovs—ofctl show br—int | grep ~212(
212 (qr-9abl15dle-3d) : addr:00:00:00:00:00:00

Odchazime tedy do routeru
2.7.3. Router
Zjistime si, stejné jako v pfedchozim pfipadé, ID naseho routeru — tieba z CLI.

root@helion-ProlLiant-DL380-Gen9: # neutron router—list

id name external gateway info

| 2e791c¢6d-b0ed—45b4-b04b—68a712b118ac | routerl | {“network id”: ”3abb5cd4—-0c4b—4bc3-h44e—826¢7b19556¢”,
“enable snat”: true, “external fixed ips”: [{”subnet id”: “e3be37fb-1ced-432f-950c-99b887bb52¢2”, “ip address”:
7172.16.2. 15771} |

-t

ProtoZe vnitini adresy se mohou mezi projekty prekryvat sedi kazdy router ve svém vlastnim name
space. Ten vyhledame podle ID routeru:

root@overcloud-novacompute0-vlibde2egecg: # ip netns | grep 2e791c6d-b0ed-45b4-b04b—68a712b118ac
qrouter—2e791c6d-b0ed—45b4-b04b—68a712b118ac

Name space je tedy fetézec ,,grouter-“ a za nim ID routeru. Jaké IP interfaces se vtomto name space
nachazeji?

root@overcloud—novacompute0-vli5sde2egecg: # ip netns exec qrouter—2e791c6d-b0ed—45b4-b04b-68a712b118ac ip a
1: lo: <LOOPBACK, UP, LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: rfp—2e791c6d-b: <BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 qdisc pfifo fast state UP group default glen 1000
link/ether 8a:26:b3:8e:eb:68 brd ff:ff:ff:ff:ff:ff
inet 169.254. 30.210/31 scope global rfp-2e791c6d-b
valid 1ft forever preferred 1ft forever
inet 172.16.2.3/32 brd 172.16.2.3 scope global rfp-2e791c6d-b
valid 1ft forever preferred 1ft forever
inet6 fe80::8826:b3ff:fe8e:eb68/64 scope link
valid 1ft forever preferred 1ft forever
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632: gqr-9ablbdle-3d: <BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 gdisc noqueue state UNKNOWN group default
link/ether fa:16:3e:07:de:20 brd ff:ff:ff:ff:ff:ff
inet 192.168.10. 1/24 brd 192. 168. 10. 255 scope global qr-9abl5dle-3d
valid 1ft forever preferred 1ft forever
inet6 fe80::f816:3eff:fe07:de20/64 scope link
valid 1ft forever preferred 1ft forever
634: qr-f01425f2-58: <BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1500 gdisc noqueue state UNKNOWN group default
link/ether fa:16:3e:42:d7:50 brd ff:ff:ff:ff:ff:ff
inet 192.168.20.1/24 brd 192. 168. 20. 255 scope global qr—f01425f2-58
valid 1ft forever preferred 1ft forever
inet6 fe80::f816:3eff:fe42:d750/64 scope link
valid 1ft forever preferred 1ft forever

V pripadé SNAT ovSem router nesméruje, takze se paket vraci na stejném interface, z kterého pfrisel — to
je vychozi cesta.

root@overcloud-novacompute0-vli5de2egecg: # ip netns exec qrouter—2e791c6d-b0ed-45b4-b04b-68a712b118ac ip rule list
0: from all lookup local

32766: from all lookup main

32767: from all lookup default

32797:  from 192.168.10.8 lookup 16

3232238081 : from 192. 168. 10. 1/24 lookup 3232238081
3232238081 from 192.168.10. 1/24 lookup 3232238081
3232240641 : from 192.168.20. 1/24 lookup 3232240641
3232240641 : from 192.168.20. 1/24 lookup 3232240641

root@overcloud-novacomputeO-vlisde2egecg: # ip netns exec qrouter—2e791c6d—b0ed-45b4-b04b—68a712b118ac ip route show
table 3232238081
default via 192.168.10.7 dev qr—9abl5dle-3d

Pfesto jednu préci pro router mame — vymeénit cilovou MAC adresu ze sdilené DVR MAC na jinou.

root@overcloud-novacomputeO-vlibde2egecg: # ip netns exec grouter—2e791c6d-b0ed—45b4-b04b-68a712b118ac tepdump icmp —
e -1 —i gqr-9ablbdle—3d

tepdump: verbose output suppressed, use —v or —vv for full protocol decode

listening on qr-9abl5dle—3d, link—type ENIOMB (Ethernet), capture size 262144 bytes

03:53:31. 052919 fa:16:3e:fd:7f:88 (oui Unknown) > fa:16:3e:07:de:20 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.9 > 10.0.98.1: ICMP echo request, id 5015, seq 137, length 64

03:53:31. 052963 fa:16:3e:07:de:20 (oui Unknown) > fa:16:3e:1f:87:98 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.9 > 10.0.98.1: ICMP echo request, id 5015, seq 137, length 64

03:53:32. 054817 fa:16:3e:fd:7f:88 (oui Unknown) > fa:16:3e:07:de:20 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.9 > 10.0.98.1: ICMP echo request, id 5015, seq 138, length 64

03:53:32. 054846 fa:16:3e:07:de:20 (oui Unknown) > fa:16:3e:1f:87:98 (oui Unknown), ethertype IPv4 (0x0800), length
98: 192.168.10.9 > 10.0.98.1: ICMP echo request, id 5015, seq 138, length 64

2.7.4. Vracime se z routeru
Po smérovani jsme vratili paket do br-int a to stdle ve stejné VLAN.

root@overcloud-novacompute0-vlisde2egecg: # ovs—vsctl show | grep —A3 qr-9abl5dle—3d
Port “qr-9abl5dle-3d”
tag: 69
Interface “qr-9abl5dle-3d”
type: internal

Tentokrat uz ale mame jinou destination MAC, takZe provedeme lookup znovu.

root@overcloud-novacomputeO-vlibde2egecg: # ovs—appctl fdb/show br-int | grep fa:16:3e:1f:87:98
87 69 fa:16:3e:1f:87:98 0

A co je port 877?

root@overcloud-novacompute0-vlibde2egecg: # ovs—ofctl show br-int | grep ’87(
87 (patch—tun) : addr:b2:5f:40:f0:2a:4f
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Opoustime tedy br-int a jdeme do br-tun.

2.7.5. Posildme ven z compute node
Jaké porty na br-tun najdeme a kam sméruji?

root@overcloud-novacomputeO-vli5de2egecg: # ovs—vsctl show | grep —A100 br—tun
Bridge br—tun
Port patch—int
Interface patch—int
type: patch
options: {peer=patch—tun}
Port br—tun
Interface br—tun
type: internal
Port “vxlan-0a000a17”
Interface “vxlan-0a000al7”
type: vxlan
options: {df default="false”, in key=flow, local ip="10.0.10.14”, out key=flow, remote ip="10.0.10.23"}
Port “vxlan-0a000a0a”
Interface “vxlan-0a000a0a”
type: vxlan
options: {df default="false”, in key=flow, local ip="10.0.10.14”, out key=flow, remote ip="10.0.10.10"}
ovs_version: 72.3.0”7

Tentokrat nas bude zajimat zvyraznény port, ktery sméfuje do kontroleru, respektive do network node.
Zjistime si ID.

root@overcloud-novacompute0-vlisde2egecg: # ovs—ofctl show br—tun | grep  (
OFPT FEATURES REPLY (xid=0x2): dpid:00009e4ffab46e48

1 (patch-int) : addr:7a:c7:3a:cf:90:5e

2 (vxlan—0a000a0a) : addr:ba:0c:97:69:99:7f

5(vxlan—0a000al7) : addr:8a:30:a7:83:71:08

LOCAL (br—tun) : addr:9e:4f:fa:b4:6e:48
OFPT GET CONFIG REPLY (xid=0x4): frags=normal miss send len=0

MUzZeme zacit zkoumat OpenFlow pravidla — jako vzdy od tabulky 0.

root@overcloud-novacompute0-vlibde2egecg: # ovs—ofctl dump—flows br—tun table=0
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3923903.494s, table=0, n packets=0, n bytes=0, idle age=65534, hard age=65534, priority=0
actions=drop

cookie=0x0, duration=3082115.327s, table=0, n packets=2385586, n bytes=253280753, idle age=0, hard age=65534
priority=1, in port=5 actions=resubmit (, 4)

cookie=0x0, duration=3923901.546s, table=0, n packets=13713693, n bytes=993529751, idle age=0, hard age=65534,
priority=1, in port=1 actions=resubmit (, 1)

cookie=0x0, duration=3923887.172s, table=0, n packets=446801, n bytes=87876656, idle age=1, hard age=65534,
priority=1, in port=2 actions=resubmit (, 4)

Jdeme do tabulky 1 a prohlédneme si nejprve pravidla specificka pro VLAN 69.

root@vercloud-novacomputeO-vlibde2egecg: # ovs—ofctl dump—flows br-tun table=1,dl vlan=69
NXST FLOW reply (xid=0x4) :
cookie=0x0, duration=1030733.343s, table=1, n packets=2527, n bytes=247390, idle age=1, hard age=65534
priority=1,dl vlan=69, dl src=fa:16:3e:07:de:20 actions=mod dl src:fa:16:3f:9e:30:0c, resubmit(, 2)
cookie=0x0, duration=1030733.441s, table=1, n packets=2, n bytes=276, idle age=65534, hard age=65534
priority=2,dl vlan=69, dl dst=fa:16:3e:07:de:20 actions=drop
cookie=0x0, duration=1030733.539s, table=1, n packets=15, n bytes=630, idle age=2352, hard age=65534,
priority=3, arp, dl vlan=69, arp tpa=192. 168. 10. 1 actions=drop

Nic z uvedeného se naseho paketu netyka. Musime tedy na generictéjsi pravidlo.

root@overcloud—novacompute0-vli5sde2egecg: # ovs—ofctl dump—flows br—tun table=l
NXST FLOW reply (xid=0x4) :
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cookie=0x0, duration=3924083.843s, table=1, n packets=13673850, n bytes=990360128, idle age=0, hard age=65534
priority=0 actions=resubmit (, 2)

cookie=0x0, duration=1030844.908s, table=1, n packets=12959, n bytes=1269982, idle age=55489, hard age=65534
priority=1,dl vlan=70,dl src=fa:16:3e:42:d7:50 actions=mod dl src:fa:16:3f:9e:30:0c, resubmit(, 2)

Pokracujeme tedy v tabulce 2.

root@overcloud-novacomputeO-vlibde2egecg: # ovs—ofctl dump—flows br—tun table=2
NXST FLOW reply (xid=0x4):

cookie=0x0, duration=3924131.804s, table=2, n packets=4736846, n bytes=410971859, idle age=1, hard age=65534
priority=0,dl dst=00:00:00:00:00:00/01:00:00:00:00:00 actions=resubmit (, 20)

cookie=0x0, duration=3924131.710s, table=2, n packets=8976032, n bytes=582566690, idle age=0, hard age=65534,
priority=0,dl dst=01:00:00:00:00:00/01:00:00:00:00:00 actions=resubmit (,22)

Nas paket je unicast, takZe pokracujeme v tabulce 20.

root@overcloud-novacompute0-vlisde2egecg: # ovs—ofctl dump—flows br—tun table=20,dl vlan=69
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=1030945.736s, table=20, n packets=2805, n bytes=270522, idle age=0, hard age=65534
priority=2,dl vlan=69, d1 dst=fa:16:3e:1f:87:98 actions=strip vlan, set tunnel:0x3f2, output:2

cookie=0x0, duration=1030945.836s, table=20, n packets=170, n bytes=16275, idle age=2565, hard age=65534
priority=2,dl vlan=69, d1 dst=fa:16:3e:b2:3d:19 actions=strip vlan, set tunnel:0x3f2, output:2

cookie=0x0, duration=986052.703s, table=20, n packets=43248, n bytes=4170488, idle age=65534, hard age=65534
priority=2,dl vlan=69, d1 dst=fa:16:3e:fd:7f:88 actions=strip vlan, set tunnel:0x3f2, output:5

Mdme shodu s odchozi MAC adresou, takZe ustfihneme VLAN, pfiddme VXLAN VNI 3F2 a odesilame do
portu 2, tedy do VXLAN sméfujici do compute node.

Jak nds provoz opousti?

root@overcloud-novacompute0-vlisde2egecg: # tepdump —e —i ethO —¢ 200 | grep -Bl 192. 168.10.9

tepdump: verbose output suppressed, use —v or —vv for full protocol decode

listening on ethO, link—type ENIOMB (Ethernet), capture size 262144 bytes

03:55:02. 198288 fc:15:b4:84:12:98 (oui Unknown) > 00:25:6e:0a:f6:07 (oui Unknown), ethertype IPv4 (0x0800), length
148: overcloud-NovaCompute0O-vlibde2egecg. 35509 > overcloud-controller0-sujhwb2cufku. 4789: VXLAN, flags [I] (0x08),
vni 1010

fa:16:3f:9e:30:0c (oui Unknown) > fa:16:3e:1f:87:98 (oui Unknown), ethertype IPv4 (0x0800), length 98: 192.168.10.9 >
10.0.98.1: ICMP echo request, id 5015, seq 228, length 64

03:55:02. 202161 00:25:6e:0a:f6:07 (oui Unknown) > fc:15:b4:84:12:98 (oui Unknown), ethertype IPv4 (0x0800), length
148: overcloud-controllerO-sujhwb2cufku. 46717 > overcloud—NovaComputeO-v1ibde2egecg. 4789: VXLAN, flags [I] (0x08),
vni 1010

fa:16:3e:1£:87:98 (oui Unknown) > fa:16:3e:fd:7f:88 (oui Unknown), ethertype IPv4 (0x0800), length 98: 10.0.98.1 >
192. 168.10.9: ICMP echo reply, id 5015, seq 228, length 64

2.7.6. Pfijimame v network node
Podivejme se nejprve na porty br-tun a jejich Cisla.

root@overcloud—controller0-sujhwb2cufku: # ovs-vsctl show
1718tb09-77ba-4171-80a8-86bldcdfedbb
Bridge br—tun
Port “vxlan-0a000al7”
Interface “vxlan-0a000al7”
type: vxlan
options: {df default="false”, in key=flow, local ip="10.0.10.10”, out key=flow, remote ip="10.0.10.23"}
Port br-tun
Interface br—tun
type: internal
Port “vxlan-0a000a0e”
Interface “vxlan-0a000a0e”
type: vxlan
options: {df default="false”, in key=flow, local ip="10.0.10.10”, out key=flow, remote ip="10.0.10. 14"}
Port patch-int
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Interface patch-int
type: patch
options: {peer=patch—tun}

root@overcloud-controllerO-sujhwh2cufku: # ovs—ofctl show br—tun | grep ’ (
OFPT FEATURES REPLY (xid=0x2): dpid:00003602a443274e

1 (patch-int) : addr:b2:84:3b:2¢:07:d6

2 (vx1an—0a000al17) : addr:16:32:ca:3a:50:06

3 (vxlan—0a000a0e) : addr:a2:6d:15:1d:b2:ch

LOCAL (br—tun) : addr:36:02:a4:43:27:4e
OFPT GET CONFIG REPLY (xid=0x4): frags=normal miss send len=0

2.7.7. OpenFlow pravidla v Network Node br-tun vSwitch
Za¢neme v tabulce 0.

root@overcloud-controller0-sujhw52cufku: # ovs—ofctl dump—flows br—tun table=0
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3101202.673s, table=0, n packets=0, n bytes=0, idle age=65534, hard age=65534, priority=0
actions=drop

cookie=0x0, duration=3101194.652s, table=0, n packets=864713, n bytes=49231013, idle age=0, hard age=65534,
priority=1, in port=3 actions=resubmit (, 4)

cookie=0x0, duration=3101200.743s, table=0, n packets=7468912, n bytes=1230567666, idle age=0, hard age=65534,
priority=1, in port=1 actions=resubmit (, 1)

cookie=0x0, duration=3101195.474s, table=0, n packets=10997, n bytes=892718, idle age=1043, hard age=65534
priority=1, in port=2 actions=resubmit (,4)

Pfichazime z portu 3, pokracujeme tedy v tabulce 4. Na Network Node byva hodné pravidel, budeme
tedy hledat specificky nase cislo tunelu, tedy VXLAN VNI.

root@vercloud-controller0-sujhwh2cufku: # ovs—ofctl dump—flows br—tun table=4, tun id=0x3f2
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3101233.824s, table=4, n packets=11274, n bytes=1107027, idle age=0, hard age=65534
priority=1, tun id=0x3f2 actions=mod vlan vid:14, resubmit(, 9)

Paketu ptifazujeme lokalni VLAN 14 a pokracujeme do tabulky 9.

root@overcloud—controller0-sujhwh2cufku: # ovs—ofctl dump—flows br—tun table=9

NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3101343.824s, table=9, n packets=833201, n bytes=46768187, idle age=1, hard age=65534,
priority=0 actions=resubmit (, 10)

cookie=0x0, duration=3101344.201s, table=9, n packets=9411, n bytes=700956, idle age=1186, hard age=65534
priority=1,dl src=fa:16:3f:4d:1f:fb actions=output: 1

cookie=0x0, duration=3101344.022s, table=9, n packets=33285, n bytes=2671458, idle age=1, hard age=65534
priority=1,dl src=fa:16:3f:9e:30:0c actions=output:1l

Dale do tabulky 10.

root@overcloud-controller0-sujhwh2cufku: # ovs—ofctl dump—flows br—tun table=10
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3101409.350s, table=10, n packets=833226, n bytes=46769741, idle age=0, hard age=65534
priority=1

actions=learn(table=20, hard timeout=300, priority=1, NXM OF VLAN TCI[0..11],NXM OF ETH DST[]=NXM OF ETH SRC[], load:0-
>NXM_OF VLAN TCI[], load:NXM NX TUN ID[]->NXM NX TUN ID[], output:NXM OF IN PORT[]), output:1

Paket prozkoumame a naucime se jeho hlavicky, coz zapiSeme do tabulky 20. Odchazime z br-tun do

patch-int portu, tedy do vSwitch br-int.

2.7.8. OpenFlow pravidla v Network Node br-int vSwitch
V Network Node bude hodné portQ, tak si pro zacatek zjistime jen jaké je Cislo patch mezi br-tun a br-int.

root@overcloud-controller0-sujhw52cufku: # ovs-ofctl show br-int | grep patch
127 (patch—tun) : addr:2a:75:6e:b7:0e:10
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Podivejme se na pravidla v tabulce 0.

root@overcloud-controller0—-sujhwh2cufku: # ovs—ofctl dump—flows br—int table=0

NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3106124.326s, table=0, n packets=9411, n bytes=700956, idle age=5966, hard age=65534
priority=2, in port=127,dl src=fa:16:3f:4d:1f:fb actions=resubmit(, 1)

cookie=0x0, duration=3106124.168s, table=0, n packets=38061, n bytes=3139506, idle age=0, hard age=65534
priority=2, in port=127,dl src=fa:16:3f:9e:30:0c actions=resubmit (, 1)

cookie=0x0, duration=3106124.440s, table=0, n packets=1614948, n bytes=176983979, idle age=0, hard age=65534
priority=1 actions=NORMAL

cookie=0x0, duration=2406992.930s, table=0, n packets=0, n bytes=0, idle age=65534, hard age=65534,
priority=2, in port=172 actions=drop

cookie=0x0, duration=1908738.959s, table=0, n packets=0, n bytes=0, idle age=65534, hard age=65534
priority=2, in port=183 actions=drop

cookie=0x0, duration=2941285.074s, table=0, n packets=0, n bytes=0, idle age=65534, hard age=65534
priority=2, in port=160 actions=drop

cookie=0x0, duration=1908743.232s, table=0, n packets=1, n bytes=42, idle age=65534, hard age=65534
priority=2, in port=182 actions=drop

cookie=0x0, duration=3106113.776s, table=0, n packets=7341436, n bytes=1148437924, idle age=1, hard age=65534,
priority=3,in port=126, vlan tci=0x0000 actions=mod vlan vid:6, NORMAL

Mdame match na pakety z br-tun a zdrojovou MAC, jdeme tedy to tabulky 1 a hledejme specificky nasi
VLAN 14.

root@overcloud-controllerO-sujhw52cufku: # ovs—ofctl dump—flows br—int table=1,dl vlan=14
NXST FLOW reply (xid=0x4) :
cookie=0x0, duration=1164110.409s, table=1, n packets=154, n bytes=42546, idle age=401, hard age=65534
priority=2, ip, dl vlan=14, nw dst=192. 168. 10. 0/24 actions=strip vlan,mod dl src:fa:16:3e:07:de:20, output:227, output:121
cookie=0x0, duration=1164114.182s, table=1, n packets=0, n bytes=0, idle age=65534, hard age=65534
priority=4, dl vlan=14, dl dst=fa:16:3e:b2:3d:19 actions=strip vlan,mod dl src:fa:16:3e:07:de:20, output:121
cookie=0x0, duration=1164110.550s, table=1, n packets=21661, n bytes=2122778, idle age=0, hard age=65534
priority=4,dl vlan=14, dl dst=fa:16:3e:1f:87:98 actions=strip vlan,mod dl src:fa:16:3e:07:de:20, output:227

Mdme match na cilovou MAC adresu. Odstfihneme VLAN tak a zmodifikujeme zdrojovou MAC adresu,
kde dosadime MAC naseho distribuovaného routeru (dlivody uz jsme popsali — pfed odeslanim na drat
DVR MAC nahrazujeme jinou a po pfijmu vracime do plvodniho stavu). Odchazime do portu 227 — co
tam je?

root@overcloud-controller0-sujhw52cufku: " # ovs—ofctl show br-int | grep ’227(
227 (sg—ff1al932-74) : addr:00:00:00:00:00:00

2.7.9. SNAT namespace
Port sg-ff1a1932-74 se nachazi v SNAT name space, které opét najdeme podle router ID.

root@overcloud-controller0-sujhw52cufku: # ip netns | grep 2e791c6d-b0ed-45b4-b04b-68a712b118ac
snat—2e791c6d-b0ed-45b4-b04b-68a712b118ac
qrouter—-2e791c6d-b0ed—45b4-b04b—68a712b118ac

Podivejme se na interfacy

root@overcloud—controller0-sujhwb2cufku: # ip netns exec snat-2e791c6d-b0ed-45b4-b04b—-68a712b118ac ip a
1: lo: <LOOPBACK, UP, LOWER UP> mtu 65536 qgdisc noqueue state UNKNOWN group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
407: qg-b2712c4a—2b: <BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 qdisc noqueue state UNKNOWN group default
link/ether fa:16:3e:c3:f1:8d brd ff:ff:ff:ff:ff:ff
inet 172.16.2.157/16 brd 172.16. 255. 255 scope global qg-b2712c4a-2b
valid 1ft forever preferred 1ft forever
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inet6 fe80::f816:3eff:fec3:f18d/64 scope link
valid 1ft forever preferred 1ft forever
409: sg—ff1al932-74: <BROADCAST, MULTICAST, UP, LOWER _UP> mtu 1500 qdisc noqueue state UNKNOWN group default
link/ether fa:16:3e:1f:87:98 brd ff:ff:ff:ff:ff:ff
inet 192.168.10.7/24 brd 192.168. 10. 255 scope global sg—fflal932-74
valid 1ft forever preferred 1ft forever
inet6 fe80::f816:3eff:felf:8798/64 scope link
valid 1ft forever preferred 1ft forever
411: sg—f9e28eef-bc: <BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 qdisc noqueue state UNKNOWN group default
link/ether fa:16:3e:c7:6e:85 brd ff:ff:ff:ff:ff:ff
inet 192.168.20.2/24 brd 192.168. 20. 255 scope global sg-f9e28eef-bc
valid 1ft forever preferred 1ft forever
inet6 fe80::f816:3eff:fec7:6e85/64 scope link
valid 1ft forever preferred 1ft forever

Kudy bude paket odchazet?

root@overcloud-controller0-sujhwh2cufku: # ip netns exec snat—2e791c6d-b0ed-45b4-h04b—68a712bl18ac ip route
default via 172.16.0.1 dev qg-b2712c4a—2b

172.16.0.0/16 dev qg-b2712c4a—2b proto kernel scope link src 172.16.2.157

192. 168. 10. 0/24 dev sg—ff1al932-74 proto kernel scope link src 192.168.10.7

192. 168. 20. 0/24 dev sg—f9e28eef-bc proto kernel scope link src 192.168. 20. 2

Pfed tim ale budeme provadét SNAT, podivejme se do iptables.

root@overcloud-controller0-sujhwhs2cufku: " # ip netns exec snat—2e791c6d-b0ed-45b4-h04b—68a712bl18ac iptables ——table
nat —list

Chain PREROUTING (policy ACCEPT)

target prot opt source destination

neutron—13-agent-PREROUTING all -— anywhere anywhere

Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

neutron-13-agent-OUTPUT all -- anywhere anywhere

Chain POSTROUTING (policy ACCEPT)

target prot opt source destination
neutron—-13-agent—POSTROUTING all —— anywhere anywhere
neutron-postrouting-bottom all -— anywhere anywhere

Chain neutron—13-agent-OUTPUT (1 references)
target prot opt source destination

Chain neutron-13-agent-POSTROUTING (1 references)
target prot opt source destination

ACCEPT all — anywhere anywhere | ctstate DNAT

Chain neutron-13-agent-PREROUTING (1 references)
target prot opt source destination

Chain neutron-13-agent—-float-snat (0 references)
target prot opt source destination

Chain neutron—13-agent-snat (1 references)

target prot opt source destination
SNAT all — 192.168.10.0/24 anywhere t0:172. 16. 2. 157
SNAT all — 192.168.20.0/24 anywhere to:172.16. 2. 157

Chain neutron—postrouting—bottom (1 references)
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target prot opt source destination
neutron—13—-agent—snat all —— anywhere anywhere

Podivejme se na provoz opoustéjici SNAT name space.

root@overcloud-controller0-sujhw52cufku: # ip netns exec snat-2e791c6d-b0ed-45b4-b04b—68a712bl18ac tepdump icmp —e —1
-1 qg-b2712c4a—2b

tepdump: verbose output suppressed, use —v or —vv for full protocol decode

listening on qg-b2712c4a—2b, link-type EN1OMB (Ethernet), capture size 262144 bytes

04:09:17.521252 fa:16:3e:¢3:f1:8d (oui Unknown) > 38:22:d6:e9:92:23 (oui Unknown), ethertype IPv4 (0x0800), length
98: 172.16.2.157 > 10.0.98.1: ICMP echo request, id 5015, seq 1082, length 64

04:09:17. 526868 38:22:d6:€9:92:23 (oui Unknown) > fa:16:3e:c3:f1:8d (oui Unknown), ethertype IPv4 (0x0800), length
98: 10.0.98.1 > 172.16.2.157: ICMP echo reply, id 5015, seq 1082, length 64

04:09:18. 522571 fa:16:3e:c3:f1:8d (oui Unknown) > 38:22:d6:e9:92:23 (oui Unknown), ethertype IPv4 (0x0800), length
98: 172.16.2.157 > 10.0.98.1: ICMP echo request, id 5015, seq 1083, length 64

04:09:18.528884 38:22:d6:€9:92:23 (oui Unknown) > fa:16:3e:¢3:f1:8d (oui Unknown), ethertype IPv4 (0x0800), length
98: 10.0.98.1 > 172.16.2. 157: ICMP echo reply, id 5015, seq 1083, length 64

NAT i routing byl proveden

2.7.10. Konec cesty
Mame zaNATovdno a paket vstupuje do br-ext — ma néjaky tag? Jaké ID ma tento port?

root@overcloud-control ler0-sujhwh2cufku: # ovs—vsctl show | grep —A3 qg—b2712c4a—2b
Port “qg-b2712c4a-2b”
Interface “qg-b2712c4a—2b”
type: internal

root@overcloud-controller0-sujhwh2cufku: # ovs—ofctl show br-ex | grep
OFPT_FEATURES REPLY (xid=0x2): dpid:000000256e0af607
1(vlanl72) : addr:00:25:6e:0a:f6:07
10 (qg—e9c2¢154-9c) : addr:26:01:00:00:00:00
13 (qg-92be0f9c—e8) : addr:26:01:00:00:00:00
14 (qg—ef8abb09-76) : addr:26:01:00:00:00:00
15(qg—cf26a386-18) : addr:26:01:00:00:00:00
19 (qg—15fc384e-ab) : addr:00:00:00:00:00:00
22 (qg—da9fa75a-7b) : addr:00:00:00:00:00:00
25(qg—ddb6b311-95) : addr:00:00:00:00:00:00
31(qg—6al140e68-6) : addr:00:00:00:00:00:00
34 (qg—88e27db1-6b) : addr:00:00:00:00:00:00
42 (qg—27387ea9-a9) : addr:00:00:00:00:00:00
43 (qg—-b89620d8-3a) : addr:00:00:00:00:00:00
44 (qg-b2712c4a—2b) : addr:00:00:00:00:00:00
49 (qg—18419c03-d9) : addr:00:00:00:00:00:00
LOCAL (br—ex) : addr:00:25:6e:0a:f6:07
OFPT GET CONFIG REPLY (xid=0x4): frags=normal miss send len=0

Zvyraznény je také port 1, ktery sméruje do externi sité (v nasem pripadé stejnym fyzickém portem, ale
tagovana v externi VLAN 172).
Jakd ma br-ex pravidla?
root@overcloud-controller0-sujhwhs2cufku: # ovs—ofctl dump-flows br—ex table=0
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3722047.411s, table=0, n packets=199158, n bytes=88736522, idle age=0, hard age=65534
priority=0 actions=NORMAL

Jde tedy o béZny switching — podivejme se proto do forwarding tabulky.

root@overcloud-controller0-sujhwb2cufku: # ovs—appctl fdb/show br-ex
port VLAN MAC Age
49 0 fa:16:3e:03:44:e7 127
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1 0 38:22:d6:e9:92:23 103
34 0 fa:16:3e:3b:0b:76 103
15 0 fa:16:3e:81:ch:ee 0
44 0 fa:16:3e:c3:f1:8d 0

Méame match na destination MAC paketu a posildme provoz na port 1, tedy vlan172, co? je interface do

naseho externiho subnetu ve skuteéném svété.

2.8.  DHCP provoz

V tomto scénafi se zaméfime na zpUsob jakym dojde k pfifazeni adresy DHCP protokolem.

DHCP

Bridge
(iptables)

q Table O: From VM?
Table 1: Routed?
Table 2: Broadcast?

Table 22: strip vlan and underlay
AN set tunnel

:"ﬁelion

DHCP name space

Tap interface

Table 0: From tunnel?

Na jedné z instanci spustime generovani DHCP dotazu kaZdou vtefinu. Nainstalujte si udhcpc —
jednoduchého DHCP klienta (sudo apt-get install udhcpc) a nechame ho poslat dotaz kazdou vtefinu:

root@instance—1: # while true; do udhcpc; sleep 1; done
udhepe (v1.20.2) started

Sending discover...

Sending select for 192.168.10.8...

Lease of 192.168.10.8 obtained, lease time 172800
/etc/udhcpe/default. script: Resetting default routes
STIOCDELRT: No such process
/etc/udhcpe/default. script: Adding DNS 192.168.10.3
udhepe (v1.20.2) started

Sending discover...

Sending select for 192.168.10.8...

Lease of 192.168.10.8 obtained, lease time 172800
/etc/udhcpe/default. script: Resetting default routes
STOCDELRT: No such process
/etc/udhepe/default. script: Adding DNS 192. 168. 10. 3

2.8.1. Pakety odchazejici z VM
Podivejme se na provoz na tap interface.

root@overcloud-novacomputeO-vli5de2egecg: # tcpdump port 67 or port 68 —e —i tap425fe781-d3
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tepdump: verbose output suppressed, use —v or —vv for full protocol decode

listening on tap425fe781-d3, link-type EN1OMB (Ethernet), capture size 262144 bytes

06:11:32.238031 fa:16:3e:21:¢cf:75 (oui Unknown) > Broadcast, ethertype IPv4 (0x0800), length 322: 0.0.0.0.bootpc >
255. 255. 255. 255. bootps: BOOTP/DHCP, Request from fa:16:3e:21:cf:75 (oui Unknown), length 280

06:11:32. 243728 fa:16:3e:b2:3d:19 (oui Unknown) > fa:16:3e:21:cf:75 (oui Unknown), ethertype IPv4 (0x0800), length
373: 192.168. 10. 3. bootps > 192. 168. 10. 8. bootpc: BOOTP/DHCP, Reply, length 331

06:11:32.244108 fa:16:3e:21:¢cf:75 (oui Unknown) > Broadcast, ethertype IPv4 (0x0800), length 334: 0.0.0.0.bootpc >
255. 255. 255, 255. bootps: BOOTP/DHCP, Request from fa:16:3e:21:cf:75 (oui Unknown), length 292

06:11:32. 244506 fa:16:3e:b2:3d:19 (oui Unknown) > fa:16:3e:21:cf:75 (oui Unknown), ethertype IPv4 (0x0800), length
373: 192.168. 10. 3. bootps > 192. 168. 10. 8. bootpc: BOOTP/DHCP, Reply, length 331

2.8.2. Ochrana pred neopravnényi nabidkami
Pfipomenme si, Ze z tap interface prochazi do bridge kvli aplikaci Security Group pravidel, tedy do
stavového mini-firewallu. Pro prevenci neopravnéného DHCP serveru tu existuje nékolik pravidel:

root@overcloud-novacompute0-vli5de2egecg: # iptables ——list-rules | grep tap425fe781-d3

-A neutron—openvswi-FORWARD —m physdev ——physdev-out tap425fe781-d3 ——physdev-is-bridged —j neutron—openvswi-sg-chain
—~A neutron—openvswi-FORWARD —m physdev ——physdev-in tap425fe781-d3 ——physdev-is—bridged —j neutron-openvswi-sg-chain
—A neutron—-openvswi—INPUT —-m physdev —physdev—in tap425fe781-d3 ——physdev-is—-bridged —j neutron—openvswi—-0425fe781-d
—A neutron-openvswi—-sg—chain —m physdev —physdev-out tap425fe781-d3 ——physdev-is—bridged —j neutron—openvswi-—
1425fe781-d

—~A neutron—openvswi-sg—chain —m physdev ——physdev—in tap425fe781-d3 ——physdev-is-bridged —j neutron—openvswi-—
0425fe781-d

root@overcloud-novacompute0-vlibde2egecg: # iptables ——1ist neutron—openvswi-i425fe781-d —v —n
Chain neutron-openvswi-i425fe781-d (1 references)

pkts bytes target prot opt in out source destination
0 0 DROP all — % * 0.0.0.0/0 0.0.0.0/0 state INVALID
328K  44M RETURN all — % * 0.0.0.0/0 0.0.0.0/0 state RELATED, ESTABLISHED
5701 2047K RETURN udp — * * 192. 168. 10. 3 0.0.0.0/0 udp spt:67 dpt:68
0 0 RETURN all — % * 0.0.0.0/0 0.0.0.0/0 match—set IPv4b9eafOcf-e8b2-
41f1-9 src
2 120 RETURN tep — ok * 0.0.0.0/0 0.0.0.0/0 tep dpt:80
11 924 RETURN icmp —— * * 0.0.0.0/0 0.0.0.0/0
28 1680 RETURN tep —— ok * 0.0.0.0/0 0.0.0.0/0 tep dpt:22
0 0 RETURN all — = * 0.0.0.0/0 0.0.0.0/0 match—set IPv4ea62d680—0c24—
4£60-9 src
137 9565 neutron-openvswi-sg-fallback all — 3* * 0.0.0.0/0 0.0.0.0/0

root@overcloud-novacompute0-vlibde2egecg: # iptables ——1ist neutron—openvswi-o0425fe781-d —v -n
Chain neutron—openvswi—-0425fe781-d (2 references)

pkts bytes target prot opt in out source destination
5733 1801K RETURN udp — * * 0.0.0.0/0 0.0.0.0/0 udp spt:68 dpt:67
378K  42M neutron-openvswi-s425fe781-d all —— * * 0.0.0.0/0 0.0.0.0/0
0 0 DROP udp — * * 0.0.0.0/0 0.0.0.0/0 udp spt:67 dpt:68
0 0 DROP all — % * 0.0.0.0/0 0.0.0.0/0 state INVALID
377K 42M RETURN all — = * 0.0.0.0/0 0.0.0.0/0 state RELATED, ESTABLISHED
278 19184 RETURN all — = * 0.0.0.0/0 0.0.0.0/0
500 42000 neutron—openvswi-sg—fallback all — =* * 0.0.0.0/0 0.0.0.0/0

2.8.3. Vstup do vSwitch br-int
Portu tap425fe781-d3 jak uz vime bude odpovidat port qvo425fe781-d3 na vstupu do br-int. Jaky VLAN
tag bude provozu prifazen?
root@overcloud-novacomputeO-vli5de2egecg: # ovs—vsctl show | grep —A3 425fe781-d3
Port “qvo425fe781-d3”

tag: 69
Interface “qvo425fe781-d3”

A Cislo portu?
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root@overcloud-novacompute0-vlisde2egecg: # ovs—ofctl show br-int | grep 425fe781-d3
211 (qvo425fe781-d3) : addr:da:04:37:a2:8a:f6

Projdéme si OpenFlow pravidla — nejprve v tabulce 0.

root@overcloud-novacomputeO-vli5de2egecg: # ovs—ofctl dump—flows br—int table=0
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=4448449.957s, table=0, n packets=2, n bytes=220, idle age=65534, hard age=65534,
priority=2, in port=87,dl src=fa:16:3f:5d:a5:3f actions=resubmit(, 1)

cookie=0x0, duration=4448450. 147s, table=0, n packets=14620, n bytes=1438706, idle age=65534, hard age=65534
priority=2, in port=87,dl src=fa:16:3f:4d:1f:fb actions=resubmit(, 1)

cookie=0x0, duration=4448450.264s, table=0, n packets=117836242, n bytes=18512592587, idle age=0, hard age=65534
priority=1 actions=NORMAL

cookie=0x0, duration=2843379.799s, table=0, n packets=23002022, n bytes=5960432596, idle age=0, hard age=65534
priority=3, in port=86, vlan tci=0x0000 actions=mod vlan vid:57, NORMAL

Nas paket je broadcast, takZe se dostane o do patch-int, tedz odejde do br-tun.

2.8.4. Posilame ven z compute node
DHCP server je usazen v kontroleru, konkrétné v network node. O¢ekdvame tedy, Ze DHCP request bude
zabalen do VXLAN tunelu a odcestuje do network node. Je to tak?

Jaké porty na br-tun najdeme a kam sméruji?

root@overcloud-novacomputeO-vlisde2egecg: # ovs—vsctl show | grep —A100 br—tun
Bridge br—tun
Port patch-int
Interface patch—int
type: patch
options: {peer=patch—tun}
Port br-tun
Interface br-tun
type: internal
Port “vxlan-0a000al7”
Interface “vxlan-0a000al7”
type: vxlan
options: {df default="false”, in key=flow, local ip="10.0.10.14”, out key=flow, remote ip="10.0.10.23"}
Port “vxlan-0a000a0a”
Interface “vxlan-0a000a0a”
type: vxlan
options: {df default="false”, in key=flow, local ip="10.0.10.14”, out key=flow, remote ip="10.0.10.10"}
ovs_version: 72.3.0”

Tentokrat nas bude zajimat zvyraznény port, ktery sméfuje do kontroleru, respektive do network node.
Zjistime si ID.

root@overcloud-novacompute0-vlisde2egecg: # ovs—ofctl show br—tun | grep * (
OFPT FEATURES REPLY (xid=0x2): dpid:00009e4ffab46e48

1(patch—int) : addr:7a:c7:3a:cf:90:5e

2 (vxlan—-0a000a0a) : addr:ba:0c:97:69:99:7f

5(vxlan—-0a000al7) : addr:8a:30:a7:83:71:08

LOCAL (br—tun) : addr:9e:4f:fa:b4:6e:48
OFPT GET CONFIG REPLY (xid=0x4): frags=normal miss send len=0

MUZeme zacit zkoumat OpenFlow pravidla — jako vidy od tabulky 0.

root@overcloud—novacompute0-vli5sde2egecg: # ovs—ofctl dump—flows br—tun table=0
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3923903.494s, table=0, n packets=0, n bytes=0, idle age=65534, hard age=65534, priority=0
actions=drop

cookie=0x0, duration=3082115.327s, table=0, n packets=2385586, n bytes=253280753, idle age=0, hard age=65534
priority=1, in port=5 actions=resubmit (, 4)

cookie=0x0, duration=3923901.546s, table=0, n packets=13713693, n bytes=993529751, idle age=0, hard age=65534
priority=1, in port=1 actions=resubmit (, 1)
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cookie=0x0, duration=3923887.172s, table=0, n packets=446801, n bytes=87876656, idle age=1, hard age=65534
priority=1, in port=2 actions=resubmit (,4)

Jdeme do tabulky 1 a prohlédneme si nejprve pravidla specificka pro VLAN 69.

root@overcloud-novacomputeO-vlibde2egecg: # ovs—ofctl dump—flows br-tun table=1,dl vlan=69
NXST FLOW reply (xid=0x4) :
cookie=0x0, duration=1030733.343s, table=1, n packets=2527, n bytes=247390, idle age=1, hard age=65534
priority=1,dl vlan=69,dl src=fa:16:3e:07:de:20 actions=mod dl src:fa:16:3f:9e:30:0c, resubmit (, 2)
cookie=0x0, duration=1030733.441s, table=1, n packets=2, n bytes=276, idle age=65534, hard age=65534,
priority=2,dl vlan=69, d1 dst=fa:16:3e:07:de:20 actions=drop
cookie=0x0, duration=1030733.539s, table=1, n packets=15, n bytes=630, idle age=2352, hard age=65534,
priority=3, arp,dl vlan=69, arp tpa=192. 168. 10. 1 actions=drop

Nic z uvedeného se naseho paketu netyka. Musime tedy na generictéjsi pravidlo.

root@overcloud-novacomputeO-vli5de2egecg: # ovs—ofctl dump—flows br—tun table=I
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3924083.843s, table=1, n packets=13673850, n bytes=990360128, idle age=0, hard age=65534
priority=0 actions=resubmit(, 2)

cookie=0x0, duration=1030844.908s, table=1, n packets=12959, n bytes=1269982, idle age=55489, hard age=65534
priority=1,dl vlan=70,dl src=fa:16:3e:42:d7:50 actions=mod dl src:fa:16:3f:9e:30:0c, resubmit (, 2)

Pokracujeme tedy v tabulce 2.

root@overcloud-novacomputeO—-vlibde2egecg: # ovs—ofctl dump—flows br—tun table=2

NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3924131.804s, table=2, n packets=4736846, n bytes=410971859, idle age=1, hard age=65534
priority=0,dl dst=00:00:00:00:00:00/01:00:00:00:00:00 actions=resubmit (, 20)

cookie=0x0, duration=3924131.710s, table=2, n packets=8976032, n bytes=582566690, idle age=0, hard age=65534
priority=0,dl dst=01:00:00:00:00:00/01:00:00:00:00:00 actions=resubmit (, 22)

Nas paket je broadcast, takZze pokracujeme v tabulce 22 a najdeme specifickz pravidlo pro VLAN 69.

root@overcloud—novacompute0-vli5sde2egecg: # ovs—ofctl dump—flows br—tun table=22,d1 vlan=69
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=1562253.088s, table=22, n packets=8302, n bytes=2676568, idle age=0, hard age=65534, dl vlan=69
actions=strip vlan, set tunnel:0x3f2, output:2, output:5

Odstfihneme VLAN, prodame VXLAN VNI 3F2 a odesleme do tunelu do network node.

2.8.5. Prijimame v network node
Podivejme se nejprve na porty br-tun a jejich Cisla.

root@overcloud-controller0-sujhw52cufku:~# ovs-vsctl show
1718fb09-77ba-4171-80a8-86bldcdfe4bb
Bridge br—tun
Port “vxlan-0a000al7”
Interface “vxlan-0a000al7”

type: vxlan
options: {df default="false”, in key=flow, local ip="10.0.10.10", out key=flow, remote ip="10.0.10.23"}
Port br-tun

Interface br—tun
type: internal
Port “vxlan-0a000a0e”
Interface “vxlan—0a000a0e”
type: vxlan
options: {df default="false”, in key=flow, local ip="10.0.10.10”, out key=flow, remote ip="10.0.10. 14"}
Port patch-int
Interface patch-int
type: patch
options: {peer=patch—tun}

root@overcloud-controller0-sujhw52cufku: # ovs-ofctl show br—tun | grep ’ (
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OFPT_FEATURES_REPLY (xid=0x2): dpid:00003602a443274¢

1 (patch-int) : addr:b2:84:3b:2¢:07:d6

2 (vx1an—0a000al17) : addr:16:32:ca:3a:50:06

3 (vxlan—0a000a0e) : addr:a2:6d:15:1d:b2:ch

LOCAL (br—tun) : addr:36:02:a4:43:27:4e
OFPT GET CONFIG REPLY (xid=0x4): frags=normal miss send len=0

2.8.6. OpenFlow pravidla v Network Node br-tun vSwitch
Za¢neme v tabulce 0.

root@overcloud-controller0-sujhw52cufku: # ovs—ofctl dump—flows br—tun table=0

NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3101202.673s, table=0, n packets=0, n bytes=0, idle age=65534, hard age=65534, priority=0
actions=drop

cookie=0x0, duration=3101194.652s, table=0, n packets=864713, n bytes=49231013, idle age=0, hard age=65534
priority=1, in port=3 actions=resubmit (, 4)

cookie=0x0, duration=3101200.743s, table=0, n packets=7468912, n bytes=1230567666, idle age=0, hard age=65534,
priority=1, in port=1 actions=resubmit (, 1)

cookie=0x0, duration=3101195.474s, table=0, n packets=10997, n bytes=892718, idle age=1043, hard age=65534
priority=1, in port=2 actions=resubmit (,4)

Pfichazime z portu 3, pokracujeme tedy v tabulce 4. Na Network Node byva hodné pravidel, budeme
tedy hledat specificky nase cislo tunelu, tedy VXLAN VNI.

root@vercloud-controller0-sujhwh2cufku: # ovs—ofctl dump—flows br—tun table=4, tun id=0x3f2
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3101233.824s, table=4, n packets=11274, n bytes=1107027, idle age=0, hard age=65534
priority=1, tun id=0x3f2 actions=mod vlan vid:14, resubmit (, 9)

Paketu ptifazujeme lokalni VLAN 14 a pokracujeme do tabulky 9.

root@overcloud-controller0O—-sujhw52cufku: # ovs—ofctl dump—flows br—tun table=9
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3101343.824s, table=9, n packets=833201, n bytes=46768187, idle age=1, hard age=65534,
priority=0 actions=resubmit (, 10)

cookie=0x0, duration=3101344.201s, table=9, n packets=9411, n bytes=700956, idle age=1186, hard age=65534,
priority=1,dl src=fa:16:3f:4d:1f:fb actions=output: 1

cookie=0x0, duration=3101344.022s, table=9, n packets=33285, n bytes=2671458, idle age=1, hard age=65534
priority=1,dl src=fa:16:3f:9e:30:0c actions=output:1

Dale do tabulky 10.

root@overcloud-controller0-sujhwh2cufku: # ovs—ofctl dump—flows br—tun table=10
NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3101409.350s, table=10, n packets=833226, n bytes=46769741, idle age=0, hard age=65534
priority=1

actions=learn (table=20, hard timeout=300, priority=1, NXM OF VLAN TCI[O0..11],NXM OF ETH DST[]J=NXM OF ETH SRC[], load:0-
>NXM_OF VLAN TCI[], load:NXM NX TUN ID[]->NXM NX TUN ID[], output:NXM OF IN PORT[]), output:1

Paket prozkoumdame a naucime se jeho hlavicky, coz zapiSeme do tabulky 20. Odchazime z br-tun do

patch-int portu, tedy do vSwitch br-int.

2.8.7. OpenFlow pravidla v Network Node br-int vSwitch
V Network Node bude hodné portQ, tak si pro zacatek zjistime jen jaké je Cislo patch mezi br-tun a br-int.

root@overcloud-controller0-sujhw52cufku: # ovs—ofctl show br-int | grep patch
127 (patch—tun) : addr:2a:75:6e:b7:0e

VypiSme pravidle v tabulce 0.

root@overcloud-controller0-sujhw52cufku: # ovs—ofctl dump-flows br-int table=0
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NXST FLOW reply (xid=0x4) :

cookie=0x0, duration=3626153.575s, table=0, n packets=9459, n bytes=704412, idle age=7595, hard age=65534
priority=2, in port=127,dl src=fa:16:3f:4d:1f:fb actions=resubmit(, 1)

cookie=0x0, duration=3626153.417s, table=0, n packets=52177, n bytes=4538666, idle age=2605, hard age=65534
priority=2, in port=127,dl src=fa:16:3f:9e:30:0c actions=resubmit(, 1)

cookie=0x0, duration=3626153.689s, table=0, n packets=2189084, n bytes=222490233, idle age=1, hard age=65534
priority=1 actions=NORMAL

cookie=0x0, duration=2927022.179s, table=0, n packets=0, n bytes=0, idle age=65534, hard age=65534
priority=2, in port=172 actions=drop

cookie=0x0, duration=2428768.208s, table=0, n packets=0, n bytes=0, idle age=65534, hard age=65534
priority=2, in port=183 actions=drop

cookie=0x0, duration=3461314.323s, table=0, n packets=0, n bytes=0, idle age=65534, hard age=65534
priority=2, in port=160 actions=drop

cookie=0x0, duration=2428772.481s, table=0, n packets=1, n bytes=42, idle age=65534, hard age=65534
priority=2, in port=182 actions=drop

cookie=0x0, duration=3626143.025s, table=0, n packets=8683279, n bytes=1378612476, idle age=0, hard age=65534
priority=3,in port=126, vlan tci=0x0000 actions=mod vlan vid:6, NORMAL

Pouzijeme tedy NORMAL forwarding. ProtoZe nas paket je broadcast, pjde na vSechny porty. Co tedy
vSechno je ve VLAN 14?
root@overcloud-controller0-sujhwb2cufku: “# ovs—vsctl show | grep Bl ’tag: 14’

Port “tape8a769e3—6e”
tag: 14

Port “sg-ffl1al932-74"
tag: 14

Port “qr-9abl5dle-3d”
tag: 14

DHCP provoz je fesSen ve svém vlastnim name space, protoZe adresy jednotlivych tenant(i se mohou
prekryvat. Spradvny name space najdeme podle network ID:

root@helion—ProLiant-DL380-Gen9: # neutron net—list

id | name | subnets |
3a5b5cd4-0c4b—4be3-b44e-826¢7b19556e | ext—net | e3be37fb-1ced-432f-950c-99b887bb52¢2
41778abb-b994-4cch-a9ab-0d60a77cclf8 | netl | a62d865f-e87f-4ebd-b3e6-10b806299582 192. 168. 10. 0/24

7590c21a-4878-48ae-h957-7562e4dc1d0d | default-net | 2c223f18-79f9-41c0-b19a-e5hdfa294895 192.168. 1. 0/24
ac163954-4b86-439c-8617-522¢17467¢95 | net2 8833c0ac—2601-4c32-a971-c6b31e3f8b%e 192. 168. 20. 0/24

root@overcloud-controller0-sujhw52cufku: # ip netns | grep 41778abb-b994-4cch-a9ab—-0d60a77cclf8
qdhcp—41778abb—b994-4ccb-a9ab-0d60a77cc1{8

Najdeme tam nas interface tape8a769e3-6e.

root@overcloud-controller0-sujhw52cufku: # ip netns exec qdhcp—41778abb-b994-4cch-a9ab-0d60a77cclf8 ip a
1: lo: <LOOPBACK, UP, LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
280: tape8a769e3—6e: <BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 qdisc noqueue state UNKNOWN group default
link/ether fa:16:3e:b2:3d:19 brd ff:ff:ff:ff:ff:ff
inet 192.168.10.3/24 brd 192.168. 10. 255 scope global tape8a769e3-6e
valid 1ft forever preferred 1ft forever
inet6 fe80::f816:3eff:feb2:3d19/64 scope link
valid 1ft forever preferred 1ft forever
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2.8.8. DHCP server
Poslechnéme si provoz na tap interface v naSem DHCP name space.

root@overcloud-controllerO—-sujhwh2cufku: # ip netns exec qdhcp—41778abb-b994-4ccb—a9ab-0d60a77cclf8 tepdump port 67
or port 68 —e -1 —i tape8a769e3—6e

tepdump: verbose output suppressed, use —v or —vv for full protocol decode

listening on tape8a769e3—6e, link—type ENIOMB (Ethernet), capture size 262144 bytes

09:35:30. 699417 fa:16:3e:21:¢f:75 (oui Unknown) > Broadcast, ethertype IPv4 (0x0800), length 322: 0.0.0.0.bootpc >
255. 255. 255. 255. bootps: BOOTP/DHCP, Request from fa:16:3e:21:cf:75 (oui Unknown), length 280

09:35:30. 699661 fa:16:3e:b2:3d:19 (oui Unknown) > fa:16:3e:21:cf:75 (oui Unknown), ethertype IPv4 (0x0800), length
373: 192.168. 10. 3. bootps > 192. 168. 10. 8. bootpc: BOOTP/DHCP, Reply, length 331

09:35:30. 945597 fa:16:3e:21:¢f:75 (oui Unknown) > Broadcast, ethertype IPv4 (0x0800), length 334: 0.0.0.0.bootpc >
255. 255. 255, 255. bootps: BOOTP/DHCP, Request from fa:16:3e:21:cf:75 (oui Unknown), length 292

09:35:30. 945841 fa:16:3e:b2:3d:19 (oui Unknown) > fa:16:3e:21:cf:75 (oui Unknown), ethertype IPv4 (0x0800), length
373: 192.168. 10. 3. bootps > 192. 168. 10. 8. bootpc: BOOTP/DHCP, Reply, length 331

Podivejme se pfimo na proces DHCP serveru.

root@overcloud-controller0-sujhwhb2cufku: " # ps —efa | grep tape8a769e3—6e

root 21291 5679 0 09:37 pts/28  00:00:00 grep tape8a769e3-6e

nobody 24114 1 0 Mayl4 ? 00:00:03 dnsmasq ——no—hosts ——no-resolv ——strict-order ——bind-interfaces ——
interface=tape8a769e3-6e —except—interface=lo ——pid—file=/var/run/neutron/dhcp/41778abb~b994-4ccb-a9ab—
0d60a77ccl1f8/pid —dhcp—hostsfile=/var/run/neutron/dhcp/41778abb—b994-4cch—a9ab-0d60a77cclf8/host —addn—
hosts=/var/run/neutron/dhcp/41778abb—b994-4ccb—a9ab—0d60a77cc1f8/addn hosts —dhep—
optsfile=/var/run/neutron/dhcp/41778abb-b994-4cchb-a9ab-0d60a77cclf8/opts ——leasefile—ro ——dhcp-
range=set:tag0, 192. 168. 10. 0, static, 172800s ——dhcp—lease-max=256 ——conf-file=/etc/neutron/dnsmasq/dnsmasq—neutron. conf
——domain=openstacklocal

Podivejme se, jestli paket doputuje aZ do naseho procesu.

root@overcloud-controllerO-sujhwhb2cufku: # strace —p 24114 —e network, write —s 4096

Process 24114 attached

recvmsg (3, {msg name (16)={sa family=AF INET, sin port=htons(68), sin addr=inet addr(”0.0.0.07)},
msg_iov(1)=[{"\1\1\6\0\224\223\5k\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\372\26> 1 \317u\0\O\O\O\0\0\0\0\0\O\O\O\O\0O\O
\0\0\0\O\O\O\O\O\O\O\O\ONO\ONO\ONO\ONONONONONO\ONONO\ONONONONONO\ONO\ONONONO\ONONONONONO\ONONONO\O\ONO\ONO\ONO\ONON\ON
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0O\O\0\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O\O
\0\O\O\O\O\O\O\O\O\ONO\O\ONO\ONONONONONONONONONONONONONONONONONO\ONONO\ONONONONONO\ONONO\ONONO\O\O\O\O\O\O\O\O\O\O\O\
0\0\0\0\0\0\0\0\0\0\0\0c\202Sc5\I1\1=\7\1\372\26> 1 \317u9\2\2@7\7\1\3\6\f\17\34*\fudhcp 1.20.2\3777, 548}],

msg controllen=32, {cmsg len=28, cmsg level=SOL IP, cmsg type=, ...}, msg flags=0}, MSG PEEK|MSG TRUNC) = 280
recvmsg (3, {msg name(16)={sa family=AF INET, sin port=htons(68), sin addr=inet addr(”0.0.0.07)},

msg_iov (1)=[{"\1\1\6\0\224\223\5k\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\372\26> 1 \317u\0\0\0\0\0\0\0\0\0\0\0\0\0\O\O
\0\0\0\O\O\O\O\O\O\O\O\ONO\ONO\ONO\ONONONONONONONONONONONONONONO\ONO\ONONONO\ONONONONONO\ONONONO\O\ONONONO\ONONONON\ON
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\O
AVAYAVAVAYCAYAYAYCAY AN AN AN AN AV AN AN CAY AN AN CAY AN CAY AN CAY AN AV AV AN AV AV AN AN CAYAY CAYAY AN CAYCAYCAY CAYAY AN CAYCAYCAYCAYAYCAYVAYVAYAYCAYVAYAYVAYVAYUAYOAN
0\0\0\0\0\0\0\0\0\0\0\0c\202ScH\1\1=\7\1\372\26> 1 \317u9\2\2@7\7\1\3\6\f\17\34*<\fudhcp 1.20.2\3777, 548}],

msg controllen=32, {cmsg len=28, cmsg level=SOL IP, cmsg type=, ...}, msg flags=0}, 0) = 280

sendto (4, “\24\0\0\0\26\0\5\3i (\0O\0\0\0\0\0\2ape”, 20, 0, {sa family=AF NETLINK, pid=0, groups=00000000}, 12) = 20
recvmsg (4, {msg name (12)={sa family=AF NETLINK, pid=0, groups=00000000},

msg_iov (1)=[{"L\0\0\0\24\0\2\0i (\0\0000 \0\0\2\10\200\376\1\0\0\0\10\0\1\0\177\0\0\1\10\0\2\0\177\0\0\1\7\0\3\010\0\0
\10\0\10\0\200\0\0\0\24\0\6\0\377\377\377\377\377\377\377\377\263\0!\4\263\0!\4 \0\0\0\24\0\2\0i (\0\0000 \0\0\2\30\20
0\0\30\1\0\0\10\0\1\0\300\250\n\3\10\0\2\0\300\250\n\3\10\0\4\0\300\250\n\377\23\0\3\0tape8a769e3—
6e\0\0\10\0\10\0\200\0\0\0\24\0\6\0\377\377\377\377\377\377\377\377\2\ 1 '\4\2\1!\4”, 172}], msg controllen=0

msg Flags=0}, MSG PEEK|MSG TRUNC) = 172

3. Monitoring a troubleshooting

3.1. Preposilani paket do centralniho analyzatoru (RSPAN)
V predchozich kapitolach jsme se naucili zjistit, kde se nachazi konkrétni instance (na jakém compute
node) a také jakym rozhranim je pfipojena vNIC. Napfiklad v CLI takto:
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root@helion-ProlLiant-DL380-Gen9: # nova list ——all-tenants 1 ——tenant baa7096fel1d54571900c3758397e0939 ——fields name, 0S-EXT-SRV-
ATTR:hypervisor hostname, 0S-EXT-SRV-ATTR:instance name
i | |

;
| 1D Name OS—-EXT-SRV-ATTR: Hypervisor Hostname OS—EXT-SRV-ATTR: Instance Name
\

70d0662f-9c69-4d0b-99e7-2dde4e0494e8 | instance—2 | overcloud-novacomputeO-v1i5de2egecg. novalocal | instance—0000010e
©1975422-a543-4ced-be36-bcel91816161 | instance—3 | overcloud-novacomputel-c4ia2jfbd75d. novalocal | instance—-0000010f

+
| eb347271-dc5a-46¢f-9150-0a7defffc6dl | instance—1 | overcloud-novacomputeO-v1i5Sde2egecg. novalocal | instance—0000010d
\

\

\

\

\

I i | |

I

r00t@helion-ProLiant-DL380-Gen9: # nova hypervisor—show overcloud-novacomputeO-vli5sde2egecg. novalocal | grep host ip
| host ip 10. 0. 10. 14

Prihlaste se do nalezeho compute node ze seed VM pod uctem heat-admin (ssh heat-
admin@10.0.10.14) a zjistéte jméno tap interface.

root@overcloud-novacompute0-v1i5de2egecg: # virsh dumpxml instance—0000010d | grep “target dev="tap”
{(target dev="tap425fe781-d3" />

Ve VM méame pustény ping. Na compute si cvicné zachytime pakety pres lokalni tcmpdump na portu
gvo, tedy fetézec tap nahradime za qvo.

root@overcloud-novacomputeO-vli5de2egecg: # tcpdump —i qvo425fe781-d3

tepdump: verbose output suppressed, use —v or —vv for full protocol decode

listening on qvo425fe781-d3, link—type EN1OMB (Ethernet), capture size 262144 bytes

09:53:06. 674946 TP 192.168.10.8 > 192. 168. 10.9: ICMP echo request, id 5439, seq 13906, length 64

09:53:06. 675227 TP 192.168.10.9 > 192. 168. 10.8: ICMP echo reply, id 5439, seq 13906, length 64

09:53:06. 675497 IP 192.168. 10. 8. ssh > 10.0. 10. 254. 36952: Flags [P. ], seq 3109336920:3109337032, ack 982140678, win
3862, options [nop, nop, TS val 327160865 ecr 1358118284], length 112

09:53:06. 675568 IP 192.168.10.8. ssh > 10.0. 10. 254. 36952: Flags [P.], seq 112:160, ack 1, win 3862, options
[nop, nop, TS val 327160865 ecr 1358118284], length 48

09:53:06. 675781 IP 10.0. 10. 254. 36952 > 192. 168. 10. 8. ssh: Flags [.], ack 160, win 550, options [nop, nop, TS val
1358118534 ecr 327160865], length 0

Nyni zapneme RSPAN, tedy budeme chtit provoz této VM zrcadlit GRE tunelem do vzddleného

vV

analyzatoru, napfiklad do naseho notebooku s bézicim Wireshark nebo v pfipadé naseho labu na jeden
ze server(, kde budeme kolektovat provoz pfes tcpdump. Cilovy analyzator bude na IP 10.0.10.53.

root@overcloud—novacompute0-vli5de2egecg: # ovs—vsctl add-port br—int gre0 \
— set interface gre0 type=gre options:remote ip=10.0. 10.53 \
— —id=@p get port gre0 \
——1d=@vm get port qvo425fe781-d3 \
—— ——1d=@m create mirror name=m0 select-src—port=@vm select-dst-port=@vm output-port=@p \
—— set bridge br—int mirrors=@m
Tb6e9c49-e335-4e77-b259-01f0cbOba71ld
root@overcloud-novacomputeO-vli5de2egecg: #°

ARV V%
|
|

Otevrete vas analyzator — uvidite pakety zabelené v GRE a uvnitf provoz ze sledované VM.

root@LabServer: # tcpdump —i ethO | grep GRE

tepdump: verbose output suppressed, use —v or —vv for full protocol decode

listening on ethO, link—type ENIOMB (Ethernet), capture size 65535 bytes

20:10:58. 696424 TP 10.0. 10. 14 > LabServer. helion. demo: GREvO, length 106: TP 192.168.10.8 > 192. 168. 10. 9: ICMP echo
request, id 5591, seq 95, length 64
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20:10:58.696638 1P 10.0.10.14 > LabServer. helion. demo: GREvO, length 106: IP 192.168.10.9 > 192. 168. 10.8: ICMP echo
reply, id 5591, seq 95, length 64

20:10:58. 697056 IP 10.0.10.14 > LabServer. helion. demo: GREv0, length 170: IP 192.168. 10. 8. ssh > 10. 0. 10. 254. 53007 :

Flags [P.], seq 1784770515:1784770611, ack 1561286070, win 3525, options [nop,nop, TS val 334628841 ecr 13655862607,
length 96

20:10:58. 697108 IP 10.0.10. 14 > LabServer. helion. demo: GREvO, length 122: IP 192.168. 10.8. ssh > 10.0. 10. 254. 53007 :

Flags [P.], seq 96:144, ack 1, win 3525, options [nop, nop, TS val 334628841 ecr 1365586260], length 48

Vratte se do compute node a mirorring zruste.

ovs—vsctl clear bridge br—int mirrors

ovs-vsctl del-port br-int gre0

3.2.  Flow monitoring

OpenvSwitch pouZity v ramci Helion OpenStack vam muzZe poskytnout vizibilitu do datovych tok(
generovanych jednotlivymi VM, nicméné je dlleZité pocitat s tim, Ze to samo o sobé nerozliSuje
jednotlivé tenanty a vhledem mozZnosti prekryvajicich se adres to mlze nékteré analyzatory mast. Pokud
vam jde o vic, neZ jen prehled o tom co se ve virtualni siti déje, bude potieba striktné rozliSovat
reportované interface, podle kterych poznate konkrétni VM.

OVS podporuje jak flow metody (NetFlow a IPFIX), které maji vyhodu ve velké presnosti, tak také
sampling sFlow, kde sice je nizsi pfesnost, za to ale analyzator dostava ve vzorcich vice informaci (¢ast
payload), coZ zase prinasi jiné mozZnosti v analyze. Vétsina analyzator( jako je HP iMC NTA podporuje

obé metody.

3.2.1. NetFlow

OVS umozniuje ziskavat informace o datovych tocich a exportovat je ve formatu NetFlow nebo IPFIX
stejné, jako to dokaze treba vas router. Pfipojte se do vybraného compute node a zapneme export
NetFlow zaznam do kolektoru, ktery mame spustény na adrese 10.0.10.53 a portu 9995.

root@overcloud-novacompute0-vlisde2egecg: # sudo ovs-vsctl set Bridge br—int netflow=@nf id=@nf \

> create  NetFlow targets=\"10.0. 10. 53:2055\” \
> active—timeout=20

Pro vyzkouseni pouZijeme jednoduchy open source NetFlow collector nfcapd na labovém serveru
10.0.10.53:

root@LabServer: # nfcapd —p 9995 -E -1 .

Flow Record:

Flags = 0x00 Unsampled

export sysid = 1

size = 52

first = 1432977759 [2015-05-30 11:22:39]
last = 1432977759 [2015-05-30 11:22:39]
msec first = 400

msec last = 400

src addr = 192. 168. 44. 15

dst addr = 192. 168. 44. 14

src port = 9200

dst port = 39705

fwd status = 0

tep flags = 0x00 ......

proto = 6

(src) tos = 0

(in)packets = 3

(in)bytes = 322
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input
output
src as
dst as

Flow Record:
Flags
export sysid
size
first
last
msec first
msec last

addr

addr
port
port
status

src
dst
src
dst
fwd
tep flags
proto

(src) tos
(in) packets
(in) bytes
input
output

src as

dst as

Kolektor zachytil surova data do souboru, nad kterym mlzeme s nfdump délat dalsi vypiy, filtrace a

exporty.

167
173

0x00

1

52
1432977759
1432977759
404

404

192. 168. 44. 15
192.168. 44. 13
9200
41506

0

0x00

6

0

3

322

167

169

0

0

Unsampled

[2015-05-30 11:22:39]
[2015-05-30 11:22:39]

root@LabServer: # nfdump -r nfcapd. 201505301122

Date flow star
2015-05-30 11:
2015-05-30 11:
2015-05-30 11:
2015-05-30 11:
2015-05-30 11:
2015-05-30 11:
2015-05-30 11:
2015-05-30 11:
2015-05-30 11:
2015-05-30 11:
2015-05-30 11:
2015-05-30 11:
2015-05-30 11:
2015-05-30 11:
2015-05-30 11:
2015-05-30 11:
2015-05-30 11:
2015-05-30 11
2015-05-30 11
2015-05-30 11:
2015-05-30 11:
2015-05-30 11
2015-05-30 11
2015-05-30 11
2015-05-30 11:
2015-05-30 11:
2015-05-30 11:
2015-05-30 11:

t

22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
122
122
22:
22:
122
122
122
22:
22:
22:
22:

39.
39.
39.
39.
39.
39.
39.
39.
40.
40.
40.
40.
40.
41.
40.
41.
40.
41.
41.
41.
41.
41.
41.
41.
43.
43.
42.
43.

Duration
400 0. 000
404 0. 000
400 0. 000
404 0. 000
471 0. 000
471 0. 000
471 0. 000
471 0. 000
181 0. 004
192 0. 005
187 0. 006
246 0.015
176 0. 005
098 0. 000
872 0. 000
100 0. 000
871 0.001
100 0. 000
098 0. 002
182 0. 000
403 0.030
402 0.035
402 0.035
404 0.029
101 0. 000
102 0. 000
874 0. 000
102 0. 002

Proto
TCP
TCP
TCP
TCP
TCMP
TCP
ICMP
TCP
ICMP
TICMP
ICMP
ICMP
ICMP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
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Src IP Addr:
192. 168. 44. 15
192. 168. 44. 15
192. 168. 44. 14:
192. 168. 44. 13

192. 168. 10. 8:

10. 0. 10. 254:

192. 168. 10. 9:
192. 168. 10. 8:
10. 0. 30.90:
10. 0. 30.92:
10. 0. 30.91:
10. 0. 30. 93:
10. 0. 30. 89:

172.17.0. 14:

172.17.0. 14:

172.17.0. 14:

172.17.0. 10:

172.17.0. 15

172.17.0.12:

10. 0. 30. 86:
192. 168. 44. 13
192. 168. 44. 14:
192. 168. 44. 15:
192. 168. 44. 15

172.17.0. 14:

172.17.0. 14:

172.17.0. 14:

172.17.0. 15:

Port

19200 —>
19200 —>
39705 —>
141506 —>
0 ->
44556 —>
0 ->
22 ->
0 ->
0 ->
0 ->
0 ->
0 ->
3306 —>
3306 —>
3306 —>
50064 —>
142048 —>
38818 —>
9001 —>
141507 —>
39707 —>
9200 —>
19200 —>
3306 —>
3306 —>
3306 —>
42049 —>

Dst IP Addr:
192.168. 44. 14:
192.168. 44. 13:
192. 168. 44. 15:
192. 168. 44. 15:

192.168. 10. 9:
192.168. 10. 8:
192. 168. 10. 8:
10. 0. 10. 254
10.0.10.3
10. 0. 10. 3:
10.0.10.3
10. 0. 10. 3:
10. 0. 10. 3:
172.17.0.12:
172.17.0.10:

172.17.0. 15:

172.17.0. 14:

172.17.0. 14:

172.17.0. 14:

10. 0. 30. 200:
192. 168. 44. 15:
192.168. 44. 15:
192.168. 44. 14:
192.168. 44. 13:

172.17.0. 12:

172.17.0. 15:

172.17.0.10:

172.17.0. 14:

e

Port
39705
41506
9200
9200
8.0
22
0.0
44556

:0.0

0.0

:0.0

0.0
0.0
38818
50064
42048
3306
3306
3306
52251
9200
9200
39707
41507
38819
42049
50065
3306

Packets

DO — = = BB O O = DD DN == O O OO U1 DD = OO W W

Bytes Flows

322
322
340
340
98
66
98
276
550
550
550
550
550
74
74
74
140
140
140
74
414
414
396
396
74
74
74
140

= e b e b e b b b e b e b b b e b b R b e e e e



2015-05-30 11:22:43. 100 0. 000 TCP 172.17.0.12:38819 —> 172.17.0. 14:3306
2015-05-30 11:22:42.873 0. 003 TCP 172.17.0.10:50065 —> 172.17.0. 14:3306
2015-05-30 11:22:43. 187 0. 000 TCP 10. 0. 30.86:9001 —> 10. 0. 30. 200:52353
2015-05-30 11:22:43. 434 0.031 TCP 192. 168. 44. 14:39708 —> 192. 168. 44. 15:9200
2015-05-30 11:22:43.433 0. 032 TCP 192.168. 44. 13:41508 —> 192. 168. 44. 15:9200
2015-05-30 11:22:43. 434 0.031 TCP 192.168. 44. 15:9200 —> 192. 168. 44. 13:41508
2015-05-30 11:22:43. 435 0. 030 TCP 192.168. 44.15:9200 —> 192. 168. 44. 14:39708
2015-05-30 11:22:44. 082 0. 000 UDP 192.168. 21. 2:53 -> 10. 0. 10. 54:60873
2015-05-30 11:22:44.082 0. 000 UDP 10. 0. 10. 54:60873 —> 192.168. 21.2:53
2015-05-30 11:22:39. 690 4.764 TCP 192. 168. 40. 5:46733 —> 169. 254. 169. 254:80
2015-05-30 11:22:39. 690 4.764 TCP 169. 254. 169. 254:80 -> 192. 168. 40. 5:46733
2015-05-30 11:22:44. 874 0.001 TCP 172.17.0.10:50066 —> 172.17.0. 14:3306
2015-05-30 11:22:45.102 0.001 TCP 172.17.0.15:42050 —> 172.17.0. 14:3306
2015-05-30 11:22:45.100 0. 003 TCP 172.17.0.12:38820 —> 172.17.0. 14:3306
2015-05-30 11:22:44.875 0. 000 TCP 172.17.0.14:3306 —> 172.17.0. 10:50066
2015-05-30 11:22:45.103 0. 000 TCP 172.17.0.14:3306 —> 172.17.0. 15:42050
2015-05-30 11:22:45.101 0. 000 TCP 172.17.0.14:3306 —> 172.17.0. 12:38820
2015-05-30 11:22:45. 463 0.032 TCP 192. 168. 44. 15:9200 —> 192. 168. 44. 14:39710
2015-05-30 11:22:40. 380 4.827 TCP 192.168. 44. 14:41082 —> 169. 254. 169. 254:80
2015-05-30 11:22:45. 465 0.026 TCP 192.168. 44. 13:41509 —> 192. 168. 44. 15:9200
2015-05-30 11:22:45. 465 0. 026 TCP 192.168. 44.15:9200 —> 192. 168. 44. 13:41509
2015-05-30 11:22:45. 463 0. 032 TCP 192. 168. 44. 14:39710 —> 192. 168. 44. 15:9200
2015-05-30 11:22:45. 309 0.002 TCP 10. 0. 30. 84:55541 —> 10. 0. 10. 3:5672
2015-05-30 11:22:45. 209 0.002 TCP 10. 0. 30. 84:43893 —> 10. 0. 10. 13:8000
2015-05-30 11:22:40. 380 4.827 TCP 169. 254. 169. 254:80 - 192. 168. 44. 14:41082
2015-05-30 11:22:45.195 0.000 TCP 10. 0. 30.86:9001 —> 10. 0. 30. 200:52451
2015-05-30 11:22:47.103 0. 000 TCP 172.17.0.14:3306 —> 172.17.0. 12:38821
2015-05-30 11:22:47.105 0. 000 TCP 172.17.0.14:3306 —> 172.17.0. 15:42051
2015-05-30 11:22:46.903 0. 040 TCP 192. 168. 44. 14:54894 —> 192. 168. 44. 15:3306
2015-05-30 11:22:47.103 0.000 TCP 172.17.0.12:38821 —> 172.17.0. 14:3306
2015-05-30 11:22:47.104 0. 003 TCP 172.17.0. 15:42051 —> 172.17.0. 14:3306
2015-05-30 11:22:46. 876 0. 003 TCP 172.17.0.10:50067 —> 172.17.0. 14:3306
2015-05-30 11:22:46.903 0.000 TCP 192.168. 44.15:3306  —> 192. 168. 44. 14:54894
2015-05-30 11:22:46. 877 0. 000 TCP 172.17.0.14:3306 —> 172.17.0. 10:50067
2015-05-30 11:22:47.493 0. 034 TCP 192.168. 44. 13:41510 —> 192. 168. 44. 15:9200
2015-05-30 11:22:47.495 0. 028 TCP 192.168. 44. 14:39711 —> 192. 168. 44. 15:9200
2015-05-30 11:22:47.493 0.034 TCP 192.168. 44.15:9200 —> 192. 168. 44. 13:41510
2015-05-30 11:22:47.496 0.027 TCP 192.168. 44. 15:9200 —> 192. 168. 44. 14:39711
2015-05-30 11:22:47.201 0. 000 TCP 10. 0. 30.86:9001 —> 10. 0. 30. 200:52497
2015-05-30 11:22:40. 470 9. 000 ICMP 192.168. 10.9:0 - 192.168. 10.8:0.0
2015-05-30 11:22:49. 105 0.002 TCP 172.17.0.12:38822 —> 172.17.0. 14:3306
2015-05-30 11:22:48.879 0. 000 TCP 172.17.0.10:50068 —> 172.17.0. 14:3306
2015-05-30 11:22:49. 106 0.001 TCP 172.17.0. 15:42052 —> 172.17.0. 14:3306
2015-05-30 11:22:49. 105 0. 000 TCP 172.17.0.14:3306 —> 172.17.0. 12:38822
2015-05-30 11:22:49. 107 0. 000 TCP 172.17.0.14:3306 —> 172.17.0. 15:42052
2015-05-30 11:22:48.879 0. 000 TCP 172.17.0.14:3306 —> 172.17.0.10:50068
2015-05-30 11:22:49. 528 0. 027 TCP 192.168. 44. 13:41511 —> 192. 168. 44. 15:9200
2015-05-30 11:22:49. 528 0. 027 TCP 192.168. 44. 15:9200 —> 192. 168. 44. 13:41511
2015-05-30 11:22:49. 523 0. 032 TCP 192.168. 44. 14:39712 —> 192. 168. 44. 15:9200
2015-05-30 11:22:49. 524 0.031 TCP 192. 168. 44. 15:9200 —> 192. 168. 44. 14:39712

o
[ RSSO SOY Nl NS O Y

e~
(2]

B = = = DO DD DN

— 'S
OB D = = = NN O =R DO NN NN R == RO OO

e~

140
140
74
414
414
396
396
82
82
6750
7210
140
140
140
74
74
74
396
7184
414
396
414
1228
272
7216
74
74
74
429
140
140
140
840
74
414
414
396
396
74
980
140
140
140
74
74
74
414
396
414
396

Summary: total flows: 78, total bytes: 48491, total packets: 367, avg bps: 38200, avg pps: 36, avg bpp: 132

Time window: 2015-05-30 11:22:39 - 2015-05-30 11:22:49
Total flows processed: 78, Blocks skipped: 0, Bytes read: 4176
Sys: 0.003s flows/second: 19622.6 Wall: 0.006s flows/second: 12117.4

Nasledné NetFlow export zase zrusime.

root@overcloud-novacomputeO-vli5de2egecg: # ovs—vsctl clear Bridge br—int netflow
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3.2.2. sFlow

Pro nastaveni sFlow musime kromé definice kolektoru jesté zadat dalsi idaje. Sampling rate (sFlow
zachyti kazdy X-ty paket), Polling rate (jak ¢asto sebere countery) a header size (jak velkou ¢ast
vybraného paketu chceme poslat do analyzatoru). Pfipojte se do compute node a sFlow zapnéte.

root@overcloud-novacomputeO-vli5de2egecg: # ovs—vsctl —— ——id=@sflow create sflow agent=eth0 \
> target=\"10.0. 10. 53:6343\” header=128 \

> sampling=100 polling=5 \

> —— set bridge br—int sflow=@sflow

Na cilové stanici pouZijeme jednoduchy nastroj sflowtool pro rozbaleni a preéteni jednotlivych vzork
(nejedna se o jejich analazu, jen rozbaleni — pro realné pouZiti pouzijte naptiklad HP iMC NTA).

root@LabServer:/opt/sflow/sflowtool-3. 35# sflowtool -t | tepdump -1 -

reading from file —, link—type ENIOMB (Ethernet)

11:45:13.000000 ARP, Request who—has 192.168.10.8 tell 192.168.10.9, length 32

11:45:14. 000000 IP 10.0. 10.54. 58437 > 192.168. 21. 2. domain: 11761+ A? stun.client.akadns. net. (40)

11:45:17.000000 IP 172.17.0.15.33479 > 169. 254. 169. 254. http: Flags [P.], seq 2512264303:2512264532, ack 957230571,
win 255, options [nop, nop, TS val 350003318 ecr 1095937596], length 229

11:45:21.000000 IP 192.168. 44. 14. 40452 > 192.168. 44. 15.9200: Flags [R], seq 2256554003, win 0, length 0

11:45:21. 000000 IP 10.0.30.92.42276 > 10.0. 10. 3. amqp: Flags [P.], seq 1354347799:1354347812, ack 489773881, win 221,
options [nop, nop, TS val 350117352 ecr 1375614141], length 13

11:45:21. 000000 IP 10. 0. 30. 86.56435 > 10.0. 10. 3. amqp: Flags [.], ack 3581118546, win 221, options [nop, nop, TS val
670627113 ecr 1375614150], length 0

11:45:21. 000000 IP 169.254.169. 254. http > 172.17.0. 14.53610: Flags [P.], seq 1403557118:1403557271, ack 2979092076
win 243, options [nop, nop, TS val 1095938856 ecr 350121398], length 153

11:45:22. 000000 IP 192.168.44. 15. mysql > 192.168. 44. 14. 49158: Flags [P.], seq 4224772569:4224773062, ack 1949650615
win 1250, options [nop, nop, TS val 670683767 ecr 670587642], length 493

11:45:22. 000000 IP 172.17.0.14.53610 > 169.254. 169. 254. http: Flags [P.], seq 222:444, ack 294, win 238, options
[nop, nop, TS val 350121610 ecr 10959389331, length 222

11:45:25. 000000 IP 192.168.44. 13.42254 > 192.168. 44. 15. 9200: Flags [S], seq 18764925, win 27200, options [mss

1360, sackOK, TS val 670628849 ecr 0, nop,wscale 7], length 0

11:45:32. 000000 IP 192.168.44.15.50674 > 169. 254. 169. 254. http: Flags [P.], seq 2466163253:2466163483, ack 80110350,
win 272, options [nop, nop, TS val 670686344 ecr 1095941486], length 230

11:45:33.000000 IP 169.254.169. 254. http > 172.17.0.12.58790: Flags [P.], seq 947768543:947768694, ack 2509488609, win
419, options [nop, nop, TS val 1095941631 ecr 350004711], length 151

Vratime se do compute node a sFlow zase vypneme.

root@overcloud-novacomputeO-vlibde2egecg: # ovs—vsctl — clear Bridge br—int sflow
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